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1.2

BBeneHue

O nporpamme
|

Reset Windows Password n3HauyanbHO 6bina paspabotaHa Ansi copoca, U3MEHEHNSI U BOCCTaHOBNEHUS naponei
yyeTHbIX 3anuceir Windows. Hanpumep, korga 3abbiT unmM yTepsiH naposib €AUHCTBEHHOW Y4YeTHOW 3anucu
ApgmuHucTtpaTtopa [MK. Ha cerogHawHuini geHb Reset Windows Password €BnAsetca ogHMM K3 caMbiX
onTMMasibHbIX M Hanbonee diyHKUMOHA/IbHBLIX peLleHnid B CBOeM kracce. [porpamma nogjepxunsaeT Bce Bepcum
Windows (Ha 6a3e Windows NT), paboTtaet ¢ Active Directory u KaWwlMpoBaHHbIMW NaposiiMn AOMEHa, UCMOoNb3yeT
HaBblK/ WCKYCCTBEHHO WHTENNeKTa A9 ObICTPOro BOCCTAHOB/IEHWS HEKOTOPbIX Naponeil, Umeet psn LpYrux,
YHUKaSIbHbIX BO3MOXHOCTEn. OHa Takxe BK/YaeT B Cebs LumMpoyaillniA CNekTp WHCTPYMEHTOB /19 aHanm3a
OaHHbIX, cyae6Hol akcneptmsbl U noucka aptediaktos Windows.

VHTepdeiic NpuioXeHns BbINOSHEH B BUAE TPaAULMOHHOIO MoWaroBoro Mactepa. Takum obpasom, npouecc

paboTbl NOAXOAUT Aaxe O/ HEMOArOTOBNEHHOrO Nosb3oBartens. Hanpumep, yganeHve napons AfMyHUcTpaTopa

COCTOWT BCEro 13 Tpex Laros, NpuyeM YacTb pyTUHHON paboTbl 6epeT Ha cebs cama nporpaMma:

1. Bbibop SAM wn SYSTEM dmaiinoB (nporpamma aBTOMaTUYECKM MPOM3BOAUT MOUCK YCTAHOB/IEHHbIX
OonepaumoHHbIX CUCTEM M NpeanaraeT HaligeHHble dainbl peecTpa).

2. BbI6Op yyeTHON 3anmcu nonb3osatens.

3. YpaneHvie win n3MeHeHvie naposis.

Mpy nomoLL 1 BCTPOEHHOI YTUAUTBI, KOTOpas NocTaBNseTcs BMecTe C NPOrpaMmon, MOXHO 3a napy MUHYT co3fatb
3arpysodHbin CD, DVD wmam USB guck (noggepxuBarTcs Takke Takme yctpoiictBa kak Compact Flash,
SmartMedia, SONY Memory Stick, Secure Digital, ZIP drives, USB Hard Disk drives n agp.). Reset Windows
Password nogaepxusaet xecTtkme guckm IDE, SATA, SCSI, RAID, coBmecMm C ¢ualinioBbiMn cuctemamm FAT,
FAT32, NTFS, NTFS5, noctaBnserca ¢ 060/bLINUM HabopoM AOMNOAHUTENbHBLIX ApPaiBepoB XECTKUX AUCKOB:
Highpoint, Intel, Jmicron, Manell, Nvidia, Silicion Image, Sis, Uli, Via, Vmware n gp.

OCc0o6eHHOCTN 1 NpenMyLLecTBa
|

MpeumMyLLecTBa NporpaMmsi:

Mopaepxka Bcex Bepcuii Windows Ha 6a3e Windows NT. Bkntoyvas cepsepHble OC.

Mopaepxka 32/64-6utHbIX Windows.

Bonblas Koniekumst gpaiiBepoB XeCTKUX AUCKOB. YCTaHOBKa A0MOMHUTENBHLIX ApaiBepoB 6e3 nepesarpysku
nporpamMmbil.

CO6poc M M3MeHeHMe Mnaposieii /IoKaslbHbIX W [AOMEHHbIX MOSb30BaTefieil, MOKa/IbHOTO afMUHMUCTpaTopa,
aAMUHMCTPaTOpa AOMEHa, APYrMX yYeTHbIX 3anucei Active Directory.

AKTMBaUMS 1 pa36/oKMPOBKa YUETHbIX 3anucei nosb3oBarteneil, okasibHbIX Y LOMEHHbIX aJMUHUCTPATOPOB.
PepakTop y4YeTHbIX 3anvceid, NonTUKK Naposieid, orpaHNYeHnin nHTepdeiica n cucTemsi.
Bk/loYeHMe/OTK/IIOYEHNE OMUMN OKOHYaHUSI CPOKa AelCTBUA Napons.

ABTOMATUYECKMNIA MOVNCK HECKOSIbKMX OMEepPaLMOHHbIX CUCTEM.

Mopaepxka HeaHrnMinckmx sepcuii Windows n naponeit B HaUMOHa/TbHbIX KOAMPOBKaX.

Jamn xaweii naponeii nonb3oBateneli M3 SAM Ana nx ganbHenwero aHaamsa.

Jamn xaweii naponeii n3 Active Directory.

Jamn KalmpoBaHHbIX Naposieit goMeHa.

HecKonbKo NpoABUHYTLIX MOAY/ER A1 WM3BMEYEHUS M PacluMKPOBKM TEKCTOBLIX Maposieid, XpaHsWwuxcs B
Active Directory.

OTMEHa M3MEHEHWIA, BHECEHHLIX B CUCTEMY.

Ypanenve naposneii n apyrux KoHgmaeHupasibHbIX AaHHbIX C KOMMbloTepa.
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BBegeHune

1.3

MpoABYHYTbIE aNrOPUTMbI MONCKA U BOCCTAHOBJ/IEHWS Maposieid.

C6poc SYSKEY.

Mounck HavyansbHoro napons SYSKEY.

MoncK CepuiHbIX K/oYel pa3IMyHbIX NPOrpamMm.

Mownck 1 paclndpoBKa CETEBbLIX Naposeil.

PesepBHoe konvpoBaHne peecTpa u Active Directory, a Takxe Apyroi KoHgmMAeHUMaTbHOM nHhopmaumn.
Mopfepxka AUCKOB, 3awwngpoBaHHbIX Bitlocker.

Mowvck naponei Ans BUPTY&/TbHbIX MaLlyH.

[uckoBble yTUNNUTDI.

Mownck 1 BoccTaHOB/EHUE Naponei ans gokymeHtoB PDF, OPENOFFICE, MS WORD, EXCEL n 1.4.
VIHCTpYMEHTbI 419 KPUMWHUIMCTUYECKOTO aHa/m3a: cTaTCTMKa BXo4a B CUCTEMY, UCTOPUSA Xenesa, nporpamm,
cem, nocew eHnii IHTepHeT, 6ydiepa o6mMeHa, usb, akTMBHOCTb MO/b30BaTe s, CUCTEMHbIE COBLITVA, MOCeAHNIA
[0CTyN K 060py10BaHU0, BPEMEHHas LKasia akTMBHOCTU, NMOUCK /L, Ha ¢)0TO U BUA,EO0, MOHUTOP UCNOJIb30BaHNA
CUCTEMHbIX pecypcoB, o6o3pesatesib 6a3bl gaHHbIX Windows Search u 1.0,

MpunoxeHne p[ocTynHo B Tpex pepakuysix: Light, Standard u Advanced. [deTa/lbHblii CAMCOK BCEX
BO3MOXHOCTEN 418 KaXKA,0/ pefakumy MOXHO NOCMOTPEeTh TyT.

CuctemMHble TpeboBaHUSA
|

TpeboBaHus

Xx64 mukponpoueccop, muHumym 1 ' O3Y, CD-ROM wmn USB auck. Pa3mep 3arpysouHoro USB aucka fosmkeH
He meHee 512 MB (pekomeHayeTcsl 2-32 b USB auck gns obecneyeHust Hawnydwein coeMectumocTy). BIOS
KoMMboTepa A0/DKEH nogaepxuBats 3arpy3ky ¢ CD, DVD nin USB ycTpoicTB.

CoBMeCTMMOCTb

Windows NT, Windows 2000, Windows XP, Windows Vista, Windows 7-11, Windows Serwer 2000-2022.
®dainosble cuctembl: FAT, FAT32, NTFS, NTFS5, ReFS. lMNporpamma coBmecMMa ¢ 60nbluvHcTBOM CD/DVD
pekopaepos n USB ycTpoiicts, BkMovas Memory Stick, Compact Flash, SmartMedia, Secure Digital, USB flash
drives, USB ZIP drives, USB Hard Disk drives n ap.

OrpaHuyeHuns

Ecnm uenesas cuctema uCNonb3yeT HecTaHAapTHOE 3anoMuHaolLee yCTPOWCTBO, A1 ero paboTbl, BO3MOXHO,
noTpebyeTcs yCTaHOBUTL ApaliBep 3TOro yCTpoicTBa, coBMecTuMblii ¢ Windows 11. O6patutecb K pyKOBOACTBY
Nno MaTepuHCKOl nnaTe 3a AeTansaMu.

M3BecTHble NpobieMbl

e EC/n B LENeBO cucteMe NpUCYTCTBYIOT 2 uin 6onee Nornvyeckux gucka, 6yksbl 418 3TMX AUCKOB MOTYT 6bITb
Ha3Ha4yeHbl B NPOU3BO/IbHOM MOPSAAKE.

e Ecnu Bbl cOpackiBaeTe Naposib BCTPOEHHOW yYeTHOl 3anucn AgMUHUCTPATOPa, UMETe B BUAY, YTO B HEKOTOPbIX
Bepcusax Windows ans ee aktmBaumu 1 Bxofa B cUcTeMy, NoTpedyeTcs BbINOMHUTL 3arpy3ky OC B 6e30nacHOM
pexumve.

e [porpamma nogaepxuBaeT Bce nbl WindgpoBaHus SYSKEY. B HeKOTOpbIX C/yyasx MOXeT notpeboBarbcs
HauyasbHbIM nNaponb SYSKEY wam 3arpy3odHas gucketa. OfgHako nporpaMma Takxe MNo3BOsseT copocutb
BPY4HYt0 1n npoussoauts nonck SYSKEY napons.

e [ocne cbpoca Napons foKasibHON yUYeTHOW 3anucK, Bbl BPEMEHHO NoTepsieTe AOCTYN K NaponsiM Beb-cTpaHuL,
naponssim LAN n GecnpoBogHoli cetw, 3awndgpoBaHHbIM EFS duaiinam, co06LeHNAM 31EeKTPOHHOM MNouThl,
KOTOpble 3awndipoBaHbl 3aKpbiTbiMU Koyamu. ObpatiTtech K 6ase 3HaHwii Maiikpocodir 3a 6osee nogpo6Hoi

nHcpopmaupmei.
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BBegeHune

e C6poc naposneii onpefeneHHbIX yyeTHbIX 3anuceid Active Directory MOXeT He BO3bIMETb LO/DKHOTO 3duekTa.
Hanpumep Ha RODC.

e C6poc naporeit, a Takke gpyrue diyHKUMK, nogpasymeBatoLL e 3anmcb Ha AUCK, Ha BUPTyasibHon OC He uMeroT
HMKaKoro adxpekTa.

e Mpu c6poce naponst A4ss yyeTHoi 3anucu Microsoft, Heo6X0AUMO YyKasaTb HemycToii naposib. B npoTmvBHOM
C/lyyae, Bbl HE CMOXETe BONTU B CUCTEMY.
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Co3paHuMe 3arpy304yHOro gucka

2.2

Co3aaHue 3arpy304HOro Ancka

3 NPOCTbIX Wara A 3anycka nporpamMmmbl ¢ 3arpy304HOro Ancka
|

1.

2.

Ckavavite apxuB c nporpamMmmoi Reset Windows Password no agpecy
https://www.passcape.com/download/rwp.zip (MM UCNOMb3YylTe CCbIIKY, KOTopas Oblna BbiC/laHa B BalleM
pervcTpalmMoHHOM NUCbMeE).

Cozpaiite 3arpy3o4Hbiii anck RWP: pacnakyiite dainn RWP.ZIP, 3anyctite ymnuty IsoBurner.exe, Bbibepute
onunto ansa cosgadua CD/DVD/USB, ykaxuTe nyTb K pacnakoBaHHOMY ISO o6pa3y ¢ nporpammoit 1 cosgaite
3arpy3ouHblii ANCK 13 3Toro obpasa.

Bkntounte Npo6aeMHbIn KOMMbOTEp N uaMeHute ero BIOS/UEFI HACTPOikM Takum o6pa3om, YTobbl Ball AUCK
(CD-ROM, DVD-ROM wvnn USB) 6bin1 nepebiM B CNMCKe 3arpy304HbIX YCTPOWcTB. CoxpaHuTe napameTpbl 1
nepesarpy3utechb ellle pas Ans Toro, YTobbl 3anycTmTb Nporpammy ¢ Bawero CD, DVD wwm USB gucka. Ecam
BIOS/UEFI noggepxmBaeT qiyHKUMIO GbICTPOro Bbi6opa 3arpy3o4Horo gmcka (06biMHO Knasuwa F8), MOXHO
BOCMNO/b30BaTLCA 3TOIN onuueil.

Co3spgaHue 3arpy3oydHoro gncka RWP
I ——

Passcape ISO Burner
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Co3gaHuve 3arpy304HOoro Aucka

o Passcape IS0 Burner

Passcape ISO Burner \;?

This pregram is intended to be used mostly for creating bootable
CD/DVD/USB environment (eg. 'Reset Windows Password').

What do you want to do

() Burn ISO image to CD/OVD
i) Burn ISO image to CO/OVD using external CO burning program

i@ Create bootable USE disk:

() Unpack IS0 image to disk folder

Source 150 image file

Exit

Passcape Software

Passcape ISO Burner 310 nporpamma Ans cosgaHusa 3arpysodHbix CD, DVD wwm USB pguckoB n3 1ISO-9660
obpasos. [lporpamma 6ecnnatHa W [AOCTyNMHa QA9 CKayMBaHWS W WCMOMb30BaHUS C Hawero canta:

https://www.passcape.com/download/pib.zip

VHTepdieiic npunoxeHns npegensHo nNpocToi. Mpu 3anycke, nporpaMmMa MonpocuT Bac BbiGpaTb, YTO Bbl XOTEM
6bl caenartb:

- 3anucatb ISO o6pa3 Ha CD/DVD ¢ NoMoL, b 3TOr0 NPUIOXKEHUS.

- 3anucatb ISO o6pa3 Ha CD/DVD, uUcnonb3ys BHELIHIOW NporpamMmy, YCTaHOB/IEHHYIO Ha BalleM KOMMbHTepe.
Hanpumep, Nero nnm ee 6ecnnatHblii aHastor ImgBurn.

- cnonb3oBatb ISO-06pa3 gaa co3gaHmsa 3arpy3oqHoro USB gucka.

- PacnakoBatb ISO o6pas Ha guck (yummTe, 370 AeACTBME MOXET NPMBECTU K MOTEPE 3arpy304HbIX AaHHbIX).

Co3paHue 3arpy3o4yHoro CD ¢ Reset Windows Password
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Co3paHuMe 3arpy304yHOro gucka

Burn [50 image to CO/OVD

Writing IS0 image to CD/DVD
Select CO/OVD recorder from the drop-down list, insert a blank disk into the selected drive and didk s
< «Burn>> button to write IS0 image to the disk. o

Source IS0 image file

C\winpe_x6&64\rwpa.iso

CD,/OVD recorders

|D:D:I3I,E: PIONEER DVD-RW DVR-212 1.21 - Load =
Status
Idle Speed  Buffer
Enable buffer under—+un protection % 'E
Quick erase (otherwise may take quite some time to complete) : =
Erase
Passcape Software << Back Exit

BblbepuTte nepBbiit MyHKT MeHto: 'Burn ISO image to CD/DVD'. B HWXHel YacTu 3KkpaHa, yKasbiBaeM MyTb K duaiiny
¢ ISO o6pasom. lNocne aToro akmeupyeTcs kHormka ‘Next', 1 MOXHO NepexofnTs HEMOCPeACTBEHHO K CO34aHuI0
aucka. Bce, 4To HaM HyXHO, 3TO BblbpaTb pekopaep, BCTaButb nyctyto CD/DVD 60nBaHKy U HaxaTb Ha KHOMKY

<<Burn>> a9 npoxura BbldpaHHoro ISO obpasa Ha AUCK.

Co3paHue 3arpy3oyHoro USB ¢ Reset Windows Password
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Co3paHuMe 3arpy304yHOro gucka

3 Creating USB drive &3

Copying IS0 to USB drive

Mote, that not all IS0 images can be wused for creating bootable USE drives! Also make sure your USE drive g./
has sufficent size to incorporate entire IS0 image. All data on the selected USE drive will be destroyed.

Source IS0 image file
C\winpe_x64\rwpd.iso

Partition scheme

Max paossible compatibility (BIQS or UEFI C5M) -

Available devices

Disk 2 (Reset Windows Passward) - 490.0 MB - Refresh the list Detach the drive

(®) Show physical USB devices
() Show logical USE devices

<< CREATE ==

<< Back Exit

Passcape Software

Bblbepute 3arpy3ouHblii ISO o6pa3 ¢ nporpaMmoi 1 ycTaHOBMTE OMUMKO co3daHus 3arpysouHoro USB. lMocne
NosIBNIEHUST criegytowero avasnora, nogkmaounte USB-yCTpONCTBO K KOMMbIOTEPY, OHO [O/MKHO aBTOMAaTVYeCKM
NosIBUTLCSA B CMWCKE HaMAEHHbIX YCTPOMCTB. HaxmuTe Ha kHomky << CREATE >> ans doopMaTupoBaHus U
co3gaHna 3arpy3odHoro USB. B HeKOTopbIx criydasx (Hanpumep, ecrim USB-ycTpoiicTBO onpegensietcs Kak
XECTKUA AWCK, N eCTb pacLUMpEeHHble 3anvicu pasfesia Ha 3TOM AMCKe) MporpaMmme MOXET MOHaLobuTbCs
nepesarpyska A9 nepeHasHayeHuss 6yks [VCKOB.

Mporpamma npepnaraeT HECKOSbKO CXem paboTtsl (pexvmoB opmatMpoBaHus) A5 obecrnedyeHus fyudluei
COBMeCTMMOCTV Npu 3arpy3ke ¢ USB-ycTpoiicTB. Ec/m Bbl He yBepeHbl, Kakylo CXemy Jlydlle BbiopaTtb, MOXHO
MCNoMb30BaTh CIeAYHOLL WA MPOCTON asropuTM:

e Ec/m ueneBoit komnbloTep cobpaH Ha 6a3e UEFI, BbiGepute pexum ‘Max compatibility with new PCs (FAT32
MBR for UEFI)'. Mpu atom 6ygeT co3gaH USB-Hocutenb Ansa 3anycka Ha komnbtoTepax ¢ UEFI ¢ BKIKOYEHHbIM
pexumMom 6e30nacHoO nan GbICTPON 3arpy3Ku.

e Ecnn B uenesom MK ctouT BIOS, BblGepute pexunm 'Max compatibility with old PCs (FAT32 MBR for BIOS)'.
BypaeT co3gaH 3arpy3o4Hbliii USB, nosHocTbio coBMecTMMBbI ¢ BOC npoLuvBkamm.

e Ecsm o ueneBom MK HWYEro He M3BECTHO, NMEPEKIIYMTECH HA CXEMY MaKCHMaslbHO BO3MOXHOV COBMECTUMOCTU
(Max possible compatibility"). 3T0T pexum cosgaet 3arpy3odHble USB guckn, koTopble MOryT paboTtatb kKak C
BIOS 1 UEFI (ecnn Bk/lOYEH pexum coBMecTumocTy unm Compatibility Support Mode). Ha HekoTopbix MK
NN HoyTOYKax pexume COBMECTUMOCTU TakXe 13BecTeH Kak Legacy Boot Mode.

UEFI (Unified Extensible Firmware Interface) — 3ameHa ycTapeBlwemy BIOS. OHa otmuaeTcs oT BIOS kak camoit
npoLeaypon 3arpy3ku, Tak U cnocobamu B3ammopgeiictBusa ¢ OC. Ecim Bbl Kynum komnbtoTep B 2010 rogy u
nosxe, 10, BeposATHee Bcero, y sac UEFI.
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Co3paHuMe 3arpy304yHOro gucka

2.3

ByabTe ocTopoxHbI! Bce AaHHble Ha LenieBOM Aucke 6yayT cTepTbl. Ec/M nporpamme He ypaeTcsi 0GHapyXUTb
3arpy3o4Hble AaHHble B UCXoAHOM ISO-06pase, GyeT BbldaHO COOTBETCTBYIOLL e NpeaynpexaeHue.

Kpome Toro, uveiite B BUAY, 4TO HEKOTOPbIE aHTVBUPYCbl MOTYT G/IOKMPOBATL CO3JaHNE 3arpy304HbIX AUCKOB W/
3an1cy HeKOTOPbIX 3arpy30UHbIX (Ao Aaxe 6e3 Bbigadun COOTBETCTBYHOLL X NpeaynpexaeHuiil

N3meHeHue HacTpoek BIOS/UEFI
|

O6Lwan nHdopmaums

[na 3anycka Reset Windows Password ¢ 3arpy3o4Horo aucka, Bam, ckopee BCero, notpebyercs U3sMeHUTb

HacTpoiikn BaLwlero komnbiotepa (BIOS/UEFI) Tak, 4To6bl pa3peLumnts 3anyck nporpammel ¢ 3arpy3ouHoro CD, DVD

nmm USB Hocutens. BoT npyMepHbIid anropum paboTst:

1. Bo Bpems 3arpy3ku KoMnbloTepa, cpasy nocsie BKYEHNS, HECKO/IbKO pa3 Haxxmmalite knasuwy Del, noka He
OKaxKeTecb B MeHI0 ¢ HacTpoiikamn BIOS. Hekotopble Bepcum BIOS mMcnonb3yoT gpyrue ropsayune Knasuilm;
Hanpumep, F2, F10, F11, ESC u 1.4. O6bI4HO BHM3Y 3KpaHa 0TObpaxaeTcsA COOTBETCTBYIOLLAA nogckaska.

2. Boigute B HacTpoiikn BIOS/UEFI, HaignTe MeH0, KOTOpoe OTBEYAET 3a 3arpy304Hble yCTPoiicTBa.
OTpegakmpyiiTe ero Takum obpasom, 4YToObl 3arpy3ouHbiii CD nin USB ¢ Reset Windows Password 6b1n
nepBbIM B CNWCKE YCTPOWCTB.

3. CoxpaHuTte n3mMeHeHus 1 nepesarpysmrte KOMMNbTep.

Ecnn BIOS/UEFI nogaepxmsaeT dyHKLUMIO BbICTPOro Bblbopa 3arpy304HOro gucka (06bi4HO kasuwa F8), MOXHO
BOCMO/Ib30BaTLCA 3TOW onumeld. B atom cnyyae, mogudmkauma BIOS/UEFI He noTpebyeTcs.

[ns 6onee getanbHOl MHGIOPMaLuM, 06paTMTech K CMPaBOYHOMY PYKOBOZACTBY MaTepuHCKON nnatbl Bawero K.

MeHsieMm HacTpoikn BIOS, BONpoCbl U OTBETbI

Q: BUOC moero komnbOTEPa MMEET HECKO/ILKO NMYHKTOB 3arpy3ku: USB FDD, USB ZIP, USB HDD, USB CDROM.
Kakoii n3 Hux cnefyet Bblbpats?

A: PasHble npousBogutenm BIOS 3apaloT HacTpoiWKy 3arpy304HbIX YCTPOWCTB no-pasHomy. B 6osblunHCTBE
c/lyyaeB, 4TOObI 3arpy3unTbCs C 0ObIYHOW GUIELLKM HA HEKOTOPbIX MATEPUHCKMX Niatax Bbl AO/HKHbI BbIOpaTh oMUy
USB-ZIP, Ha gpyrux USB-HDD. Yaue - nocnefHee.

Q: MpunoxeHuto TpebyeTcs 04YeHb MHOIO BpeMeHn (MHorga A0 10 MuHyT) Ans 3arpysku ¢ USB-HocuTens.

A: Ckopee Bcero, Hocutenb paboTaeT Ha MeAsieHHOM npoTokosie USB 1.1. Bo-nepBbiX, YCTPOWCTBO [A0/DKHO
nogaepxuBats crneuudmkaumio 2.0 wm Bbiwe. Bo-BTopbix, USB nopT Ha MaTepuHCKol nfate, Kyga Bbl
NOOK/MYWIM  3anoMUHaKoLLee YCTPOWCTBO, [AO/DKHO MogfepxvBate cneumdwkaumio 2.0+, W B-TpeTbux,
HeobXoAMMO BKIUUTL nogaepxky USB 2.0 (unn Bbiwe) B BIOS, ecnn nmeeTtcs cOOTBETCTBYOLLL s ONUuS.

Q: KomnbloTep BoobGULe He 3arpyxaeTcs ¢ USB ycTpoiictBa. Npu MonbiTke 3arpy3ky — YEepHbIA 3KpaH Win
coobL eHre 'no operating system'.

A: Monpobyiite HanM onumto 'Legacy USB storage detect' 1 BkounTs ee. B HacTpolikax 3arpy3ku xxenartesibHo
nMeTb Tosbko oauH USB-Hocutens. Ecim y Bac gBa u 6onee USB-ycTpoiicTBa, MOAK/OUYEHHBIX K KOMMbIOTEPY
(Hanpumep, VBT, npuHTEp, ckaHep, MOAEM U T. A.), OCTaBbTe TOMbKO OAMH 3arpy3oudHblii USB-guck. Ec/im aT1o He
nomorsio, oTk/atouuTe USB yCcTpoiicTBO OT KOMMbIOTEPA, BbIK/IHOYMTE KOMMbIOTEP, nogkmaouute USB-ycTpoiicTBO K
apyromy USB-nopTy, BK/OUUTE KOMMbIOTEP M MONpobyiite 3arpy3utbcs ewie pa3. Ecim v 310 He nomoraet —
nonpo6yite 06HoBUTL BVOC. B0O3MOXHO, MaTepuHCkas mjiata He nopAepxuBaeT 3arpy3ky ¢ USB, nmb6o He
NoaAepX1BaeT diaiisioByH CUCTEMY, B KOTOpPOW oTdopMatmpoBaH USB HakonuTesb.
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Co3paHuMe 3arpy304yHOro gucka

Q: Mpu 3arpy3ke ¢ CD nam USB BO3HMKAOT pa3Hble BUAbI OLLIMOOK: BUCUT rony6oii WM YepHbIiA 3KpaH, OLLIMOKM
3arpysku peecTpa, LpariBepoB 1 T.4,.

A: BO3MOXHO, HELOCTAaTOYHO OMepatMBHON NamsA™. MUHUMa bHbIA Tpebyemblii pasmep namsitn A/ 3arpysku
nporpammbl - 1 I'G. A5 komdopTHOW paboTsbl, Heobxoaumo 2 b 1 GonbLue.

Q: He mory nonacTtb B BIOS, TpebyeTcsa naporsib.

A: HenpusATHbIA clopnpy3 MOXeT nofXuaaTb Bac, KOrga Bbl MOMbITAETECh U3MEHUTb HACTPOVKM 3arpy304HOro
ycTpoiictea B BIOS. [leno B TOM, YTO HEKOTOpble NPOM3BOAMTENM OGOPYA0BaHUS, NPOAaBLbl WM MpeabiayLive
Bnagensupl MK mMoryT ycTaHaB/mBaTh CBOW naposb Ans goctyna Kk BIOS. Apyrmun croBamu, ANns TOro, YToobl
n3MeHuTb HacTpoiiku BIOS, Bam noTpebyeTcsi BBeCTM Maposb, KOTOPbLIA, Kak npasBusio, He MpeacTaBfseTcs
BO3MOXHbIM BbISICHUTb.

HekoTtopble Bepcun BIOS no3Bo/siOT COPOCUTL HACTPOIKKM, HaXKaB OMpefeneHHY0 KaBuy Ha KiaBuatype; Kak
npasuso, 3To knaesuwa Ins. a8 HekoTopbiX TMNoB AMI BIOS 310 coyetaHne knasuw Ctrl+Alt+Del+Ins. Ha BIOS
KoMmnaHunm Award, aTta KOMOUHaUMA OO/MKHA OblTb HaXaTa U yAepmKuBaTbCA BO BPEMS BK/IOUEHUS KOMMblOTepa.
OpHako, UCMOMb3yiTe 3T KOMOMHaUMM C 6O/bLION OCTOPOXHOCTBIO, T.K. OHU COpacbiBaldT M BCE OCTa/IbHbIE
HaCTPOWKMN.

Kpome Toro, CyL,ecTByOT YH/BEPCA/IbHbIE CEKpeTHble naposn. OHU NPUBOASATCH HWXE U NOAXOAAT O/ MHOrMX
nonyssipHbIX cTapbix Bepcuii BIOS. Bepcusi n vn BIOS 06bIMHO 0TOGpaXaeTcsl B TeUEHNe HECKObKUX CEKYHZ BO
BpPEMS HaYa/IbHOW 3arpy3ky KOMMbIOTEPA B HDKHER YacTu aKpaHa.

Ecm HM 0guH 13 yHMBEpCasTbHbIX Naposieli paboTaeT, MOXHO BOCMO/b30BATbCA METOAOM, OMUCAHHLIM BO MHOTUX
PYKOBOACTBaxX MoOJ/b30BaTesii MaTEpMHCKON natbl: MNpoOcTo c6pocuts napameTpbl BIOS nyTem 3amblkaHus
COOTBETCTBYOLL €1 NepeMbluki. OHa, Kak NpaBwusIo, pacnosiokeHa psaoM ¢ 6onbwoii CMOS 6Gatapeiikoit. Ecim Ha
MaTepuHCKOo niiate HeT CMOS 6artapeun, Hailu MYMKpouun ¢ MapkmpoBkuii Dallas nnm Odin; nepemblyka fomkHa
6bITb rae-To pagom. MNpocTo yganeHne CMOS 6aTapeun He Bcerfga noMoraeT, Tak Kak Mukpocxema BIOS moxet
CMOKOWHO NpPOXWTb M paboTaTb HECcKosbKo 4acoB 6e3 nuTanmsa. [na cbpoca HacTpoek BIOS «kpaiiHe He
pekomeHayetca kopomte CMOS 6atapeto Ha camy cebsi, Tak Kak 3T0O MOXET CYLL,eCTBEHHO COKpaTUTb Bpems ee
aBTOHOMHOII paboThI.

B ceT MOXHO HaiiTV Uenblii psg, nporpaMM A5 BOCCTaHOB/IEHWS naponei n cépoc BUOC. Hanpumep, cmospwd
n killcmos. HactosaTenbHO He pekoMeHAyeTcs copachbiBatb HAcCTPOlikn BIOS B HOyTOykax. 3T0 MOXET NPUBECTU K
MOSITHOMY Kpaxy CUCTEMbI.

Q: Mpw Ha4YasTbHOM 3arpy3ke BCM/IbIBAET OKHO C OLLMOKOM B KOTOPOM FOBOPUTCS, YTO MPOLECCOP He NoALepXMBaeT
64-6UTHBIV PEXNM NN 3anyCK 64-GUTHBIX MPUIOKEHWIA.

A: Reset Windows Password 6osblue He nogaepxmBaet 32-6UTHble npoueccopbl. CBSXXUTECH C TEXMOAAEPKKON,
4yTO6bl MOJYUNTL CCbUIKY Ha MOC/AEAHIO 32-paspsifHylo Bepcuio. 3TO OrpaHudeHne He felictByeT Ha 32-
paspsfHble onepauyoHHble CUCTEMBI.

Q: MoxHo m 3arpy3unts BIOS-coBMecTMMbIiA 3arpy304uHblii CD/USB auck B UEFI?

A: [a. Boiigute B HacTpolikn UEFI. Onsa atoro Haxxmute ESC, F2 i DEL Bo Bpemsi 3arpysku MNK. OTkpoiite
MeHl 'Boot' n BkmounTe onumto ‘Launch CSM'. Tenepb Haigute BKNagKy 'Security’ n otkmoumTe 'Secure Boot
Control'. CoxpaHuTe U3MEHEHMS 1 Nepe3anycTute KomnboTep. Bolignte el e pa3 B HacTpoiikn UEFI n y6egutecs,
yto Bawe DVD/USB ycTpoiicTBO CTasio AOCTYNHO B pa3gerie 3arpyska. Hekotopble UEFI nmeloT meHo Bbibopa
YCTPOIWCTB (aKTMBMpYEMOe, Kak npaswu/io, kaasuwein F8), B KOTOPOM MOXHO ObiCTPO BblOpaTh 3arpy304Hoe
YCTPOICTBO M PEXUM ero paboTbl.

Q: MoxHo m co3gate USB aunck, KoTtopslii 6y aeT 3arpyxatbcsa u B BIOS, n B UEFI?

A: Ja. 3anycwmrte ymmty IsoBurner n BblGepute pexuMm MakcumasibHoi coBmecTMoc (‘Max possible
compatibility) npn cosgaHun 3arpy3odHoro USB. 3TOT pexum co3gaeT 3arpy3odHble AUCKM, KOTopble MOoryT
paboTtatb kak ¢ BIOS, Tak u ¢ UEFI (ecnm BK/IHOYEH peXUM COBMECTUMOCTU). Ha HEeKOTOpbIX KOMMbloTepax Wam
HOYTOYKax peXxum CoOBMeCTUMOCTU TakxXe M3BecTeH Kak 'Legacy Boot Mode'.

Q: USB driewka otcyTcTBYET B BapyaHTtax 3arpy3ku UEFI. Kak BKIOUAUTL 3arpysky ¢ 3Toro gucka?
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Co3paHuMe 3arpy304yHOro gucka

A: Moxoxe, USB 6bin oTdiopmatupoBaH B pexume BIOS wim B UEFI CSM, Ho Baw UEFI no3BonseT 3arpysky
TONMbKO B pexume 6e3onacHoin 3arpyskm UEFI. Mpupetca paspewnTs 3arpysky B peXxume COBMeCTMMOCTU. B
HacTpoiikax UEFI otktounTe onumio '‘Boot - Fast Boot' u 'Security - Secure Boot', 3aTem akTMBUpPYWTe pPexunm
coBmecTumoc ( '‘Compatibility Support Mode' unm noxoxee HassaHue). AfbTepHaTMBHbLIM pelleHvem 6yaet
NpoCTO CO34aHne 3arpy304HOro Aucka ¢ MoMolblo cxembl 'Max compatibility with new PCs (FAT32 MBR for
UEFI). 3Ta cxema NosHOCTLI0 coBMecTMMa ¢ pexxumom UEFI Secure Boot.

CeKpeTHble yHuBepcasibHble naposuv BIOS

AWARD_SW, 01322222, j262, TTPTHA, KDD, ZBAAACA, aPAf, Ikwpeter,

AWARD BIOS 2.50 t0ch88, t0ch20x, h6BB

AWARD_WG, HLT, BIOSTAR, SWITCHES_SW, 256256, j256, ZAAADA,

AWARD BIOS 2.51 Syxz, ?award, alfarome, Sxyz, SZXY

HEWITTRAND, HLT, biostar, HELGA-S, bios*, g6PG, j322, ZJAAADC, Wodj,

AWARD BIOS 2.51G h6BB, t0ch88, zjaaadc

condo, biostar, CONDO, CONCAT, 1EAAh, djonet, efmukl, g6PG, jO9F, j64,

AWARD BIOS 2.51U
zbaaaca

AWARD_SW, AWARD_PW, PASSWORD, SKYFOX, award.sw, AWARD?

AWARD BIOS 4.5 SW, award_?, award_pc, ZAAADA, 589589

AWARD_SW, HLT, KDD, ?award, Ikwpeter, Wodj, aPAf, j262, Syxz, ZJAADC,

AWARD BIOS 6.0 1322, TTPTHA, six spaces, nine spaces, 01355555, ZAAADA

AMI, SER, A.M.I., AMIISW, AMIPSWD, BIOSPASS, aammii, AMI.LKEY,
AMI BIOS amipswd, CMOSPWD, ami.kez, AMI?SW, helgads, HEWITT RAND, amf',
AMISETUP, bios310, KILLCMOS, amiami, AMI~, amidecod

AMPTON BIOS Polrty

AST BIOS SnuFG5

BIOSTAR BIOS Biostar, Q54arwms
COMPAQ BIOS Compaq
CONCORD BIOS last

CTX International BIOS CTX 123
CyberMax BIOS Congress

Daewoo BIOS Daewuu, Daewoo
Daytec BIOS Daytec

DELL BIOS Dell
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Digital Equipment BIOS komprie

Enox BIOS Xx011nE

Epox BIOS Central

Freetech BIOS Posterie

HP Vectra BIOS hewlpack

IMB BIOS IBM, MBIUO, sertafu
Iwill BIOS iwill

JetWay BIOS spooml

Joss Technology BIOS 57gbz6, technology
M Technology BIOS mMmM

MachSpeed BIOS sp99dd

Magic-Pro BIOS prost

Megastar BIOS star, sldkj754, xyzall
Micronics BIOS dn_04rjc

Nimble BIOS xdfk9874t3

Packard Bell BIOS bell9

QDI BIOS QDI

Quantex BIOS tex1, xljibj

Research BIOS Col20gro2

Shuttle BIOS Col20gro2

Siemens Nixdorf BIOS SKY_FOX
SpeedEasy BIOS lesarotl

SuperMicro BIOS ksdjfg934t

Tinys BIOS tiny, tinys

TMC BIOS BIGO

Toshiba BIOS Toshiba, 24Banc81, toshy99
Vextrec Technology BIOS Vextrex
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2.4

Vobis BIOS merlin
WIMBIOS v.2.10 BIOS Compleri
Zenith BIOS 3098z, Zenith
ZEOS BIOS Zeosx

3anyck nporpamMmbl ¢ 3arpy3oyHoro CD/DVD/USB ancka Ha

BIOS-coBMecTUMBbIX 1K
|

Main Advanced Security Pouwer

Item Specific Help

+Hard Drive
CD-ROM Drive Keys used to view or
Metwork boot from AMD Am?3CI70A configure devices:
<Enter> expands or
collapses devices with
a+or -

<{Ctrl+Enter> expands
all

<Shift + 1> enables or
disables a device.

<+» and <-> moves the
device up or down.

<n> May move removahle
device between Hard
Disk or Removable Disk
<d> Remoue a device
that is not installed.

F1 11 -f+ F9
Esc €3 Enter F10

Bkntounte komnboTep. Haxkmmaiite knasuwy Del go Tex nop, noka He BoigeTe B MeHo BIOS. HekoTopble Bepcumn
BIOS ucnonb3ywoT agpyrve ropaune knasuwmn: F2, F10, F11, ESC u T.4. O6bI4HO, BHM3Y 3KpaHa Ha HECKO/bKO
CeKyH[, oTobpaxkaeTcs noackaska.
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Co3faHune 3arpy304Horo amncka

CD-ROM Drive

-/
Enter

OTpeaakTmpyiiTe 3arpy3o4Hoe MeH BIOS Takum o6pasoM, 4tobbl CD nnm USB auck ¢ Reset Windows Password
6bl1 NEPBbLIM B CMINCKE 3arpy304HbIX YCTPOWCTB.
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Co3paHuMe 3arpy304yHOro gucka

Main Advanced Security Power Boot

Item Specific Help

Exit Discarding Changes

Load Setup Defaults Exit System Setup and
Discard Changes save your changes to
Save Changes CMOS.

Setup Confirmation

Save configuration changes and exit now?

Mes| [Nol

Space Enter

CoxpaHuTte cenaHHble N3SMEHeHUA 1 nepesarpysunTe KOMMbloTep.

ress any key to boot frow CD or DUD.._

Ec/1 BCe NPOLL/Io HOPMa/IbHO, Bbl MOXETE YBUAETL TAKOe TEKCTOBOE CO06LL eHne. Haxmute Nobyto KnaBully a/s
3arpy3km Reset Windows Password. B npoTMBHOM crydae, 6yfAeT 3anylleHa yCTaHOB/IeHHasi onepauyoHHas
cuctema.
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&) Reset Windows Password — O x

Welcome to Reset Windows @
Password

This Wizard will guide you through the steps of analyzing, recovering or
resetting your personal information.

Recovery mode

Local accounts  Active Directory Domain accounts Passwords  Userai 4 #

|% Local user accounts (SAM registry file) |

[Reset or change user account password ]
Add new user account

Edit user account properties

Logon policy options

Interface and system restriction policy

Password policy editor

Dump [export) password hashes to text file

Restore previously modified passwords or data

Interface theme Interface language
Dark |+ | |Engish (=] | Het> ||

g

RWP 6bi11 yCcnewHo 3arpy>eH 1 rotoB K paboTe.

2.5  3anyck nporpammsbl Npu HaMUMK onumnm 6bICTPOro Bbibopa
3arpy304Horo ycTpomcrea

Ecrm  BIOS/UEFI nogaepxmBaeT dyHKUMIO Bblbopa HOCUTENA MpU  3arpy3ke  KOMMNbTEPA, MOXHO
BOCMO/Mb30BaTLCA €M ANs 3anycka nporpammel. B 3aBucumocTy oT npoussoautens UEFI, ncnonb3yotca pasHble
ropsiine KnaBvLKW A8 Bbi3oBa 3TOW iyHKUMMW, 06bIMHO 3T0 F8. B 60nbluMHCTBE Bepcuii UEFI BbIGOp 3arpy3dnka
TaKXXe A0CTyneH 13 rnasHoro meHio UEFI.
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Co3gaHuve 3arpy304HOoro Aucka

Please select boot device:

T and | to move selection
ENTER to select boot device
ESC to boot using defaults

Windows Boot Manager (P1: ST2000NM0033-9ZM175)

UEFI: (FAT) USB FLASH DRIVE (3936MB)
Enter Setup
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PaboTa ¢ nporpammom

3 PaboTa ¢ nporpammoi
3.1 T'naBHOEe OKHO

) Reset Windows Password — O >

Welcome to Reset Windows
Password

This Wizard will guide you through the steps of analyzing, recovering or
resetting your personal information.

&

Recovery mode

Local accounts  Active Directory Domain accounts Passwords Useraid B

|& Local user accounts (SAM registry file) |

[Reset or change user account password ]
Add new user account

Edit user account properties

Logon policy options

Interface and system restriction policy

Password policy editor

Dump [export) password hashes to text file

Restore previously modified passwords or data

Interface themes Interface language
Dark [«| |Engish [+] - MNet>> ||

h

B Hauane MacTep nporpammbl npegnaraet BblopaTb OAUH M3 LIECTU pexmnMoB paboTbl: Local accounts —
onepauum ¢ 06bIYHBIMU YYETHbIMU 3anMcsaMKM, KOTopble XpaHATcs B ¢ualine peectpa SAM, Active Directory —
onepauyn C AOMEHHbIMW YYETHbIMU 3anucsaMu, XpaHawummucs B 6ase gaHHbix NTDS.DIT, Domain accounts -
onepauumn ¢ K3LWMpPoBaHHbIMK 3anncamMmn goMeHa (3anmcu xpaHaTtcsa B peectpe SECURITY), Passwords - nouck u
BOCCTaHOB/IEHVE TeKCTOBbIX naposnei, User activity - nocnefHsas akTMBHOCTL Monb3oBatesns, Forensic tools -
WHCTPYMEHTbI KpUMMHa/IMCTUYECKOro aHanm3a, Files and drives - dwalinoBble 1 AuckoBble yTuiuTbl, Utilities -
[0nosHUTENbHbIE YTUAMTLI. ocne Bbibopa pexuma paboTsl, NporpaMma npegaraet Bbiopats O4HY U3 AOCTYMHbIX
onepauuii (CM. HUXe).

NokanbHble yyeTHble 3anucu (SAM)

e COPOC MM M3MEHEHME Mapoas NoAb30BaTENS
e Co3aaHve HOBOI YYETHOIN 3anucu

e Pefakiop CBOIMCTB YYETHOIN 3anucu

e I3MeHeHVe napameTpoB BX04a B CUCTEMY
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o [o/mTrka orpaHUYeHnin nHTepdeica n CUCTEMBbI
e PepnakTtop nonutvku napone

e [lamn (3KCMOPT) Napo/ibHbIX X3Llel

e Jamn Windows PIN

e OTKaT cAeNaHHbIX paHee N3MeHEHUI

YueTHble 3anucu Active Directory (AD)

e COpOC W n3MeHeHve Napoas Nosb3oBartess

o Co6poc/usmeHenne napons DSRM (Directory Senices Restore Mode)
e PefakTop CBOICTB YYETHOWN 3anucu

PepnakTop nonvivky naponei

Mowuck knwyeli windpoBanua Bitlocker

Jamn (3KkcnopT) NaponbHbIX X3Llel

OT1KaT cefaHHbIX paHee N3MeHeHW

KawmnpoBaHHble 3anucu gomeHHa (DCC)
e COpOC 1AM n3MeHeHne Napons nonb3oBatesns

e Jlamn (3KCNopT) NaposibHbIX xaule

e OTKaT cAeNaHHbIX paHee N3MEeHEHUI

Maposin

Mouck naporeli okadbHbIX YYEeTHbIX M0Ab30BaTeNei
Monck naposeli AOMEHHbIX YYETHbIX 3anuceit

Monck nNaposeli K3WMPOBaHHbIX 3anvcei gomMmeHa
PacuindpoBka Grometpuyeckmx naponein Windows Hello
BocctaHoBneHue PIN-ko108B

Movck naponsa SYSKEY

Movck naponeli BUPTYa/ibHbIX MallunH

[onckK 1 BOCCTAHOB/IEHUE NApPO/eit K 3alindPOBaHHbLIM A0KYMEHTaM
[onck ceTeBbIX, NOYTOBbIX U UHTEPHET Naposei

[MonCK CepuitHbIX HOMEPOB 1 PETNCTPALIMOHHBIX K/IHOYeit

AKTMBHOCTb NOJ/Ib30BaTe A

[ocneaHAa akTMBHOCTL NOb30BaTeNs
XKypHan 1 cTatMcTvka YYeTHbIX 3anuceli
VicTopua 060pyaoBaHnA

icToprsa yCTaHOBKM NporpamMm

VicTopus CeTeBbIX COeAUHEHUI

[louck nocnegHnx OTKPbIBAEMbIX J0OKYMEHTOB
VicTopusa VHTepHeT akTMBHOCTW N0/b30BaTe/Id
Victopus IP_anpecoB nonb3oBatenei
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KpVIMI/IHa]'II/ICTVILIeCKVIVI aHannms

VicTopua 3anycka nporpamm

BpemeHHad wikana akmeHoctv Windows
AHam3 Windows Media

3anuckn Windows

OTtciexusanve goctyna K kamepe n MUKPOGOHY
VcTtopusa 6 a obmeHa

VcTopura KOP3uHbI

VcTtopua USB

MOHUWTOP NCNO0b30BaHUA CUCTEMHbBIX PECYpPCcoB
O6o3peBatesib 6a3 gaHHbix Windows Search

YpnaneHHblii pabouuii cTon
CucteMHble cobbimma Windows

PacuindmpoBuiuk Telegram

dainbl U gucKn

Co3pnaHve obpasa gucka

3arpyska aononHuTenbHbix apaisepo IDE/SATA/SCSI/RAID
PacuindipoBka anckos, 3allindpoBaHHbIX Bitlocker
MOHTMpOBaHVEe BUPTYaJbHOIO AMCKa

CKpbITble TOMa 1 pa3aesbl

MocneaHvie n3MeHeHHble dian/bl

MocnefHvie N3MEHeHHbIe Nanku

KanbKy1a1op KOHTPO/IbHOM CYMMbI UK X3lla

(%)

Movck 61vKaToB 0B

YpaneHve HeHyXHbIX Q,“QVII'IOB N QYUCTKa peecTpa
AHanM3 ANCKOro NpocipaHcTea

AHanms QﬁVIHOB 1 nanok

EbIC!QbIVI NOVCK Ha AINCKE

YTnnutsl

Mounck 3auMdipoBaHHbIX 10KYMEHTOB

Pes3epBHOe KoNupoBaHWe Naposeli U KOHgMAEeHUNATbHOM NHdopMaUUn
YpnaneHvie NpuBaTHON MHopMaummn Noasb3oBaTens

MoaknyeHve ceTeBbIX ANCKOB

O6o3peBatesb 6a3 gaHHbix ESE (Extensible Storage Engine)
MpocmoTp 6a3 gaHHbIX SQLite

>KypHan coctoanua 3arpysku OC

CxemMaTU4yHOe onmcaHme TUNOB YYETHbIX 3anmncen

SAM
Y4eTHble 3anncun o6bI4HOro goMallHero nosnb3osartens MNK. Mapoan xpaHsaTtcsa B daie peectpa SAM Ha 3TOM Xe
KOMMbloTepe.
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‘?.-)@-)l;l

User password Ilocal PC

ACTIVE DIRECTORY
YueTHble 3anmcu nonb3oBaTtesieil AoMmeHa. Maponm xpaHsTcs B 6a3e gaHHbIx NTDS.DIT Ha gomeHHom [MK.

&9@9 .....

User password server

DCC

YueTHble 3anucy nosb3oBateneli JomMeHa. KaliyMpoBaHHbIe NaposM MOTyT XpaHuUTbCs Ha flokasibHom K. Bxog B
YUYETHYI0 3anucb MPOM3BOAUTCS /MGO uepe3 [OMeH, JSMGo, €ec/m [OMeH HeAoCTyneH, WCNoMb3yHTCs
K3LWPOBaHHbIEe Maposn.

aa>=>E>L ]

User password server

ad -

User password server local PC

3.2 JloKa/lbHble YYeTHble 3anuncu

3.2.1  C6poc unv n3meHeHne Naposns Nonb3oBatens

BbI60OP UCTOYHUKA AAHHbIX
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ﬁ Reset or change user account password — >

Resetting SAM user account password (step 2 of 4)

You should specify SAM and SYSTEM registry files here, Usually, the registry files reside in your ==
SOWINDIR % \systemn32\config directory (e.a. CriWindowssystem32Yconfigl) ]

Path to SAM and SYSTEM files

SAM registry file
D Windows\System32\Config\sAM < |Ie

SYSTEM registry file

D Windows\System32\Config\SYSTEM « |[e
05 info

05 version Windows 10 Enterprise 17134, 1.amda4fre.rs4_release, 180410-1504

05 owner and org John

05 install date 2018-05-03

Windows product key
Last logon user John (Last logon 2018-10-13 12:44:54)

## << << Home << Back Mext = Exit

UT06bI COPOCUTL Maposib 0ObIYHBIA YUYETHOM 3anncK, Bbl AO/DKHbI YKa3aTh ABa ¢aiina peectpa: SAM n SYSTEM.
MpunoxeHne aBToMaTAYECKM NPOU3BOAUT NOWCK U NpeasiaraeT Ha Bbl6op noaxoasuine daiinsl. ®aiinbl peectpa
HaxogATcA B Katasiore %WINDIR%\system32\config. F'ge %WINDIR% - kaTtanior Windows.

Ecnn BO BpemMs npeablayuero wara 6bi1 BblopaH pexum Active Directory, To BMecTo diaiina SAM Heobxogumo
YCTaHOBUTb MECTONOJIOXeHWe 6a3bl gaHHbIX Active Directory. Mo ymonuaHuio 310 nanka %6WINDIRYNTDS. Takum
06pa3om, MoSHbIA NyTb K 6a3e AaHHbIX Active Directory moxeT Bbirnaget Tak: C:\Windows\NTDS\ntds.dit

Mpynna OS Info nokasbiBaeT Bepcuio HavigeHHoi OnepaumoHHoi CucTeMbl U Aaty yCTaHOBKM, Bragenbua
CMCTEMbI, NOC/IEAHEro BXOAMBLLErO Nosb30BaTENS U HalAEeHHbI Koy npogykta Windows.

Bb160p y4eTHOM 3anncu
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@ Reset or change user account password — >
Resetting SAM user account password (step 3 of 4)
In order to proceed the decryption, select a user account you want to reset/change the data for, .’I I-‘

Izer list

User name User RID Last sign-n Status a Legend

4 DefaultAccount 000001F7 iy L TELEl

E-)HomeGrouplsers 000003F7 o % User

A 10hn 00000369 FacalRecoani... 0] AL e

4= WDAGU ity Account 00000 1F8 fey Operator

A Administrator 000001F4 & computer account

4 Guest 000001F5 Password

Password not set
a& Account is locked out
Desktop Documents Downloads
Account properties
Account locked: Mo Account disabled: Mo
Password expired: Mewver Mo password reguired:  Yes
Password history present; Mo Microsoft account: Mo
Account description:
Paszword hint: 5 Secret guestions
<<« < Home << Back Mext == Exit

BepxHsisi yacTb guasiora oto6paxaeT CNMCOK HaleHHbIX MoMb3oBaTesiel, X cTatyc W TMn mnocfieqHero BXxoga B
cucTemy. BbigenmMe oguH M3 HUX, MOXHO NMPOCMOTPETL CBOICTBA 3TOM yUeTHO 3anncu. A UMEHHO: SIBASeTCs fin
yueTHas 3anvcb 3a6/I0KMPOBaHHON UM OTK/IOUEHHON, TpebyeTcs /i Naposib Ha BXOM, XPaHUTCS /v UCTOpUS paHee
BBe/leHHbIX NapoJsieil, MMeeTcs /M NoACcKasKu 0 Naposie U T.4,.

MOXHO TakXe OTKpbITb paboumnii CToN, Nanky ¢ AOKYMEHTaMW UM 3aKadkamy BbIGpaHHOro Nosib3oBaTtesst.

B Windows 10 v17063 nosBUIMCb Tak HasblBaeMble CEKPETHbIE BOMPOChHI, KOTOPbIE CNYXaT A1 AOMNOMHUTENbHON
3alMTbl NIOKa/IbHbIX YYETHbIX 3anuceid OT HeCaHKUMOHMPOBAHHOM cMeHbl napons. Reset Windows Password
MOXET YCMeLIHO BblTaCkMBaTh U 0TOBpaXKaTb CeKpeTHble BONPOChHI

C6poc naposis
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') Reset or change user account password - X

Resetting SAM user account password (step 4 of 4)
Enter new password for the user account you selected or set blank password to reset it. Pay spedial l

attention to additional options. Windows will dedine the password if the account is lodked or disabled,

ser account information

SAM path D:\Wiindows\System32\Config\SaM
Account name John

Account RID 1001

Account description

Reset

Account locked Mo ~ Password policy set (ADMIN-PC): Mo
Account disabled Mo W Mew password conforms to the policy: Yes
Password expired Mo W Account lockout policy set: Mo

= MNew password | 123 |

<« RESET/CHAMNGE ==

<«<<«< Home <« Back MNext == Exit

[na cbpoca, ocTaBbTe nose BeBoAa 'HOBbI Maposb' NyCTbiIM M HaXXMUTE Ha KHOMKY 'Copoc/CmeHa’. Obpatmmte
BHUMaHWE Ha A0NOSHUTENbHbIE OMNUMW. YUeTHas 3anncb He A0/DKHA ObiTb 3a6/I0KMPOBAHHOM, OTK/IHOYEHHOW, CPOK
OEACTBMS Maponsi He AO/DKEH ObITb MCTEKLLVM.

Ecnm B cucteme ncnonb3oBanach AokanbHas wWin JOMEHHas NoNvTvka naponei, ybeamtech, YTO HOBbI Naposib
COOTBETCTBYET TPeOOBaHMSAM AJ/IMHbI U C/IOKHOCTU U He COBNagaeT HU C OA4HVMM W3 BBEAEHHbIX paHee naposei
(ecrm npucyTcTBYET UCTOpUs Naponeii). B NpoTvBHOM ciyyae, cucTemMa MOXeT OTkasaTb B A0CTyne, AaXe ec/m
naposib GbU1 yCneLwHO COPOLLEH U U3MEHEH.

Mpu cbpoce napossi BCTPOEHHOTO AAMUHMCTPATOpa, Umelite B BuAy, B HekoTopbix Bepcusx Windows ans
aKTMBauuvM M BXoga nog 3Toli BCTPOEHHOW Y4YeTHOW 3anucblo, NoTpebyeTcs BbINOHWTL 3arpy3ky CUCTEMbl B
6e3onacHoM pexume. UTobbl caenats 310, nepeg 3anyckom Windows, Haxumaiite knasvwy F8 go tex nop, noka
He MoABUTCS TEKCTOBOE OKHO C BbIGOPOM Cnocoba 3arpy3ku cucTeMbl. B 3ToM OkHe BblbepuTe 6e30MacHbIn PeXxnmM.
Mocne 3Toro, BCTPOEHHAsA y4yeTHas 3anucb AAMUHUCTPATOpPa CTaHeT akTMBHONM, M Bbl CMOXETe MCMO/Mb30BaTh ee
408 BXo4a B cUCTeMy.

Ha onepauuoHHbix cuctemax Windows 8 n 6onee HOBbIX, A5 3anycka 6e30MacHOro pexuma HaXKMute KHOMKY
BbIK/IOUYEHNS1 KOMMbIOTEPA, 3aTeM HaxXmuTe yaepxuBas knasuwy Shift Ha knaBuatype u BblGEpUTE MYHKT
Tlepe3arpyska’.

O6pamTe BHMMaHWe, A1 BXoAda B yYeTHyH0 3anmck Microsoft, Hago 3agate HeMyCcTon Naposib.
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3.22  CospgaHve HOBOI yUeTHOI 3anucu

[o6aBnTb HOBYIO YUYETHY 3anncb OYeHb MPOCTO. Mbl NOCTAPa/IMCb OpraHvW3oBaTb 3TOT NPOLECC B 06blYHblE 3
wara.

1. BbI60P MCTOYHUKA AaHHbIX

@ Add new user account = lEz|

Add new user account (step 2 of 5)

You should specify SAM and SYSTEM reqistry files here, Usually, the reqistry files reside in your
BOWIMDIR. 3 \systen32\config directory (e.g. CriWindowssystem32Yconfigl)

Path to SAM and SYSTEM files

SAM registry file

|D:‘n,';"'.n'indm'-.'s\System32\,Cunﬁg‘|5.ﬁ.l'~'1 - |
SYSTEM registry file
| D:Windows\System32\Config\SYSTEM - |

<< Back P Mext»= i Exit

Ha HavanbHOM 3Tane Heobxoaumo Bblbpath aiibl SAM n SYSTEM. [lNporpamma npov3BOAUT MOUCK W
npegsaraet 3 diaibl aBTomatMyeckn. B ciyyae, ecnm HeoGXO4MMO BbibpaTb UX BPYUHYHO, 3HaAMTe, 4TO 3TU
duaiinbl peecTpa HaxoasATcs B katasiore %0WINDIRY\system 32\config.

2. BbI60op AOHOPCKOW Y4EeTHOW 3anncu
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-f:} Add new user account [E=F | E3 |
Add new user account (step 3 of 5) '.'
Select a user account you want to use as a donor. This account will be used as a source data to copy its P4
properties to new one. You can change some of these properties during the next final step. “
User list
Liser name User RID Administrator  Status Legend
S Y TS Ml | . Advisiate
4 Guest 00D0OIFS Mo 5 User
ach TsInternetiser 000003ES Mo 5, Guest
oy Operator
Q System account
Password
! Pazsword not set
42 Account is locked out
Account properties
Account locked: Mo Account disabled: Mo
Password expired: Mewver Mo password required: Mo
Password history present: Mo LivelD account: Mo
Password hint:
Account description: Built-in account for administering the computer /domain
<< Back Mext == Exit

BbibepuTe nosnb3oBatesns, 4Ybsl y4yeTHas 3anucb OyAeT ucrnonb3oBaHa B KadecTBe [JoHopa. Bce cBoiictBa
NCXOQHOW, AOHOPCKONM y4yeTHol 3anucu ByayT cKonupoBaHbl B HOBYH. He npo6nema, ecnv UCXOAHbIi akkayHT
3a6/10KMPOBaH WK OTK/IIOYEH. MporpaMmma M3MEHNUT KPUTUYECKME CBOICTBA M YCTAHOBUT COOTBETCTBYIOLL ME dhnaru.
Hanpumep, ecnm UCXOAHON yyeTke paspelleHO BXOAWTb B CUCTEMY TOMIbKO B OMNpefesieHHble 4vackl, Reset
Windows Password, OTKA04WT 3TO OrpaHnyeHre 415 HOBOW YUETHOW 3anucu.

3. JlobaBneHmne HOBOW Y4eTHON 3anmncu
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3.2.3

@ Add new user account &

Add new user account (step 4 of 5) O

Type in a name and a password for the new user account, You will have to set a non-empty password that /
conform password policy, if one is set! Click <<Create>> button to add new account to SAM file. t+

Account properties
Account RID 00Q003ES
Account name new

Account descripion  my new account

Password 123
Member of Mot member of
Administrators Backup Operators
Power Users Guests
Replicator
Users

<< Create ==

<< Back Exit

Tenepb BCe YTO BaM HYXHO, 3TO 3aaTb Kakoe-mbo UMsI, ONMCaHve 1 Naposib A5 HOBOW yueTHol 3anMcu. MoXHo
OCTaBUTb MoMe napona nyctbiM. OfHako, yuyTuTe, ec/M B CUCTEME YCTaHOBfIEHa MNOSUTUKA Naposiei, To
HeobXx04MMO 3aaTb Naposib, KOTOPbI NOAXOAUT TPE6OBAHMSIM 3TON NOMUTUKN.

Oco6oe BHUMaHWe yaenuTe 3afaHuio NPaBu/IbHOrO Y/IeHCTBa B rpynnax. Kak npasuso, HoBas y4yeTHas 3anvcb
[O/DKHbI ObITb YNEHOM Tpynnbl ‘AgMUHUCTPATOPBI' W/nnn Tlonb3oBaTtenu', ec/i NHoe He onpefesieHo MOSUTUKON
6e30MacHOCTV OMNepauVoOHHOW CUCTEMbI. YCTaHOBKA HEMPaBW/ILHOTO Y/IEHCTBA MOXET MPUBECTV K HEKOTOPbIM
C/IOXXHOCTSAM, Hanpumep, nNpy yaaneHnn 3Toi y4eTHoON 3anucy.

Mocne Toro, Kak y4yeTHas 3anucb YCMewHo co3faHa, MOXHO BEPHYTbCSl B [/aBHbIi AManor, BbIGpaTb PeXumM
pefakTMpOBaHKsA CBOCTB YYETHOIN 3anncy 1 YCTaHOBUTb UM COPOCUTL HEKOTOPbIE pacLUMPEHHbIE duiar, ecnm 3To
TpebyeTcs.

PefakTop CBOWMCTB YYETHOW 3anmncu

Reset Windows Password no3Bo/siieT MaHumny IMpoBaTh pacllypeHHbIMY CBOMCTBaMI BbIGPaHHOI yUYeTHOI 3anucu
No/ib30BaTeNs, a TakKe MeHsTb YUeTHyIo 3anncb Microsoft Ha NnokasibHy0 M Hao60POT. ATO 6bIBAET UYpe3BbiYaliHO
NoJie3HO, ec/i HeobXo4MMO GbICTPO Pa36/IOKMPOBATL/BK/IOUUTL 3a6/I0KUPOBAHHYIO WM OTK/IOUEHHYIO YUETHYIO
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3anuck, c6pocuTs dutar 'Bbilien Cpok AeicTBrs naposst', OTK/UMTL BXOZ, MpY NoMoL Smart-kapTbl, HanpumMep,
Korga oHa yTepsiHa U T.4. VI3MeHUTb NpoG/eMHYH YyYeTHYl 3anvicCb A0BOSbHO MpocTo. CHayasia HeoGXoAuMOo
BbIGPaTh (oali/ibl OrepauyioHHol CUCTEMBI.

BbI60OP NCTOYHUKA AaHHbIX

@ Edit user account properties lMl
Modify account flags and properties (step 2 of 4)
‘fou should specify SAM and SYSTEM registry files here, Usually, the registry files reside in your ==
BeWIMDIR. 30 \systen32\config directory (e.q. CiWindowssystem32\configl) ]

Path to SAM and SYSTEM files

SAM registry file
| F:WWINDOWS\System32YConfig\SAM - |

SYSTEM registry file
|F:\WINDOWS \System32\Config\SYSTEM -|

<< Back Mext ==

................................................

Exit

Mporpamme Tpebyetca aa havina. 310 MmM60 SAM 1 SYSTEM (B cnyyae C NOKasbHbIMY YUYETHLIMU 3anucsmm)
nmm NTDS.DIT n SYSTEM (korga Heo6xoanMo n3MeHUTL CBOMCTBA No/b3oBatens AoMeHa). RWP aBTomamyecku
MPOW3BOAWT NOUCK 3TX (oaii/ioB. HO MOXHO Takke ykasatb MyTb K HUM Bpy4Hy. OHM HaxopATcs B katasiorax %
WINDIR%\system32\config n %WINDIR%NTDS. 'gpe %WINDIR% - katasior Windows. TMosHblii NyTe K 6ase
Active Directory moxeT Bbirnagets 1ak: C:\Windows\NTDS\ntds.dit

Bbi6op ydyeTHOM 3anucy Windows

Reset Windows Password Copyright (c) 2024 Passcape Software. All rights reserved.




PaboTa ¢ nporpammom

f} Edit user account properties E=1 | & |
Modify account flags and properties (step 3 of 4) '.1.
In order to proceed the decryption, select a user account you want to resetfchange the data for., .—I I-i

Iser list

User name User RID Administrator ~ Status Legend

75 Administrator 000001F4  Yes o Administrator

4@ Guest 000001F5 Mo oh User

4@ SUPPORT_338945a0 000003ES Mo &, Guest

s test 000003ED  Yes 5, Operator

Q System account
Password
Pazsword not set
4% Account is locked out
Account properties
Account locked: Account disabled:
Password expired: Mo password reguired:
Password history present: LivelD account:
Password hint:
Account description:
<< Bark Exit

Mocne Toro, Kak MCXofHble (haiisibl BbiGpaHbl, MporpaMMa 0To6pakaeT CMMCOK HalieHHbIX Y4YeTHbIX 3anuceil.
Bbl6epute MHTEPECYEMYHO BaC U HAXXMUTE KHOMKY '[asiee’, 4To6bl OTKPbITb GMHALHBIN AManior Co ee CBONCTBaMU.

3meHeHre CBOWCTB y4EeTHOW 3anmcu
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@ Edit user account properties =B
Modify account flags and properties (step 4 of 4) .
You can adjust properties of the selected account here, Be careful, modifying some flags may cause the -
target account to be inactive /disabled/locked etc. .@
IUser account information
Account name Administrator (RID=500)
Account properties
Mormal user account [C]| Store passwords using reversible encryption
[ Temporary duplicate account [ Must log on using a smart card
[ MMS logon account [] Trusted for Kerberos delegation
|| Interdomain trust account [ security context cannot be delegated to a service
[ workstation trust account [ Use reversible encryption for passwords
[ server trust account || kerberos pre-authentication for logon iz not required
[ Account iz disabled [ The account iz enabled for delegation
[ Home directory iz required || keep PAC data from being added to service tickets

[ Pazzword is not required

Password will never expire

[C] Account iz locked out

[ The password has expired Micrasoft Live ID account

................................................

34ecb Bbl MOXETe YCTaHaB/MBaTb/cOpackiBaTb pa3Hble dyiary, ynpassstoL e NoBeAEeHNEM YYETHON 3anuncu.

ByabTe OCTOPOXHbI, U3MEHEHWE HEKOTOPbIX CBOWACTB MOXET MPUMBECTVM K TOMY, YTO Y4yeTHasl 3anucb OKaKeTcs
3a6/10KMPOBAHHOM, OTK/TOUYEHHON U T.4,.

324  PepakTop HacTPOEK BX0Aa B CUCTEMY

3T HACTPOWKMN MOXHO MCMO/b30BaTh YTOGbI U3MEHUTL CNOCOG BXOAA MO/b30BaTENEl B ONEPALMOHHY CUCTEMY.
Hanpumep, oto6paxaTts UMS NOC/eAHEr0 MNosb30BaTeNl CUCTEMbI, Ha3HAYUTb AOMEH BXOoAa MO YMOJYaHMIo,
BK/IIOUNTL/OTK/IOUMTL BXOZ, 6€3 Naposis v T.4.

BbI60P NCTOUYHVKA AaHHbIX
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'?:\ Windows logon options - X

Edit logon options (step 2 of 3)

You should specdfy SAM and SYSTEM registry files here. Usually, the registry files reside in your
SRWIMDIR %e\system32config directory (e.g. C:\Windows\system32\configh)

Path to SAM and SYSTEM files

SAM registry file
D \Windows\System32\ConfigisAM '

SYSTEM registry file

D:\Windows\System32\ConfighSYSTEM '
05 info
Windows version Windows 10 Enterprise 6.3 1803
Registered owner and org John
Install date 2016-07-23
Last logon user John (Last logon 2020-09-29 09:21:17)
<«<<«< Home <« Back Mext == Exit

CHauyana Heobxogmmo BblbpaTh ¢ualinbl peectpa SAM n SYSTEM unm ykaszatb NyTb K HUM BPYYHY, €C/n
nporpamma He CMorfia 06HapyXunTb UX aBTOMaTUYeCKU.

I3MeHeHVe napameTpoB BXOAa B CUCTEMY
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@ Logon policy options Y

Edit logon options (step 3 of 3) m:ﬂ
The logon palicy affect all users of the target system. Be careful, modifying these options may cause some 5 E'—_"

user accounts to be locked or inaccessible, Bl

| LAPTOP1, Windows 10 Enterprise 20H2 v6.3. 19042 |

=g | Search item jo.

[
>

Report when logon server was not available during ..
B Local

|se classic (old-style) logon

Do not showing account details on sign-in

Dizplay information about previous logons during us...

Cynamic Lock

Tum on security key sign4n

Enable usage of FIDO devices to sign on

|Ise phone sign-in

Enable passwordless sign-in for Microsoft accounts

Do not display the password reveal buttan

S

Enable passwordless sign-in for Microsoft accounts

If you enable this setting, Windows will allow passwordless sign-in for Microsoft accounts only ino password and
picture password authentication methods).

<<<< Home << Back << APPLY CHAMNGES == Exit

Mocne BblGopa (uaiifioB MOXHO MPUCTynaTb K M3MEHEHUI0 HEOOXOAMMbIX HacTpoek. Haxmute KHonky << COXP.
M3MEHEHWA >> 4yToGbl NPUMEHUTL U COXPaHWUTb CAefiaHHble M3MEHeHUs. MapaMeTpbl BXo4a B/USKOT Ha BCEX
JIOKa/IbHbIX NO/b30BaTenell CUCTeMbI.

ByabTe OCTOPOXHbI, U3MEHEHWEe oOnpefesieHHbIX napaMeTpoB MOXEeT MPUBECTU K HeAOCTYNMHOCTM HEKOTOPbIX
Y4YETHbIX 3anucei.

Kpatkoe onvcaHve HacTpoek BXoaa.

HacTtpoiiku rpynnsl Domain:
Vvia OnucaHue

Pa3speLluaeT nosib3osaTesisiM JTOT NapameTp No3BO/AET YNPaBATh BO3MOXHOCTLI0 U3MEHEHVS MO/b30BaTe/IeEM

BbIOMpaTb, HEOGXOAUM /M MPOMEXYTKa BPEMEHU 10 HeO6X0MMOCTM BBO/la Naposns B C/lyyae, Korga skpaH

BBOJ, Mapons npu YCTPOICTBa, NOAAEPKNBAIOLLLET0 PEXUM OXUAAHUS C NOAK/IHOUYEHNEM, BbIK/THOYAETCS.

BO30OHOB/EHUN PABOTLI U3 Ecp BK/IOYUTL ITOT NAPaMETP, NO/b30BATE b YCTPONCTBA, NOALEPKIBAIOLLEMO

pexuma oxnaanns ¢ PEXUM OXNIAHUSA C NOAK/TOYEHNEM, CMOXET HacTpamBaTb NPOMEXYTOK BPeMeHU

MOAKIIOYEHNEM noc/ie BbIK/OYEHUs! 3KpaHa yCTpolicTBa 0 HEOGXOAMMOCTY BBOAA NaposIA Mpu
NpPo6YXAeHnM yCTpoiicTBa. STOT NPOMEXYTOK OrpaHnyBaeTcs Mo6biMM NapameTpamm
EAS v rpynnoBbIMI NOSMTUKaMK, KOTOpble B/MSIIOT Ha MakcUMasibHoe Bpemst
npocTos A0 6/I0KMPOBKM yCTpoiicTBa. Kpome Toro, ecnv TpebyeTcsi BBECTU Naposib Npu
BK/IIOUEHUM 3aCTaBKW, BPEMSI OXIMAaHUS 3aCTaBKN OrpaHNY1BaeT AOCTyMNHbIE
No/b30BaTe/l0 BapuaHThbl.
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JomeH, ncnonb3yemblii no
yMO4aHuo, 41s Bxoaa

[omeH Ans BXxoaa, KoTopblii 6yAeT UCNOMb30BaTbCA Mo yMoM4aHuio. OH MoXeT
OT/IMYATLCA OT JOMEHA, K KOTOPOMY NPUHAANIEXUT KOMMbIOTEP.

He nepeuncnatb
NOAKMHOYEHHbIX
nosib3oBaTenei Ha
KOMMbloTEPAX,
NOAKNOYEHHbIX K JOMEHY.

Ecnm aT70T napameTp BK/IIOYEH, NOMb30BaTe/IbCKUii UHTEphelic Bxoga B CUCTEMY He
nepeyncnseT NOAKIIOYEHHbIX NOMb3oBaTeseli Ha KoMNbloTepax, NOAKMOUYEHHbIX K
[OMEHY.

MepeuncnnTb NoKanbHbIX
nosnb3oBaTesnieil Ha
KOMMbloTepax,
NOAKNTIOYEHHbLIXK JOMEHY

Ec/m 2T0T napaMeTp BK/IOYEH, NoMb30BaTe/IbCKUii MHTEPdRIiC BXOAA B CUCTEMY
By1eT NepeuncnaTs BCexX IOKa/bHbIX No/b3oBaTtesneli Ha KoMnbloTepax,
NOAK/MHOUYEHHBIX K JOMEHY.

BbIk0unTh BXOL, C
rpacmyecknm naponem

Ec/m 3T0T napaMeTp BK/IOYEH, TO NO/b30BaTeSb [JOMEHA MOXET HACTPOUTL
rpadwueckmii Naposib 1 BbIMOJHSATL BXO/ C €ro NomoLL bio.

BK/1l0UMTbL BXOZ, C MOMOLLb O
yoo6Horo NMH-kopa

Korga aToT napameTp BK/IOUEH, NO/b30BaTe/lb LOMEHa MOXET HacTpauBaTtb YA006HbI
PIN-kog, n ucnonb3oBatb ero A Bxoga.

CoobuwaTb, Korga cepsep
BX0/la HeJOCTyNeH npu
BX0/ie N0/ib30BaTesIs

Ecnmn 3TOT NnapamMeTp BK/OYEH, BbIBOLUTCS BCMNJIbIBAOLLEe YBeL0M/IEHME O TOM, YTO
BXOA, NMoJsib30BateIA BbINOJ/IHEH C K3LWWMPOBAHHbIMWN YYETHLIMW AaHHbIMMW.

HacTpoiiku rpynnbl Local:

Nmvs

OnucaHune

Mcnonb3oBaTb
K/1aCCUYeCKunin Bxoa B
cuctemy

Bcerga 1Mcnonb3oBath K/IacCUUYeckyto (CTapyto) CXxemy BXofa B CUCTEMY.

3anpeTuTb Nosib30oBaTeNto
oToGpaxaTtb faHHble
YYETHOW 3anncum Ha aKkpaHe
BX04a

Ecnn aTOT napamMeTp BK/IHOYEH, MO/b30BaTe/lb HE MOXET 0T06pa)KaTb AaHHble yquH0|7|
3arnncu Ha aKpaHe Bxoaa.

OTo6paxatb Npu Bxoae
nosib30BaTesNsi CBeAeHMs 0
npeaplayLmx nonbITkax
BX04a

Ec/m 370T napaMeTp BK/IOYEH, TO NOC/Ie BXOAa No/b30BaTeNs NosiB/SeTCs

CO06LL EeHVE, coepXalllee AaTy U Bpemsi NMoc/efqHero yCrewHoro BXxoga 3Toro
nosb3oBatens, Aaty U Bpemsi nocrefHeli HeyaauHoli NonbITki BXOAA C 3TUM UMEHEM
No/ib30BaTENA U YMC/IO HeyAauHbIX MOMbITOK NOC/e NOC/eAHero ycnewHoro Bxoaa
3TOr0 No/b30BaTesis.

Hactpoutb AnHamMmunyeckyro
6/10KNPOBKY

Ecnn atoT napameTp Bk/toveH, Windows BK/lOYaET AMHAMUYECKYO G/IOKMPOBKY 415
BCEX MOJIb30BaTesiei Ha ynpaB/isieMbIX YCTPOCTBaX M NOb30BaTe/IM HE MOTYT
OTK/II0YaTb €e B CBOUX YYETHbIX 3anmncsx.

BKNOUATL BXOZ, C K/THOUOM
6e30nacHoOCTn

Ecnn 310T napamMeTp BK/HOYEH, NMo/b30BaTeNI MOryT BXOAUTL C MOMOLLL b0 BHELLIHUX
Kntoyeli 6e3onacHoOCTU.

BktounThb ncnosib3oBaHue
ycTpoiicts FIDO ans Bxoga

Ecnm 3ToT napaMeTp BK/IOYEH, NO/b30BaTENM MOTYT BXOAMTL B Windows ¢ MOMOLLbHO
ycTpoiictea FIDO.

Mcnonb3oBaTtbh GOyHKLUIO
BXoZa Ha TenedoHe

Ecnn aToT napameTp BK/OYEH, dyHKUMS BXoga Ha TenedioHe 6yAeT BK/loUYeHa 1
TeneoH MOXHO ByZeT MCMO/Mb30BaTh B KAYeCcTBe BCMOMOrare/ib.HoOro yCcTpoicTaa A5
NPOBEPKM NOAIMHHOCTN Ha HACTO/IbHOM YCTPOCTBE.

BkounTb 6ecnaposbHbIii
BXOA, /151 YHEeTHbIX 3anucei
Microsoft

Ec/m Bbl BKMlOUMTE 3T0T NapameTp, Windows paspelunT To/bKo BXxog, 6e3 naposs: o6a
MeToZa NPoBEpKM NOA/IMHHOCTA MO Naposito 1 Mo M306PaKEHNIO By AYT OTK/IOYEHbI.
70T NapaMeTp B/USIET TOSIbKO HAa YUeTHble 3anuncu Maiikpocod.

He nokasbiBatb KHOMKY
OTOBPaXKEHMS Naposis

Ec/v 3T0T NapameTp BK/IOYEH, KHOMKa 0TOGPaXKeHWsi Naposist He By AeT BuagHa noce
BBOZA N0/b30BaTeNIeM Naposis B OKHE BBOAA Naposs.

MpepoTtBpaLy eHve
UCNo/b30BaHNA
KOHTPO/IbHbIX BONPOCOB

Ecnv 3TOT napamMeTp BK/IOYEH, JIOKa&/TbHbIE MO/Ib30BaTe/IM He CMOryT HacTpamsatb U
Mcnosb3oBaTtb KOHTPOJIbHbIE BOMPOCHI, 4TOObI C6paCbIBaTb naposan.

Reset Windows Password
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[ONS1 TOKa/bHbIX YUETHbIX
3anucen

Paspelnts ncnosb3oBatb
BCNoMoraTtesibHoe
YCTPONCTBO ANs
[,0MNONTHUTE/TbHOA
NpPOBEPKN NOAIMHHOCTY

OTa HacTpoiika No3BOJIET NO/b30BaTe/IIM UCMNO/b30BaTb BCNOMOrare/ibHoe
yCTpoicTBO (Hanpumep, TenedoH, dutHec-6pacneT uam ycTpoiicteo loT) o1 Bxoga B
HacTO/bHbIN KOMMNbIOTEP Mo ynpasneHvem Windows 10. Ecnm aToT napameTp
BKJ/IOYEH WM HE HACTPOEH, NOMb30BaTENM MOTYT NPOXOANTL MPOBEPKY NOAJ/IMHHOCTA B
Windows Hello ¢ nomou b0 BcnomoraTesisHOro yCTpoincTea.

aspeLunTb NporpamMmmam
“cnosib3oBaHue
cneunasibHOro CoYeTaHust
K/TaBuLL

3T0T NnapamMeTp onpeaensieT, MOXET /M NPOrpamMmmMHoe obecneyeHrie MMUTMPOBaTL
cneynasibHoe co4veTaHue knasuw (SAS).

HacTpoiika
aBTOMaTU4YeCKOro BXoga v
6/I0KMPOBKM NOC/IeAHEr0
nosib3oBaTesisi noce
nepesarpy3km

70T NapamMeTp ynpas/seT KoHqMrypauueli, B KOTopoii aBTomatyeckas nepesarpyska
1 BXOp, C G/IOKMPOBKOI NPOMCXOAAT Noc/ie nepesarpy3kn UM XOo4HON 3arpy3Kku.

ABTOMaTNYECKU
BbIMO/HATL BXOA, W
6/10KMpOoBaThL NOCNEAHEr0
TeKyL,ero nosib3oBaressi
nocsie nepesarpy3ku

OTOT NnapameTp yKasbiBaeT, OyeT /M yCTPONCTBO aBTOMATUYECKM BbINOHATL BXOZ, U
6/10KMPOBKY NOC/IEAHErO TEKYLL Ero Nnosb3oBaTesnis Noc/e nepesarpyskn iy nocre
3aBepLUeHnst paboTbl M XOMOAHON 3arpy3Kn. 3TO NPOUCXOANT, TOSIbKO €CM NOCeAHNI
TeKyLL, Wi NO/sIb30BaTe/lb HE BbINOJHWI BbIXOZA, Nepes, nepesarpy3koin nim
3aBepLUeHneM paboTbl.

HacTpoiiku rpynnbl Misc:

Nmvs

OnuncaHne

Bcerga ncnonb3oBatb
HacTpauBaeMblii hoH Bxoaa
B CUCTEMY

Ecnm aTOT napameTp BK/IOUEH, 3KpaH BXoda B cuctemy Bcerga byaet nbitatbcs
3arpyatb HacTpavBaeMmsblii ooH BMecTo dmpMeHHoro ¢hoHa Bxoga B Windows.

Moka3blBaTb NPO3pauHbIii
3KpaH BXo4a B CUCTEMY

Ecnm BKIHOUNTL 3TOT NapameTp, (QOHOBbLIM PUCYHOK BXxoga ByaeTt otobpaxaTtscs 6e3
pasmbITUs.

He noka3biBaTb 3KpaH
npuseTcTBUS «pUcTynas K
paboTe» Npu BXo4e B
cuctemy

Ecm 370T napaMeTp BK/IOYEH, 3KpaH NPUBETCTBUS HE BUAEH NOMb30BATESO,
BbINO/IHSAIOLL,EMY BXOf B CUCTEMY Ha KOMMbIOTEPE, HA KOTOPOM MPUMEHSIETCS 3Ta
nosmMTviKa. Mosib3oBaTesv No-npexXHeMy MOryT NPOCMOTPETb 3KPaH NPUBETCTBUS,
BbIGPAB ero B MeHto «[lyck» uin Beeas Welcome B AVasioroBOM OKHE «BbINO/IHUTb.

OTKNOUNTL YBEAOMSIEHUS
NPUAOXKEHUI Ha 3KpaHe
6G/IOKNPOBKU

Ec/m 3T0T NapaMeTp BK/IOYEH, YBEAOM/IEHUS NPUIOXKEHUI He By 1y T 0To6paKaTbCs Ha
3KpaHe G/IOKMPOBKU.

MokasaTb aHUMaLMIo Npu
NMepBOM BXOAE B CUCTEMY

Ecnm Bbl BK/lOYaeTe 3TOT NapaMeTp, No/ib30BaTtes M C yYeTHbIMMK 3anmMcsamm
Maiikpocodir 6yAyT nosyyaTb 3anpoc Ha Ucnosb3oBaHue cnyxo6, a ans
nosb3oBaTtesieit ¢ ApYrMMU yYeTHbIMK 3anucsiMmn by AeT oToGpakaTbCs aHuMauus npu
BXOfe B CUCTEMY.

OTKNIOUNTL 3BYK 3anycka
Windows

OTk/IounTL 3BYK 3anycka Windows Bo BpemMs BXoja.

He o6pabaTbiBaTh CNUCOK
3anycka ctapbix nporpamMmm

Ecnn 3TOT napameTp BK/IIOYEH, CUCTEMa UTHOPUPYET cnncok 3anycka ana Windows
Vista, Windows XP Professional n Windows 2000 Professional.

He o6pabaTbiBaTb CNMCOK
O[HOKpPAaTHOrO 3anycka
nporpaMmm

Ecnn aT0T napamMeTp BK/IHOYEH, CUCTEMA UTHOPUPYET CNUCOK nporpamm,
BbIMNO/IHAEMbIX €4NHOXAbI.

CKpbITb TOYKW BXOAA A5
GbICTPOro NepPEKYEHUS
nonb3oBaTenei

Ec/m Bbl BKKOUMTE 3TOT NapamMeTp, HTepdeinc «CMeHUTL Nosb30BaTe/IsA» CKPbIT OT
No/ib30BaTeSNA, BbIMO/HSIOLLEr0 BXO/, U BbIXOA U3 CUCTEMbI HA KOMMblOTEpE, Ha
KOTOpPOM MPUMEHSIETCA 3TOT napameTp. VHTepdeiic «CMeHWUTb Nosib3oBaTens»
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NosiB/SIeTCS B C/IAYHOLL X PacMoIOKEHUAX: NOSb30BaTeNbCKUIA UHTEPdIeliC BXoAa B
CUCTEMY, MEHIO KHOMKM «TyCK» 1 gucnetyep 3agau.

Bnokuposatb NpoBepKy
NOA/MMHHOCTY BCEX
noTpeb6uTenen yueTHOM
3anvcu nosb3oBatens
Maikpocodt

70T NapameTp onpeaesnsieT, MoryT /i1 No/b30BaTe M YkasblBaTb YUYETHbIE 3anuncu
Malikpocodor A1 NPOBEPKM NOAJ/IMHHOCTU B NPUIOXKEHUAX UK cyx6ax. Ecnm aToT
napameTp BK/IIOUYEH, BCEM MPUIOKEHUAM U C/ly)6amM Ha yCTpolicTBe 3anpeLyaeTcs
“cnosb3oBaTh yueTHble 3anMcy Malikpocodr A4/19 NPOBEPKM NOA/IMHHOCTH.

Ha3HaunTb CTaH4apPTHOTO
MOCTaBLUMKA YUETHbIX
[LaHHbIX

Ecnm aTOT napameTp BK/IOUEH, YKa3aHHbIA NOCTaBLL MK YUYETHbIX JaHHbIX BbloupaeTcs
Ha nanTKe "[pyroli nons3oBaresb”.

McKNounTh NOCTaBLUMKOB
Y4ETHbIX AaHHbIX

Ecnm 3TOT napamMeTp BK/OYEH, agMUHUCTPATOP CMOXET yKasaTtb kogbl CLSID
NOCTaBLLMKOB YYETHbIX AaHHbIX, YTOObl UCKMOUUTE UX M3 CNUCKA YCTaHOBMEHHbIX
NOCTaBLLMKOB YYeTHbIX AaHHbIX, AOCTYMHbIX A1 MPOBEPKN NOANIMHHOCTU.

HacTpoliku rpynnel Network:

Nmsa

OnuncaHune

Bcerga xpatb ceTb npu
3anycke v Bxofe B CUCTEMY

JT0T NapamMeTp onpeaesnsieT, SABASeTCa M 06pasoTKa rpynnoBbIX NOMMTUK CUHXPOHHO
(To eCTb AO/MKHbBI N KOMMbHOTEPbI X4aTb 3aBEPLLEHNsI NOMHOW UHULMaNM3aLMN CEeTH
Mpw 3anycke KOMMNboTEpPa U BXOAE Nosib30oBatesisi B cucTemy). Mo yMonyaHuio Ha
K/TMEHTCKUX KOMMbloTepax 06paboTka rpynmoBbIX MOSMTVK NPOUCXOAUT He CUHXPOHHO,
K/TMEHTCKMNE KOMMbIOTEPbI O6LIYHO HE XAYT 3aBEPLUEHUs MOJIHON MHULMAIM3aLMn CET!
Mpw 3anycke 1 BXofe Nosib3oBatesisi B cuctemy. CyLlecTBYoLL e No/b30BaTenin
BXOAST B CUCTEMY, WUCMO/b3YS KILUMPOBAHHbIE yUeTHble AaHHble, UTO CoKpall,aeT
Bpems Bxofa B cuctemy. MpynnoBble NOMMTUKU NMPUMEHSIIOTCSA (IOHOBLIM NMPOLIECCOM,
Korfa CeTb CTAHOBUTCS [OCTYTHOVA.

He oto6paxatb
NnoJib30BaTeIbCKUi
nHTEepdueiic Boibopa cetm

Ecnn Bbl BK/OYaETe 3TOT NapameTp, TO COCTOSAHUE CETEBOro NOAK/MOYEHUSA
KOoMMboTepa HeMb3s n3MeHuTb 6e3 Bxoda B Windows.

HacTtpoiiku rpynnsl Biometrics:

Nmsa

OnucaHune

Pa3peweHue
nonb3oBaTeniAM JOMeHa
BbIMNOJIHATL BXO[, B CUCTEMY
C UCNOMNb30BaHNEM
6rnomeTpun

JT0T NapamMeTp onpeaensieT, MoryT /in Nofb3oBaTesin C YYETHOl 3anncbio AoMeHa
BbINO/IHSATL BXOZ, C MCMO/Ib30BaHNEM 61OMETPUM UM UCMO/b30BaTh GUOMETPUIO A/15
MOBBbILLIEHUSA YPOBHS paspeLleHnii KOHTPOA yueTHbIX 3anuceit (UAC). Ecim BKIOUUTL
3ToT nNapameTp, Windows no3BosMT no/sib3oBatesisiM AoMeHa UCMo/b30BaTh
6MOMETPUIO [/ BXOAA B CUCTEMY Ha KOMMblOTEpPe, NOAK/IOUYEHHOM K OMEHY.

PaspeweHne
nonb30BaTesIAM BbINOHATbL
BXO[, B CUCTEMY C

Ecnn Bbl BK/lOYAETE WM HE HAcTpauBaeTe 3TOT NapamMeTp, BCe Nnosib3oBaTesii CMOryT
BbIMNOJIHATL BXOZ, B CUCTEMY Ha J/IOKaU/IbHOM KOMMbIOTEpPE nog ynpasneHnem Windows,
a TakXe CMOryT ncnosib3oBatb 6VIOM€TpI/IIO 015 NOBbILWEHNA YPOBHA paspeLueHmﬁ Cc

UCNoNb30BaHNEM MOMOLLL b0 KOHTPOSIA yUeTHbIX 3anuceii (UAC).
6uomeTpunn
PaspelweHue Ecnu Bbl BK/IOYAETE WM HE HAcTpauBaeTe 3TOT NapameTp, GromMeTpuyeckas cryxoéa

Mncnosib3oBaHnA 6VIOMeTpVIVI

Windows gocTynHa 1 nosib3oBatesii CMOryT 3anycKaTb NPUIOKEHUS, CMOJb3YHoLLL e
oromeTputo B Windows. Ecnm Bbl XOTUTE BK/IOUMTL (yHKLMIO BXO4A B CUCTEMY C
MCNob30BaHWEM BMOMETPUM, Bam NoTpebyeTcs A,0MN0NHUTENbHO HACTPOWTL NapameTp
«Pa3peLuunTb Nosib30BaTesIsiM BbINO/HATE BXOA B CUCTEMY C UCMO/Ib30BaHUEM
GroOMETPUN».

HacTpoiika paclumpeHHoii
3almThl OT NOAAe bIBaAHNSA

Ecnm aToT napameTp BktoveH, Windows TpebyeT oT BCex Nnosb3oBaTteniein Ha
ynpasnsieMbIX yCTPOWCTBaX UCMOMb30BaTb PACLUMPEHHYIO 3aLLUTy OT NogAesbiBaHns
415 NPOBEPKM NOASIMHHOCTY C MOMOLLLbI0 pacno3HasaHuns any, Windows Hello. 3to
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PaboTa ¢ nporpammom

JAeiicTBMe OTK/IHOYAET NPOBEPKY NOA/IMHHOCTV C MOMOLLL b0 pacrno3HaBaHUs iy,
Windows Hello Ha ycTpolicTBax, He nogAepXuBatoLL X pacLUMPEHHYHO 3al Ty OT
NoAAenbiBaHus.

Bpems oxuaaHus ans
co6bITWIA (hyHKLMN BbICTPOTO
nepeksyeHuns
nosib3osatenei

Ecnm 3T0T napameTp BK/IOUYEH, MOXHO 33/aTb BPEMS OXUAAHUSA COObITUA oy HKLM
6bICTPOro NepekIlYeHNs Nosb3oBaTesnieid, YTobbl yka3aTb UHTepBas1 BPEMEHM, B
TeueHune KOToporo cobbitne ByAeT akTMBHbIM. 3Ha4YEHNE He MOXET npeBbillaTsL 60
CeKyHS,

HacTpoiiku rpynnbl PIN:

Nmvs

OnucaHne

Cpok gevicteus PIN

OT0T NapameTp yKa3blBaeT nepuog BpemMeHn (B oHAX), korga PIN-kog MoxeT
MCnosb30BaTbCs A0 TOro, Kak cuctemMa notpebyeT OT Nosb30BaTeNns U3MeHUTb ero.
MoxHO 3afaTb, YTobbl CpoK AeicTeua PIN-koga nctekan yepes noboe KonmuecTso
OHeli B ananasoHe ot 1 o 730, nav MoXHO 3aaath, 4To6bl cpok Aeicteusa PIN-koga
HUKOrja He UCTEeKaul, ecnv ANd napaMeTpa yCTaHoB/IeHO 3HavyeHue 0.

XXypHan PIN

3T10T NapameTp yKasbliBaeT KonmyecTso npeablaywnx PIN-Kofo0B, CBA3aHHbLIX C
YyUYeTHOI 3annCbi0 Nosb30BaTesNs, KOTOpble Hesb3si NOBTOPHO MUCMNOMb30BaTL. 3HAYeHNe
[O/MKHO B6bITb B AnanasoHe ot 0 fo 50 PIN-kof,0B.

MakcumanbHas gsivHa PIN-
Kogda

MakcrmanbHoe ymcio cumBosioB B PIN-koge. MakcumanibHOe YnC/io, KOTOpoe MOXHO
BbIGpaThb NPV HacCTPOiiKe 3TOro napameTpa, — 127.

MuHnmansbHaa gnvHa PIN-
Koga

YcTaHasnMBaeT MYMHUMasIbHOE 4ync/1o cumBosioB B PIN-koge. MuHumasnsHoe yumchio,
KOTOpOEe MOXHO BbIbpaTh NpY HACTPOlike 3TOro napameTtpa, — 4.

TpeboBaTb NCNOMb30BaHNE
Lmchp

Ecnn atoT napameTp BktoveH, Windows 6yaet TpeboBats, HYTOObI NoMb30BaTe b
Bk/IHOUM B PIN-kof, Mo KpaiHeli mepe ofHy Lmdpy.

TpeboBaTtb UCNOSb30BaHNE
CTPOYHbIX O6YKB

Ecnn 31oT napameTp BktoveH, Windows 6yaet TpeboBath, 4ToObl N0ONb30BaTE b
BkNtoumn B PIN-kog, no KpaiiHein mepe ofHY CTPOUHY GYKBY.

TpeboBaTb MCNOMb30BaHUE
cneunanbHbIX CUMBOJ10B

Ecnm aToT napameTp BktoueH, Windows 6yaeT TpeboBatb, 4To6bl N0b30BaTe b
Bk/IOUM B PIN-KOA, Mo KpaiHel mepe OfWH cneunasbHblii CUMBOSI.

TpeboBaTb NCNOMb30BAHNE
NPOMNUCHbIX OYKB

Ecnn atoT napameTp BktoveH, Windows 6yaet TpeboBats, HYTOObI NOMb30BaTe b
Bkouna B PIN-kog, no kpaliHeli Mepe ofHy MPOMNMCHY ByKBY.

HacTtpoiiku rpynnsl Windows Hello:

s

OnucaHune

Pa3pewuTts nepeuncneHne
SMYNMPOBaHHOW cMapT-
KapTbl AN BCeX
nosb3oBaTesniein

Windows He gaeT nosb3oBatesisiM Ha OLHOM ¥ TOM e KOMMbITepe nepeyuncnsats Ans
ApyrviX Nosb3oBaresieil NoAroToB/eHHbIe yueTHble gaHHble Windows Hello ans
6u3Heca. Ec/m BkoumnTL 3TOT NapameTp, Windows paspeluaet BCeM Nosb30BaTessam
KoMMbloTepa nepevncnsaTs Bce yyeTHble gaHHble Windows Hello gns 6usHeca, HO Bce
paBHO TpebyeT OT Kak40ro Nosb30BaTtens NpefoCcTaBIATb CO6CTBEHHbIE (IaKTOPbI
NPOBEPKM NOLJ/IMHHOCTH.

MepBebili hakTop
pa36/10KMPOBKN
MOCTaBLLUMKOB YHETHbIX
JaHHbIX

MepBblit raKTOp Pa3G/IOKMPOBKY NMOCTABLL MKOB YUYETHbIX AaHHbIX

BTopoii chakTop
pa36/10KMPOBKN
NOCTaBLUMKOB YHETHbIX
[JaHHbIX

BTopoit ghakTop Pa3G/IOKMPOBKY NMOCTABLL MKOB YUETHbIX AaHHbIX.

CwvrHanbHble npasuia aas
pa3610KMPOBKM YCTPOIACTBA

CurHasibHble npaeunia As pa36okMpoBKU YCTPOCTBa.
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PaboTa ¢ nporpammom

HacTpoiika guHammyeckmnx
(hakTOpoB Pa3b6/10KMPOBKHN

HacTpoiika pa3geneHHoro 3anatsiMmy cnMcka CUrHasbHbIX NpaBua B doopme XML-
dhavina onsa kaxk4oro mna curHasia. Ecnm BkilouuTs 3TOT NapameTp, 3T CUrHaslbHbIe
npaswia 6yLyT NpoBeEPSATLCA A1 ONPefesieHnst OTCYTCTBUSI NO/b3oBaTens u
aBTOMaTN4YECKON 6I0KMPOBKN yCTpOCTBA.

MpaBuna gna
AvHaMu4yeckol 6J1I0KMPOBKK

CurHasibHble NpaBuna g/1s 4UHaMUYECKON 6/I0KMPOBKM.

BbIKOUNTL 3IMYNSALUIO
cMapT-KkapT

Ecnm BkmounTs a10T NnapameTp, Windows Hello gna 6usHeca noarotasnmsaet
y4YeTHble faHHble, He COBMECTVMbIE C MPUIOKEHUSMU, KOTOPbIE NOALEPKMNBAIOT
CMapT-KapTbl.

Micnonb3oBaHue ycTpolicTea
annapaTHON 3aluThl

Mpwn BKAOUYEHMM 3TOro NnapameTpa nogrotoska Windows Hello gna 6usHeca
NMPOVCXOAMWT TO/IbKO Ha YCTPOMCTBAX C AOCTYMHbIMU A5 UCMOSIb30BaHNS

[ OBEpPEeHHbIMU MIAaTOPMEHHBIMU MoAY 1siMK Bepcumn 1.2 uim 2.0. Mpy HeobXxo4UMMocT
MOXXHO VCK/IIOUYUTL yCTpOoicTBa 6e30MacHOCTY, B pesy/ibTaTte Yero npu noarotoBke
Windows Hello gna 6usHeca He 6yayT MCNO/b30BaTbCA 3T YCTPOCTBA.

He cnepyeT ncnonb3oBatb
yCTpOiiCcTBa 6€30NacHOCTA

He cnepyeT ncnosnb3oBatb cneaytollme ycTpoictea 6esonacHoc: TPM 1.2

TPM1.2
Mcnonb3oBaHne Ecnm aT0T napameTp BK/lOUEH UM He HacTpoeH, Windows Hello ans 6usHeca
GromeTpun paspeLunTt Ncnosib3oBaHme GUoMeTprIecKnx dlyHKLNIA.

Mcnonb3oBatb ceptudmkar
AN noKanbHOl NpoBepKn
NOA/IMHHOCTA

Mpu BkMtoUeHUn aToro napametpa Windows Hello gna 6usHeca peructpupyet
cepmdwmkart BXoAa, UCNO/b3YEMbIA AM1s1 TOKa/IbHOM NPOBEPKM NOA/IMHHOCTU.

Mcnonb3oBaTtbh GOyHKLUIO
BoccTaHoBneHna PIN-koga

Ecnn Bktounte 3TOT NapameTp, cnayxb6a Windows Hello gns éusHeca 6yaer
MCnosb30Barb Cryx06y BoccTaHoBsieHusa PIN-koa.

Mcnonb3oBsatb
ceptugmkatel Windows
Hello pnsa 6usHeca B
KayecTBe cepTudmkaToB
cMapT-kapT

Ecnn 3TOT napameTp OTK/IOYEH WM He 3agaH, cepmdmkaTbl Windows Hello gns
6r3Heca He ByAyT MCNO/b30BaTLCS B KAYECTBE CEPTUAMKATOB CMapT-KapT Npw
NCMNOMb30BaHWN NPUIOKEHNUAMI, a BromeTpuyeckmne dakTopbl 6yAyT AOCTYNHbI, KOraa
nosb3oBaTesito byAeT Npea/ioKeHO aBTOpM30BaTh MCMNO/b30BaHNE 3aKPbITOro K/4va
cepmdwikaTa.

MNcnonb3oBaTth Windows
Hello gna 6usHeca

Ecnm a70T napameTp BK/IIOYEH, YCTPONCTBO NPeoCcTaBUT BO3MOXHOCTbL
ncnonb3oBaHus Windows Hello gna 6usHeca ¢ ncnosb30BaHWEM K/OUER nnm
cepmdwKaToB BCeM Nosb3oBaTenam. Ecnv 3ToT napaMeTp He HaCcTPOEeH,
nosb3oBaTenn cMoryT ucnosb3osats Windows Hello ans 6usHeca, 6narogaps yemy
6yfeT 3awwmngpoBaH NX Naposb B fOMEHE.

He 3anyckaTtb NoAroToBKY

Ecnn Bbl BbIGepeTe "He 3anyckate nogrotosky Windows Hello nocne Bxoga',

Windows Hello nocne Bxoaa Windows Hello A5 6u3Heca He 6y1eT aBTOMaTUYECKU HauMHaTbL NOAroTOBKY Noc/ie

TOro, KakK nosib3oBaresib BOVI,EI,eT.

HacTtpoiiku rpynnsl TPM:

s

OnucaHune

YpoBeHb cBefeHui
aBTOpu3aummn sBnagenbua
TMP, BOCTYNHbIX
onepawmoHHOl cructeme

3T0T NnapameTp onpeaensieT, CKOMbKO cBeAeHuUli 06 aBTopusauum Bnagesnbua
[LOBEPEHHOr0 N1aTthopMEHHOro MOAY NS XPaHUTCH B PeecTpe JIOKaIbHOro
KoMmnbtoTepa. B 3aBMCMMOCTM OT TOro, Kakasi YyacTb CBeAeHWli 06 aBTopr3aumn
B/lafenbLa A0BEPEHHOro NIaTthopMeEHHOr0 MOAY /1A XPaHWUTCS JIOKa/IbHO,
onepauyioHHada cuctemMa 1 nNpuioXxeHns, oOCHoBaHHbIE HA UCNOJ/Ib30BaHNN AOBEPEHHOIO
NAaTchopPMEHHOro MOAY NS, MOTYT BbIMOSHATL €70 ONpefeneHHble AeicTBuS,

TpebytoL e aBTopusauun Bnagesbua atoro mogyns, 6e3 HeobxogMmMocT BBoga
napons. Bl MOXeTe BbIGNpaTh MeXAy XpaHEHNEM B ONEepPaUVOHHOW CUCTEME MOJSHOTO
3Ha4YeHns aBTopu3aumm Bnagesnbua 4OBEPEeHHOro NAaTdiopMEHHOro MOAY S, 60bLLINX
[BOVYHbIX OOGBLEKTOB Ae/erMpoBaHns agMUHUCTPATUBHBIX MOSIHOMOYMIA 1
[AenernpoBaHusi Nosib30BaTe IbCKMX MOSIHOMOUMIA LOBEPEHHOIO NAATOPMEHHOIO
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MOAY/S1 UMM HY OAHOFO M3 NEepPeUNC/IeHHbIX 3/1IeMeHTOB. Ec/m 3TOT napameTp
BK/IloUeH, To Windows coxpaHsieT cBefieHUsi 06 aBTopu3aummn BragenbLa
[l0BEPEHHOr0 NIaToOPMEHHOT0 MOAY NS B PEECTPE NIOKaUTbHOTO KOMMbloTepa B
COOTBETCTBUM C BbIGPAHHLIM BaMU NapaMeTpoM NPoBepKM NOA/IMHHOCTN [0BEPEHHOIO
n1aThopMeHHOro Moy 1si, YNpaB/ieMbiM OnepaLyoHHOI CUCTEMOIA.

HacTpoiite cuctemy Ha
ounctky TPM, ecniv oH He
Haxo4NTCA B COCTOSHUN
rOTOBHOCTU

OTOT NapamMeTp HacTpanBaeT CUCTEMY Ha TO, YTOObI YKa3blBaTb NO/b30BATENO HA
HeobxoAnMOocTb ouncTkn TPM, ecnm obHapyxmBaeTcs, 4To TPM HaxoguTcs B Nilo6oMm
COCTOSIHAM, OT/IMNYHOM OT FOTOBHOCTU. [laHHas NoNMTUKa BCTYNUT B AeNCTBMUE TOMbLKO,
ec/m TPM cuctembl ByAeT B COCTOSAHUM, OT/INYHOM OT FOTOBHOCTU, B TOM YKC/IE B TEX
cnyyasx, korga TPM 6yaeT HaxoauTLCS B pexume "[0ToB, C OrpaHUYeHHol

oy HKLUMOHaNIbHOCTLH0". TlogcKkaska OTHOCUTETbHO ouncTkKM TPM By aeT oTobpaxaTtbcs
nocne crenytLLein nepesarpysku nocsie BXxoga nosb3oBatens B CUCTEMY, TOSbKO
ec/iv nocnefHuii By aeT ABNATbCA YacTblo rpynnbl "AgMUHUCTPATOPbI" A1 CUCTEMBI.
MoAckasky MOXHO OTMEHUTb, HO OHa By4eT 0TobpaKaTbCHA MNOC/e KaXX ol
nepesarpysku 1 Bxofa, noka He 6yfeT OTkoueHa nomtuka wim TPM He nepeinget B
cocTosiHVe [[0TOBHOCTW.

HacTpoiite ansa cuctemsl
ucnonb3oBaHne
yHacne0BaHHbIX
napaMeTpoB 3almTbl OT
aTak Ha cnosapu ans
[lOBEPEHHOTO
naaTtpopmMeHHOro Mmoayns
2.0

3T0T NnapaMeTp HacTpavBaeT LOBEPEHHbIN NNaTOPMEHHbI MOAY /b Ha
MCnosb3oBaHve napaMmeTpoB 3allUTbl OT atak nepedéopom no cnosapto (noporosoe
3HayeHne B/I0KUPOBKM U BPEMSI BOCCTAHOBJ/IEHUST) CO 3HAYEHVAMMU, KOTOPble
ucnonb3oBasmck B Windows 10 Bepcumn 1607 1 HUxe. HacTpoiika 3Toli NomTmKu
BCTYNWT B CWJTY, TOJIbKO €C/IN @) [OBEPEHHbIN NNaTthopMeHHbI MOAY b Gbl
M3Ha4ya/IbHO MOATOTOBJ/IEH C MCMO/b30BaHneM 6onee no3gHeit Bepcum Windows, yem
Windows 10 Bepcumn 1607 1 6) cuctema UCMonb3yeT A0BEPEHHBIN MIATHOPMEHHbIA
Moay /b Bepcum 2.0. Obpatute BHUMaHWe, YTo BK/IKOYEHWE MONUTUKU BCTYNUT B CUTY
TO/bKO MOC/Ie BbIMNOSIHEHUS 3a4a4M N0 06C/YXMBAHUIO AOBEPEHHOIO MIaTopMeHHOro
MoAynsa (06bIMHO 3TO NPOVCXOAMUT NOC/e nepesanycka cucTembl). Moce BKIYEHNS
370l NONMTVIKN B CUCTEME 1 ee BCTyN/IeHns1 B CUy (Nocsie nepesanycka CUCTEMbI) ee
OTK/I0UEHNE He ByaeT uMeTb 3dxpekTa 1 fOBEPEHHbI NNAT(OPMEHHbIA MOAY b
CUCTEMbI OCTAHETCH HACTPOEHHbIM C UCMOJ/Ib30BaHUEM YHACe0BaHHbIX NapameTpoB
3aLUTbl OT atak nepebopomM Mo C/I0Bap, HE3aBUCUMO OT 3HAYEHWS 3TOl rPYNNoBOiA
noMTMKKU. OTKIOYUTL 3TY NOSUTUKY B CUCTEME, e OHA OAHaX /bl Oblna BK/lOUEHA,
MOXXHO TO/IbKO AByMsi cnoco6amu: a) OTK/IUMTb ee B rPYNnoBOi NONMTVKE 1 6)
0YUCTUTL [,OBEPEHHBIV NJATQOPMEHHbIA MOAY /b B CUCTEME.

MrHopupoBsaTb CNNCOK
3a6/10KMPOBaHHbIX KOMaHS
TPMno ymonyaHuio

Ec/m 3T0T napaMeTp BK/OYEeH, To Windows UrHOPUPYET CMMCOK 3a6/10KMPOBaHHbIX
KOMaHZ, 4OBEPEHHOr0 N1aTdiopMEHHOro Moy s, ONpeAesieHHbI Mo yMoM4YaHuto, 1
B10KMPYET TOMLKO Te KOMaHf bl JOBEPEHHOTO N1aTOPMEHHOr0 MOy 1S, KOTopble
yKasaHbl rpynnoBoii NOJIMTVKOW UK B NIOKa/IbHOM CTMCKe.

MirHopupoBaTb NIoKasibHbll
Cnncok 3a6/10KMPOBaHHbIX
KomaHg TPM

Ecnm a10T napameTp BkoYeH, To Windows UrHopupyeT ToKaslbHbIA CMNCOK
3a6/10KMPOBaHHbIX KOMaH[, 40BEPEHHOr0 NAaTopMEHHOro Moay s U 6/1oKupyeT
TO/IbKO Te KOMaHAbl 40BEPEHHOr0 N1aTPoPMEHHOTO MOAY 15, KOTOpbIe YKa3aHbl
rpynnoBOoi NOSIMTVUKOA WK B CNNCKE, ONpefenieHHOM N0 YMOIYaHuIo.

VHanBuAayanbHbii nopor
6/10KMPOBKM 0ObIYHbIX
nosb3oBaTenei

3T0T NapaMeTp No3BONSET yNpaBnAaTe MakCUMaslbHbIM YMC/IOM OLINMBOK aBTopusaumm
Kaxx,0ro o6bl4HOro nosb3oBaTens A0BepeHHOro nnartopmMeHHoro moayns (TPM).
Ecnm yncno ownbok aBTopusaLmm Nosib3oBatenis 3a ykazaHHoe 3HaueHve napaMmeTpa
"0 AMTeNbHOCTL G/IOKMPOBKM 00bIYHBIX MOMb30BaTeNe" 4OCTUraeT 3TOr0 3HAYEHWs,
006bIMHOMY NOJIb30BATESN 3anpeLLaeTcs OTpaBNATb OBEPEHHOMY MIaTdoPMEHHOMY
moayno (TPM) komaHzbl, TpebytoLne agTopusaumn. bnarogaps atomy napameTpy
CHWXKaeTcs CKOPOCTb, C KOTOPOI 06bIYHbIE NO/Ib30BATENIM MOTYT OTNPaBAATh

[ OBEpeHHOMY M1aTiopMeHHOMY MOAYM0 KOMaH/bl, TpebytoL e asTopusaumu, 4To
nomMoraeT agMuH/CTpaTopam npeaoTspallate nepexon 060pyA0BaHUS LOBEPEHHOrO
nnaTtopMeHHOro MOAY sl B peXyM G/10KMPOBKK. Ecn 3T0 3HaYeHWe He 3ajaHo, no
YMOJIHaHWIO UCMO/b3yeTcs 3HayeHne 4.
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AnnTenbHoCcTb 6/10KMPOBKYN
06blYHbIX NONIb30BaTENEN

3T0T NapaMeTp No3BONSET yNpaBNaTb 4/MTeNbHOCTLIO NoAcyeTa oWnboK aBTopusanmm
00bIYHOr0 Nosb30BaTeNs NPU BbIMNOMHEHUN KOMaH/, LOBEPEHHOr0 NaaTtopMeHHOro
moaynsa (TPM), Tpebytownx asTopmsaumm, B MUHyTax. Ecam umcno komaHg,

[ OBEpEeHHOro NNaTgiopMeHHOro MOAY /1A C OLLINOKOM aBTopU3aLun 3a yYKa3aHHbI
OTPE30K BpeMeHW JocTUraeT nopora, 06bIMHOMY MO/b30BaTeso 3anpeLyaeTcs
OTNpaB/IsATL AOBEPEHHOMY NAAT(OPMEHHOMY MOAY/IH0 KOMaHAbl, TpebytoLl ne
asTopu3aumn. Ecnn 3To 3Ha4YeHne He 3a4,aHo, Mo YMOHaHUIO UCMOMb3YEeTCH 3HaYeHne
480 MUHYT (8 Yacos).

06w nopor 6/T0KMPOBKK
06blYHbIX NOSIb30BaTENE N

JTOT NapameTp No3BOMSET YNpaBiAaTb MakCUMasibHbIM YMCIOM OLNMOOK aBTopusaumm
BCEX 00bIYHbIX MO/b30BaTeNel AoBepeHHoro nnatopmeHHoro mogyns (TPM). Ecim
4MCJ/I0 OLLIMBOK aBTOpM3aLMmn BCeX 0ObIYHbIX NO/b30BaTeNell 3a ykasaHHoe 3HavyeHne
napameTpa "[nTenbHOCTL 6/I0KMPOBKU O6bIYHBIX NOMb30BaTeneli” gocmraeT 3Toro
3HauyeHus, BCeM MM 3arnpeLyaeTcs OTnpaBsaTb LOBEPEHHOMY NAaTtiopMeHHOMY
moayno (TPM) komaHzabl, TpebytoLne agTopmusaumn. bnarogaps atomy napameTpy
CHWXaEeTCH CKOPOCTb, C KOTOPOIi 06bIYHbIE MOSIb30BATENM MOTYT OTNPaBAATL

[ OBEPEeHHOMY NiaTtdiopMeHHOMY MOZY/I0 KOMaHAbl, TPe6yoLL e asTopusauum, 4To
nomoraeT agMuH1cTpaTopam npefoTspalyatb nepexos 060pyA0BaHNUsA 4OBEPEHHOTO
NAaThoOPMEHHOI0 MOAYNA B PEXMM GI0KMPOBKN. ECNM 3TO 3HAYEHUe He 3aaaHo, no
YMOJIHaHMIO NCMO/b3YeTCs 3HaveHune 9.

BkitounTb pesepBHoe
KonuposaHue TPMB
[OMeHHble cnyx6bl Active
Directory (1 n3 2)

Ecm 3 2 napameTpa (Bk/lo4as cnegyoL nii) BK/IKOUYEHbI, TO MPY UCNO/b30BaHNN
BaMu Windows ANs Ha3HaYeHUs1 UM U3MEeHeHWs! Napons Bnajernbla 4OBEPeHHOro
nnatgopmMeHHoro mogyna B AD DS 6yaeTt aBToMatmiyeckn n 6e3 yBefomseHns
co3/,aBartbCsa pe3epBHas KONua AaHHbIX BNnajesbla A0BepeHHOro nnaTtgiopMeHHOro
Moayns.

BknounTb pe3epBHoe
KonvposaHue TPM B
OOMEHHble CNnyx6bl Active
Directory (2 n3 2)

Ecnm 21 2 napameTpa (BkoUast npeblayLnit) BKIOYEHbI, To NPY UCMO/b30BaHNN
BaMu Windows Ans HazHauYeHWsl M M3MEHEHWs NMapons Bnagesbla A0BEepeHHoro
nnatgoopMeHHoro Moayns B AD DS 6yaeT aBToMatmiecku 1 6e3 yBeoM/IeHNs!
co34aBaTbCsl pe3epBHasi Konusl JaHHbIX BMafe bLa AOBEePeHHOro NiaTiopMeHHOro
mopyns.

HacTpoiiku rpynnbl Local security:

Nmsa OnucaHune
YyeTHble 3anucu: JT0T napameTp 6e3onacHOCTV onpeaensieT, MOXeT NI UCMNO/b30BaTbCs /IOKa/lbHas
OrpaHnunTb yyeTHas 3anvMcb 6e3 napons s BXxoga ¢ MecCT, OT/IMYHBLIX OT qM3NYECKO KOHCOMN

MCNo/ib30BaHue MyCTbiX
naposiei nokanbHbIX
YYETHbIX 3anNnceit ToNbKO
[LNs BXOa Ha KOHCO/N

KOMMbloTepa. Ecnn 3TOT napaMeTp BK/IOYEH, NIOKaslbHbIe YYeTHbIe 3anncu 6e3 napons
CMOryT BOWTU TOMbKO Ha KnaBuatype KoMnbroTepa.

AyaunT: Ayaut gocTyna K
rnobasibHbIM 06bEKTAM
CcuUCTEMBI

3T10T NapameTp 6e30nacHOCT onpefenseT, cneayet v ayautmposatb 40CTYN K
rnobasibHbIM 06bekTaM cucTembl. EC/in 3TOT NapaMeTp BK/IHOYEH, BbI3bIBAET CO34aHne
rnobasibHbIX 06HLEKTOB CUCTEMBI, TaKMX KaK MbIOTEKCbI, COObITUSA, cemMadiopb! 1
ycTpoiictBa DOS, cpegHUM CMMCKOM ynpaB/ieHnst ocTynom cuctemMbl (SACL). Tonbko
MMeHOBaHHble 06bekTbl MetoT SACL; o6bekTam 6e3 nMeH He npucBamBatoTca SACL.
Ecnm Takxe BKOYEHA NOMNTMKa ayauTta focTyna K 06bektam, AOCTYN K 3TUM
rnobasibHbIM 06beKTaM cUCTEMbI By ET NOABEPraTtbCa ayauty.

AyonT: Ayont
1Ncnosib30BaHuA
npusunernn PesepsHoe
KonupoBsaHue un
BOCCTaHOB/IEHNEe

70T NnapameTp 6e30MacHOCT! ONpeaensieT, cneayeT M ayAuTMPoBaTh MCMo/b30BaHue
BCEX M0/Ib30BaTE/NbCKMX MPUBUMErWIA, BK/loUasi Pe3epBHOE KOMMPOBaHWE 1
BOCCTaHOB/IEHME, KOrfa NPUMEHSIETCS NOMMTMKA MCMOMb30BaHUA NPUBUIErN ayauTa.
Bk/OYEHME 3TOl ONUMK NPU TaKKe BK/IHOUEHHO NMOUTVKE UCMOSb30BaHNs
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npuBuUaErnn ayauta reHepupyeT cobbiTne ayauta ANns Kaxgoro daina, KoTopblin Obin
3ape3epBrpoBaH UM BoccTaHoBeH.0 - OTk/oYeHo, 1 - BkioyeHo

AyanT: lNpuHyamTenbHoe
NPUMEHEHNEe HacTpoekK
nogkaTteropuin NONTUK
ayguTa K HacTpoikam
Kateropuii NoNMTUK ayauTa

Windows Vista u 6onee no3gHue sepcumn Windows no3BosisoT ynpasasTb NONUTUKONR
ayauta 6osee TOYHO C NOMOLL b0 NoAKaTEropuiAi NOSIMTUKK ayauTta. YCTaHOBKa
NONMTVIKN ayWTa Ha YPOBHE KaTeropuv 3aMeHUT HOBYIO GyHKLMIO NOMUTUKU ay anTa
nogkareropuii. pynnosas nonMTvika No3BOMSET yCcTaHaB/MBaTb NOMMUTUKY ayauTa
TO/IbKO Ha YPOBHE KaTeropuu, 1 CyL ecTByoL,as rpynnoBas Nosmtuka MoXeT
3aMeHUTb HACTPOWKN NoAKAaTEropuiA HOBbIX KOMMbIOTEPOB NPU UX MPUCOEANHEHNN K
[oMeHy nm obHoBeHun Ao Windows Vista n 6onee no3gHux Bepcuii. YToobl
NO3BO/UTL YNPaB/sATb NOSIMTUKON ayAuTa, UCNONb3ys nogkateropuu, He Tpebys
n3MeHeHus rpynnosoi nonmtkn, B Windows Vista n 6onee no3gHux Bepcusx
nosiBUIOChk HOBOE 3HauveHune peectpa, SCENoApplyLegacyAuditPolicy, kotopoe
npesoTBpaLl,aet NnpyMeHeHne NoMTUKN ayAnTa Ha YyPOBHE KaTeropuv 13 rpynnoBoi
NOMMTVIKM U U3 MHCTPYMEHTa aMUHUCTPUPOBAHUS NIOK&/TbHON NOMTUKM 6e30NacHOCTU.

AyanT: HemeaneHHoe
BbIK/IlOUEHNE CUCTEMbI B
c/lyyae HeBO3MOXHOCTU
pervctpauuu aygmta
6e30nacHoOCTn

70T NnapamMeTp 6e30nacHOCTV ONpeaesisieT, caeayeT M cucTemMa BbIK/loUaTbCsl, C/in
OHa He MOXET PerncTpupoBaTh CobbiTsi 6e3onacHoOCcTV. Ecim 3ToT napameTp
6e30MacHOCTV BK/IOYEH, CMCTEMA MpekpaLlaeT pasoTy, ecsm ayaut 6e30nacHoOCTV Mo
Kakoli-nn6o npuurHe He MOXET BbiTb 3aperncTpupoBaH. OGbIYHO COBbITUE HE Y aeTcs
3aperucTprypoBaTh, Korja XypHasl ayauTta 3anosiHeH, 1 MeTog, COXpaHeHus,
yKaszaHHblli A4/15 XypHana 6e3onacHocTH, - 6o He nepesanucbiBaTb CO6bITUS, NGO
MepesanucbiBaTtb COBLITUS YEpPes3 [ HW.

DCOM: OrpaHnyeHuns
JocTyna K MallvHe B si3blke
onpejeneHunsa geckpunropa
6e3onacHocTn (SDDL)

JT0T NapamMeTp NOMMTUKK ONpeaesisieT, Kakie Nonb3oBaTenin Uan rpynnbl MoryT
noslyunts AocTyn K DCOM-NPUIOXEHNIO YaNIEHHO UK NIOKa/IbHO. DTOT NapameTp
UCNoMb3yeTcsa A/ KOHTPO/IS aTak Ha KOMMbHoTep, CBA3aHHbIX ¢ DCOM-
MPUIOKEHNAMMU.

DCOM: OrpaHunyeHns
3anycka MalunHbl B A3blKe
onpegeneHns geckpuniopa
6e3onacHocTn (SDDL)

JTOT NapameTp NOMMTUKN ONpeaesiAeT, Kakme nosb3osaresniv Uam rpynnbsl MoryT
3anyckatb U akmsuposate DCOM-NpUNoXeHnsa yaaneHHo Win fnoKasbHo. 3ToT
napameTp UCNosb3yeTcs A5 KOHTPOSIA atak Ha KOMMbloTep, cBA3aHHbIX ¢ DCOM-
NPUIOXKEHUAMM

YcTpoiictBa: PaspewmTb
oTcoevHeHune 6e3 Bxoaa B
cuctemy

70T NnapamMeTp 6e30MacHOCT ONpeaesisieT, MOXET /I NOPTATVBHbIA KOMMbIOTEP GbiTh
oTCcoefVHeH 6e3 npeABapuTeNibHOroO BXxoga B cuctemy. Ecv ata nommika Bk/loUeHa,
BX0f He TpebyeTcsl, U A/l OTCOeAVHEHNs] KOMMboTEPa MOXHO VCMO/b30BaTh
BHELLHIO KHOTKY M3B/ieYeHnsi 06opya0BaHus. Ecim oTk/loueHo, Nosb3oBaTteslb
[LO/DKEH BOWTV B CMCTEMY U UMETb NPUBWIETUIO "Ya/ieHe KOMMNbloTepa U3 [0K-
CTaHUMM" ANs OTCOEMHEHUS] KOMMbOTEPA.

YctpolictBa: Pa3pelueHo
dopmaTtrpoBaHue n
N3B/lIeYEHNE CMEHHbIX
HocuTenei

3T0T NapameTp 6e3onacHOCT! onpeaenseT, KTo MMeeT NpaBo Ha diopMaTtMpoBaHue 1
N3B/eYEHNE CMEHHbIX HocuTenein NTFS. 0 - TobKO agMUHMUCTPATOPbI KOMMNbloTEP], 1
- ToNbKO aiMUHMCTPATOPbI M NONb30BaTE/NN C NpaBaMy aaMUHUCTpaTopa, 2 - To/bKo
afMUHVCTPATOPbI U TEKYLLL U NTOKasIbHbIA NOb30BaTe lb.

YcTpolictBa: 3anpetmTb
nosib3oBaTensam
ycTaHaB/MBaTh Apaieepbl
npuHTEpa

[ns neyam Ha o6L,emM NpuHTEpe ApariBep 3TOro NpuHTEpPa AOHKEH GbiThb YCTAHOB/IEH
Ha JIOKaUTbHOM KOMMbloTEpe. JTOT napaMeTp 6e30nacHOCTV OnpeaesseT, KTo umeeT
MpaBo yCcTaHaB/MBATbL fpaiiBep NpuHTEpa B KAUecTBE YacTV MOAK/IOUYEHNS K 06LL eMy
npuHTepy. Ec/m 3TOT napameTp BK/IlOUYEH, TO/IbKO afMUHUCTPATOPbI MOTYT YCTaHOBUTL
[ paiiBep NpuHTEpa B KAYecTBe YacTV NOAK/IOYEHNS K 06LL eMy NpuHTepy. Ecim aToT
napameTp OTK/toueH, N1o60oi Nosb3oBaTe/lb MOXET YCTAHOBUTL ApaiiBep npuHTepa B
KayecTBe YacTV NMOAK/IYEHNs! K 06LLEMY MPUHTEPY .

YcTpoiictBa: OrpaHnunTb
poctyn kK CD-ROM T0N1bKO
[ANS NoKaNbHO BOLIEALLNX
nosnb3oBaTesiei

3T0T NapameTp 6e3onacHocT onpenenset, foctyneH i CD-ROM kak nokanbHbIM,
Tak W yaaneHHbIM Nnosb3oBaTtensmM o4HOBPEMEHHO. Ecnv aTa nonvtuka BKKYeEHa,
[OCTyMeH TOMbKO BOWEALLWA B CMCTEMY NOMb30BaTe b 418 AOCTyna K CMeHHbIM CD-
ROM Hocutensam. Ecnm ata nonmtvka BK/HOYEHa U HAKTO He Bowlen B cuctemy, CD-
ROM moxeT 6bITb 4OCTYNEH Yepe3 ceTb. 1- BkoyeHo, 2 - OTKIHYEHO.
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YcTpoiictBa: OrpaHnunTb
AOCTYN K TMBKMM guckam
TO/IbKO 719 10KaNbHO
BOLLEALLIMX NOSIb30BaTeNnei

3T0T NapamMeTp 6e3onacHOCT onpenenseT, AO0CTYMNHbl SIM CMEHHbIE TMBKMe AUCKU
O HOBPEMEHHO NOKasIbHbIM U YA aneHHbIM nosnb3oBatensaM. Ecnv ata nonMmuka
BK/IIOUEHA, TO/MbKO BOLWEALLWA B CUCTEMY NO/Mb30BaTelb MMEET JO0CTYN K CMEHHbIM
rMokMM guckam. 1- BkoyeHo, 2 - OTKIKYEHO.

Yctpolictea: MNoBeaeHne
npu yctaHoBKe

HeﬂO,D,I'Il/IcaHHbIX,U,paVIBepOB

3TOT NnapameTp 6e30MacHOCTU onpeaesnisieT, YTo Npom3oiigeT, ecav byaeT npegnpuHaTa
nonbITKa yCTaHOBUTL ApaliBep ycTpoiicTea (nocpeacTBoM AP| HACTPOIKK), KOTOPbIA He
npoLuesn TecTupoBaHue JlabopaTopueli kadyecTsa o6opyaosaHmsa Windows (WHQL).
BapuaHTbl: O - Be3 npegynpexaexus, 1- MNpegynpexaats, HO paspellnts yCTaHOBKY,
2 - 3anpemmTb yCTaHOBKY

JoMeHHbIli KOHTpOINEp:
Pa3pewmTts onepartopam
cepsepa nnaHnposaTtb
3ajauv

70T NnapamMeTp 6e30MacHOCTV OnpeaesisieT, paspeLLleHo /i ornepaTopaM cepeepa
OTNPaB/ATL 3afaHNsl C MOMOLL b0 CPeACTBa NiiaHupoBaHus AT.

TpeboBaHuA K noanucu
LDAP-cepBepa
KOHTpO/I/Iepa JoMeHa

310T NnapameTp 6e3onacHoOCTV onpeaenseT, Tpebyetcsa nm ana cepsepa LDAP
corsiacosaHue nognucu ¢ kimentamun LDAP.

OTka3 KoHTponnepa
AomeHa: OTKkas B
N3MeHeHnn Nnapons
y4eTHO 3anuncu
KomnbloTepa

10T NapaMeTp 6e30MacHOCTV ONpPeAenseT, OTKaXKYTCS /I KOHTPO/IePb! JOMeHa OT
3anpoCcoB Y/IEHOB KOMMbIOTEPOB Ha U3MEHEHVE Maposieil yUeTHbIX 3anvceii
KOMMbIOTEPOB. M0 YMOMYaHUIO YSIEeHbI KOMMbIOTEPOB MEHSIIOT CBOM Naposiv YUYeTHbIX
3anvceii KOMNbIOTEPOB Kaxble 30 AHeli. B cyyae BK/OYEHVSt KOHTPO/EP AOMEHa
OTK&XET 3arnpocam Ha U3MEeHEHNe Naposis YYETHOIN 3anvcy KoMmboTepa.

UneH gomeHa: Lincposoe
WwrhpoBaHme nnm NoLNNCH
JaHHbIX 6e30nNacHoro
KaHana (scerga)

70T NnapamMeTp 6e30MacHOCTU ONpeaensieT, AO/HKEH /M BECb TpadmK 6e30nacHoro
KaHana, MHULMMPOBAHHBIN YNIEHOM J0MeHa, 6biTb NoANUCaH WM 3alndpoBaH.

UneH gomeHa: Lincposoe
LWwndppoBaHme AaHHbIX
6e3onacHoro kaHana (npwm
BO3MOXHOCTN)

3T0T NnapameTp 6e30nacHOCTU ONpeaesisieT, NbitaeTcsa /v YfeH AOMeHa 419 BCero
Tpadwmka 6e30nacHOro kaHasia, KoTopblii OH UHULMWPYET, [0roBOPUTLCS O
LncppoBaHum.

UneH gomeHa: Lincposasn
noANuChb AaHHbIX
6e3onacHoro kaHana (npu
BO3MOXHOCTM)

70T NapamMeTp 6e30MacHOCTV ONpeaesisieT, NbITaeTCcs /i YieH AOMeHa A1l BCero
Tpadwmka 6e30MacHOro KaHasia, KoTopblli OH MHULMMPYET, 40r0BOPUTLCS O MOAMUCH.

UneH gomeHa: OTK0UNTb
n3MeHeHve napons
y4eTHO 3anuncu
KOMnbloTepa

OnpegenseT, MEHSIET M Y/IeH AOMEHa NeprognYeckn naposb YUYETHON 3anmcu
KomnbloTepa. Ecnm 3ToT napameTp BK/KOYEH, TO Y/IeH JOMEHA HE MbITaeTcs U3MEHUTb
CBOVi Naposib Y4eTHOI 3anvicy KoMnbeloTepa. Ecnv aToT napameTp OTK/OYEH, Y/ieH
[OMeHa MbITaeTcs U3MEHUTL CBOI Naposib YHETHON 3anmcy KOMNbloTepa B
COOTBETCTBUM C NapameTpoM "UsieH goMeHa: MakcMMasibHbIA CPOK AelCTBUSA Naposs
YUETHOW 3an1cy KoMnbTepa”, KOTOPbIA MO YMOI4YaHUio cocTaBisieT 30 AHe.

UneH gomeHa: TpeboBaTtb
cunbHbIn (Windows 2000
unun 6onee No3aHAA
BEPCUA) K/IHOY CeaHca

70T NnapamMeTp 6e3onacHOCTV onpeaenseT, TpedyeTcs M 128-6uTHas A/mMHa Koda
A5 3alNGPOBaHHbIX JaHHbIX 6e30MacHoro KaHana.

VIHTepakTuBHbIV BXxo4: He
oTobpaxaTb nocnegHee
UM nonb3oBaTens

70T NnapamMeTp 6e30nacHOCTV onpeaesisieT, 0ToGpakaeTcs /v UMSI Noc/ieqHero
nosib30BaTessl, KOTopbIli BOLLES B CUCTEMY Ha aKpaHe Bxoga B Windows. Ecim aToT
napameTp BK/IlOUEH, MMs1 NOC/IeAHErO Nosib30BaTesisl, KOTOpbIi YCNELIHO BOLLEes, He
0TO6GpaXaEeTCA Ha IKpaHe BXoa.

MHTepaKTUBHbI BXOA:
OTobpaxartb MHhopMaL o
nosib3o0BaTenst Npu
6/10KMPOBKE ceaHca

MHTepakTVBHbIin BXxod: OTo6paxeHne MHdopMaLmn nonb3osartess Npyu 6/10KMPOBKe
ceaHca.

VIHTepakTuBHbIN Bxog: He

JT0T napameTp 6e3onacHOCTV onpeaensieT, Tpedyetcsa nn Haxxatme CTRL+ALT+DEL

Tpe6osate CTRL+ALT+DEL nepep Tem, Kak nosib30BaTe/lb CMOXET BOWTU B CUCTEMY.
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ViHTepakT1BHBIi BxoA: TekcT TOT NapaMeTp 6e30nacHOCTM 3aaeT TEKCTOBOE COO6LL eHMe, KOTopoe 0ToGpaxaeTcs

COoO06LWeHNA ans
nonb3oBaTenei,
MblTalOLMXCA BOWTH B
cuctemy

nosib30BaTENAM MPU BXOAE B CUCTEMY. DTOT TEKCT YacTo UCMOMb3yEeTCs Mo
IOpPUANYECKUM NPUYMHAM, HanpuMmep, 471 NpeaynpexaeHusl nofb3oBartesiei o
nocieACcTBMSIX HEMpPaBWUbHOTO UCMOMb30BaHUs MHAoOpMaLWK KOMNaHUW UK /1S
npeaynpexaeHust X 0 ToM, YTo UX AeiCTBUSI MOryT 6biTb NPOBEPEHBI.

MHTepaKTUBHbI BXOA;
3aro/IoBoK Co06LIEHUS Ans
nosib3oBatenei,
MbITAOLWMXCSA BONTN B
cuctemy

JTOT NnapameTp 6e30MacHOCTU NO3BONSET yKa3aTb 3arofioBOK, KOTOpbIA byaeT
0TOOpaXaTbCs B 3arofloBKe OKHa, COAEepXaLlero TeKCT CO06LL eHnsl VIHTepakTMBHOro
BXofa: AN Nonb3oBaTteniel, NbITaloL MXCA BONTN B CUCTEMY.

NHTepakTMBHbI BXOA;
KosmuecTBo npeablaymx
BXO/10B, K3LWMPYEMbIX B
cny4ae HeAoCTyNMHOCTM
KOHTpo//iepa goMeHa

Bcs MHdopMaLmsa o npeablayLlux BXo4ax Nnofb3oBaTtesiei KalumpyeTcs fIoKasbHo,
YTOGbI B C/ly4yae HefoCTyMHOCTV KOHTPO/IIepa AoMeHa B NoceAy oL X nomnbiTkax
BXO/la OHW MOI/IM BOTU B cucTeMy. B 3ToM napameTpe No/mMTUKKM 3HadueHne 0
OTK/II0UAET K3LWMPOBaHMe BXoAa B cucTemy. J/Tlo6oe 3HaueHve Bbllle 50 KalmpyeT
TO/IbKO 50 MOMbLITOK BXOAA B CUCTEMY.

MHTepaKTUBHbI BXOA:
MpepgynpexaeHne
nonb3osaTesia 0
HeobXxo4MMOCTVN N3MEHEHNSA
naponis nepej nucreyeHnem

OnpegfenseT, 3a CKO/bKO AHel 3apaHee nosb3oBatesneli npeaynpexaatoT, YTo ux
naposib CKOpo MUcTeueT. MNpu TakoM 3abnaroBpeMeHHOM NpeaynpexaeHnm
nosib3oBaTe/lb UMEET BPEMS COCTaBUTL Mapo/ib, KOTOPbI OyAeT A0CTATOHHO
HaAeXHbIM.

CpoOKa gencrtaus
TpeboBaTb ViHdopmauya ans Bxoda A0/mMKHa 6bITb NpegocTaB/ieHa A8 pa36riokMpoBKU
ayreHTUdmKaumo 3a610KMPOBaHHOIO KOMMbloTepa. /19 y4EeTHOW 3anucy AoMeHa 3To napameTp

KOHTpO//Iepa JoMeHa as
pa3610KMpoBKM paboueii
cTaHumm

6e30MacHOCTV onpeessieT, AO/MKEH /N KOHTPOep AoMeHa BbiTb 06paLleH as
pa3610KMPOBKM KOMMNbloTepa. Ecnn 3TOT napaMeTp OTK/IH0UEH, NO/Mb30BaTe/lb MOXET
pa36/10KMPOBaTL KOMMbIOTEP, UCMO/b3YA KILWIMPOBaHHbIE YUETHbIE AaHHble. Ecam aToT
napameTp BK/IlOUEH, KOHTPO/IIEP A OMEHa A0/DKEH NMPOBEPUTL YUETHYIO 3amu1Ch
[loMeHa, MCMonb3yemyto A/1s pa3brioKMPoBKM KOMMboTEpPA.

Tpe6oBaTb NCMO/b30BaHNE
cMapT-KapTbl Npu
WHTEPAKTVBHOM BXOAE B
cuctemy

JT0T NnapameTp 6e30macHOCTU TpebyeT, YTOObl N0/Ib30BaTE/IM BXOAWIM B CUCTEMY HA
KOMMbHOTEP C UCNO/Ib30BAHNEM CMapT-KapTbl.

MoBeaeHue Npu yaaneHum
cMapT-KapTbl Npu
WHTEPAKTVBHOM BXOAE B
cuctemy

JT0T NapameTp 6e30nacHOCTV onpedensieT, YTo NPOUCXOANT, Korga cmapT-kapTa 41s
BOLLleJLLero nosib3oBarens yaanaerca U3 cuntoiBatenia cMmapT-kapt. 0 - Hukakmx
faelictBuia, 1 - 3abnokmMpoBaTtL pabouyto cTaHUuio, 2 - MpuHy AUTENbHbIA BbIXOA, U3
cuctemsl, 3 - OTKIIOUNTL NPU YAAIEHHON ceaHce cryx6bl Remote Desktop Senices

KnneHT Microsoft Network:
LincbpoBas nognuce ans
cBa3u (scerga)

3T0T NapameTp 6e3onacHOCT onpefenset, TpedbyeTcs M nognuch naketa
KomMnoHeHTOM SMB knveHTa. MNMpotokon SMB (Server Message Block) obecneunBaet
OCHOBY A/11 06MeHa dhaiamn 1 nevatbio Microsoft n MHoOrux gpyrux onepaupii
CEeTEBOro B3avMOAENCTBYUSA, TaknX Kak yaaneHHoe agmuHucTpuposanne Windows. [ns
npefoTBpaLLeHra atak "4yesioBek nocepeaunHe"”, Kotopble U3MEHSIOT naketel SMB BO
BpeMs nepegayun, npotokon SMB nogaepxusaeTt undpoByo Nognnchb naketos SMB.
3T0T NapameTp NoNUTUKK onpesenseT, A0/KHA M BbITb cornacosaHa umdposas
nognvck naketa SMB, npexae yem paspellaeTcs gasbHelillee B3aumogencTsme ¢
cepsepom SMB.

KnneHT Microsoft Network:
Lindoposasi nognmce ans
CBAA3U (ecnwu cornacyeTcs
cepsep)

3T0T NapameTp 6e3onacHOCT onpefenseT, nblitaeTcs /M KIMeHT SMB cornacoBatb
noanuncb naketa SMB. MNpoTtokon SMB (Sener Message Block) o6ecneunsaet ocHOBY
Ans obMeHa dpainnamm 1 nevatbio Microsoft 1 MHOrMx Apyrmx onepauunini CETeBoro
B3auMOZelNCcTBUSA, Takux Kak yaaneHHoe agmMmuHmucTpupoaHve Windows. [ns
npefoTBpaLL eHra atak "4yesioBek nocepegnHe”, Kotopble U3MEHSAIOT naketel SMB BO
Bpems nepegayu, Npotokon SMB nognepxvsaeT LndypoByo NoAnucL naketos SMB.
3TOT NapamMeTp NONUTUKK OnpesenseT, NbiTaeTcs NI KOMNOHEHT KnveHTa SMB
coryfacoBaTtb LUMgpoByto nognuck naketa SMB npu nogknoyeHnn kK cepsepy SMB.
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KnneHT Microsoft Network:
OTtnpasnaTb
He3alwmpoBaHHbI Naposb
CTOPOHHUM cepBepam SMB

Ecm aT0T napameTp 6e30nacHOCTU BK/IOUEH, NepeHanpaBisTop coobLL,eHnit cepeepa
6710k0B (SMB) MOXeT 0TNpaB/IATL Naposn B BUAe 00bIMHOrO TEKCTa Ha cepepbl SMB
CTOPOHHUX MOCTAaBLLMKOB, KOTOpblE HE MOALEPKMBAIOT LUMGIPOBAHNE Naposs BO BPEMS
ayTeHTUMKaLMN.

Cepsep Microsoft Network:
Bpems npocTos go
npepbiBaHMA ceaHca

JTOT NnapameTp 6e30MacHOCTU onpeaesnisieT KOIMYeCTBO HeNpPepbIBHOIO BPEMEHU
NpocTos (B MUHYTax), KOTOPOE [0/DKHO NPOiNTM B ceaHce SMB (Sener Message
Block) Ao npepbiBaHUs ceaHca 13-3a 6e3aeiicTBus. AGMUHUCTPATOPbI MOTyT
MCNo/b30BaTh 3Ty NOUTUKY, YTOObI KOHTPO/IMPOBATL, KOTA4a KOMMbIoTEP NpepbIBaeT
HeakTVBHbIi ceaHC SMB. Ec/n KNMeHTCKas akTMBHOCTb BO30OHOB/SETCS, CeaHe
aBTOMaT/yecKkn BOCCTaHaB/IMBAETCS.

Microsoft network server:
ONeKTpoHHaa nognuch
CeTeBOro cepeepa:
LindipoBas nognuck cBA3N
(Bcerga)

3T10T NapamMeTp 6e30nacHOCTV onpenenseT, Hy>XHO i 06a3aTesibHO UCNosb30BaTb
nognvcaHve NakeToB KOMMOHEHTOM cepBepa SMB. MpoTokon 6/10k0B COOO6LL eHWI
cepsepa (SMB) npegocTaBnseT OCHOBY A5 0bMeHa diaiinamm n nevatbio Microsoft, a
Takxe A1 MHOrMX ApYrvX CETeBbIX onepauuii, Takux Kak yaaseHHoe
agMuHucTprpoBaHne Windows. UTo6bl NpefoTBpaTUTL ataku ""'yenoBek
nocepeguHe"', n3meHsawLw e naketsl SMB B npouecce nepegayu, npotokos SMB
noaepxmBaeT UMdpoBoe noanvcaHve naketos SMB. 3T0T napameTp NOMTUKU
onpefenset, A0/HKHO M noAnucaHye naketos SMB 6bITb cornacosaHo 40
JanbHelwero B3aMmMoaencTems ¢ kimeHtom SMB.

Microsoft network server:
DNeKTPOoHHas NnoAnuchb
CeTeBOro cepeepa:
LincbpoBasn nognuce cBA3U
(ecnu kNUeHT cornawaeTcs)

3T0T NapameTp 6e3onacHoOCT onpenenset, 6yaeT m cepsep SMB cornacosbiBaTb
noAanuncaHvie naketoB SMB C kMeHTaMy, KOTopble 3anpawinsatoT 3T10. [poTokKon
6710K0B c006LLeHnli cepepa (SMB) npeaocTaBiseT OCHOBY A1 06MeHa dhaniamm 1
nevatbio Microsoft, a Takxe /19 MHOTUX APYTUX CETEBbIX Onepauuii, Takux Kak
yAaneHHoe agMuHucTpuposaHve Windows. UTobbl NpeaoTBpammTs ataku ""yenoBek
nocepeguHe™', n3meHsawLW, ne naketsl SMB B npouecce nepegayu, npotokosn SMB
noaepxmBaeT LUMdpoBoe noanvucaHve naketos SMB. 3T0T napameTp NOMUTUKU
onpefenset, 6yaet 1 cepeep SMB cornacosbiBath nognucaHne naketos SMB,
Korga knneHt SMB 3anpalunBaet 3T0.

Microsoft network server:
OTK/IHOYEHUE KIMEHTOB Npu
NCTeYEHMN BPEMEHN BXOda
B cucTemMy

3T0T NapameTp 6e30MacHOCTV onpeaenseT, creqyeT M OTKIYaTb Nosb3oBaresiel,
NOAKNKYEHHbIX K JIOKa/lbHOMY KOMNbHOTEPY BHE BPEMEHU A0MYCTUMOro BXoaa B
cucTeMy KX YYETHOI 3anucu. 3TOT napameTp BAUSET HA KOMMOHEHT Server Message
Block (SMB).

Microsoft network server:
YpoBeHb Banngaunmn nMeHu
uenesoi cnyk6bl SPN
cepsepa

MpoTokon 6/10KoB coobL,eHuiA cepBepa (SMB) npeaocTaBnsieT OCHOBY A1 06MeHa
davinammn 1 NpuHTEpaMu 1 4155 MHOTUX APYTUX CETEBbLIX ONepauui, Taknx Kak
yAaneHHoe agMmuHucTpypoBaHne Windows. Mpotokon SMB nogaepxusaeT
Ba/mpaumo nmeHmn cnyxosl SPN cepsepa SMB B npefocTaBfieHHOM
ayTeHTUdmMKaLMOHHOM 6/10Ke, NpefoCcTaBIseMoM KnMeHTom SMB, ans
npeAoTBpaLL, eHNs Kiacca artak npotms cepBepoB SMB, N3BECTHLIX Kak aTaku
nepeagpecauun SMB. 310t napameTp 3aTtpoHeT kak SMB1, Tak 1 SMB2.

Joctyn k cetu: He
paspeLartb aHOHUMHOEe
nepeyncneHne yHeTHbIxX
3anuceii SAM

370T NnapamMeTp 6e30MacHOCTV ONpeaesisieT, Kak1e A0No/HUTE bHbIe pa3peLleHus

Oy yT NpeaocTaB/eHbl 471 aHOHUMHbIX MOAK/MOYEHN K KoMnbloTepy. Windows
No3BO/IIET aHOHUMHbIM MO/b30BATESAM BbINOMHATL ONPEeAeNeHHble AeiicTBus, Takme
KaK nepeyncrieHne MMeH yYeTHbIX 3amn1ceil JoMeHa 1 CeTeBbIX pecypcoB. 3T
y06HO, Hanpumep, Koraa agMUHUCTPATOp XoUeT NpefocTaBuTb 4OCTYnN
no/ib30BaTENAM B JOBEPEHHOM [JOMEHE, KOTOPbIi He NoaaepX1BaeT B3auMHoe
JloBepue.

Joctyn Kk ceTu: He
paspelatb aHOHUMHOe
nepeyncneHmne y4eTHbIx
3anuceii SAMu pecypcoB

3T10T NapamMeTp 6e30nacHOCTV onpefenseT, paspeLleHo M aHOHUMHOE nepeyuncsieHne
yyeTHbIX 3anucein SAM n pecypcoB. Windows no3BosisieT aHOHMMHbIM MOJIb30BaTENSAM
BbIMO/HATL OMNpefenieHHbIe AeNCTBUS, Takne Kak NepeyvncsieHne NMEH YUYeTHbIX
3anuceli JOMeHa 1 CeTeBbIX pecypcoB. 310 yA06HO, Hanpumep, Koraa
aZlMVHNCTPATOP XOYeT NnpefocTaBuTb AOCTYM MNOJb30BaTENSAM B JOBEPEHHOM [OMEHE,
KOTOPbIA HE NOAAEMKMBAET B3aIMHOE [OBEPUE.
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Joctyn k ceTni: He 3T0T NapamMeTp 6e3onacHOCT onpenenset, 6yAeT /M XpaHUULL e UMEH 1 naponei
paspellatb coxpaHeHune COXpaHATbL Naposv, yYeTHble faHHble uny nacnoprta .NET gs1a nocnegytollero
naposien n yHeTHbIX AAHHBIX cnonb3oBaHUS Npu NoAyvYeHUn ayTeHTUdmKaumm gomeHa. Ecnm oH BK/KOYEH, 3TOT

ANA ceTeBoU napaMeTp npeaoTBpaLlaeT coXxpaHeHue naposei n yuyeTHbIX JaHHbIX B XpaHumLl e
ayTeHTUMKaLm VIMEH 1 naporei.

Joctyn k cen: lonyctutb  TOT NnapaMeTp 6e30nacHOCTU ONpefensieT, Kakve A0NOo/HUTE bHbIE paspeLleHns
paspelleHna 414 BCEXANA  npe[oCTaBATCA 419 @aHOHUMHBIX NOAKUYEHUM K KOMMNbHOTEPY.

aHOHUMHbIX NONb30BaTeNnel

JocTyn k ceTn: JTOT NnapameTp 6e30MacHOCTU onpesesisieT, Kakie ceaHcbl CBA3N (KaHasbl) By ayT

/iIMeHOBaHHbIe KaHasbl, K yMeTb aTpubyTbl U pas3peLleHs, NO3BONSIOLL e aHOHUMHbIVA [OCTyn.
KOTOPbIM MOXHO

obpalaTtbcs aHOHMMHO

[JocTyn Kk cetn: YaaneHHble JTOT NapameTp 6e30nacHOCTV onpeaenseT, K KakiuM Knoyam peectpa MOXHO

[OCTyNHbIe NYTM peecTpa  noay4YuTb JOCTYN Yepes CeTb, HE3aBMCKMO OT NOJb30BaTesel UK rpynMn, ykasaHHbIX
B cnvcke ynpassieHusa goctynom (ACL) knoya peectpa winreg.

JocTyn k ceT: YaaneHHole  3JT0T napameTp 6e30nacHOCTV onpefesnsieT, K KakuM nyTam 1 nognyTam peectpa
[OCTYNHbIE NYTU U NOANYTU  MOXHO NOJyYNUTL AOCTYN Yepes3 CeTb, HE3aBUCUMO OT No/ib30BaTenieil uam rpynmn,
peectpa yKa3aHHbIX B crnucke ynpasneHusa goctynom (ACL) knoya peectpa winreg.

LocTyn k ceTn: locTynHble  JTOT NapameTp 6e3onacHoCcTM onpegensdeT, K KaKuM CETEBbIM O6IJ.I, MM pecypcam MoryT

06ume pecypcbl, K KOTOPLIM [O/lYYUTL JOCTYN AHOHUMHBIE MOSL30BATESN.
MOXHO 06paTUTbLCA

aHOHUMHO

JocTyn k cetn: Mogenb 3T0T NapameTp 6e30nacHOCTN OnpeenseT, Kak NPOUCXOAUT ay TEHTUGMKaLWA CeTeBbIX
obLero focTyna n MoAesnb  BXOA0B, UCMOMb3YHOLLUX JIOKa/IbHbIE YUYeTHble 3anucu. Ecnm aToT napameTp
6esonacHocT 415 YCTaHOB/IEH B 3Ha4YeHNe «Knaccuyeckasa», CeTeBble BXOAbl, UICNOMb3YIOLL e YYEeTHbIe
JOKaNL HBIX YHETHBIX [laHHble NIoKasIbHOM YUYEeTHOM 3anncy, ayTeHTUGMUMPYHOTCS C UCMO/Mb30BaHNEM 3TUX
3anuncen

YUETHBIX JaHHbIX. Mogenb «Knaccuueckas» no3BosiseT 60/iee TOHKYH HACTPOVKY
focTyna K pecypcam. Mcnosb3ys Knaccuuyeckyto Moaesb, Bbl MOXeTe NpefocTaBUTb
pasfiMyHble MMkl A0CTYNa pasHbIM No/b30BaTeNsIM K OAHOMY 1 TOMY e pecypcy.

CerteBasl 6e30nacHOCTL: He 3TOT napameTp 6e30MacHOCTU ONpeLensieT, COXPAHAETCS /I NpY CeyoLL el CMeHe

COXpaHATb 3Ha4YeHne Xsl-  naposia 3HaveHne xaw-gyHkumm LAN Manager (LM) A1 HOBOro naposs. XaLw-

thyHKLMM LAN Manager npu  doyHkums LM oTHoCWTeNbHO ciabas 1 NofBepxeHa atakam, No CPaBHEHWIO C

crneaylolieil cMeHe Napons  ynyntorpadymueckn Gonee HaAeXHOI X3LL-qyHKumel Windows NT. MocKosbKy XaLu-
dyHKUMS LM XpaHMTCA Ha IoKaslbHOM KOMMNbloTepe B 6a3e faHHbIX 6e30MacHOCTU,
Napo/sim MoryT 6bITb CKOMNPOMETMPOBAHLI B C/lyYae ataku Ha 6a3y AaHHbIX

6e30nacHOCTU.
CerteBasi 6€30MaCHOCTb: 3T0T NapamMeTp ynpas/ieHs 6e30nacHOCTbI0 OnpefenseT NPoToKOos ay TeHTUdmKaLmm
YpoBeHb ayTeHTU(MKALMN  BbI3OB-OTBET, UCMO/b3YyEMbIN 415 CETEBbLIX BXOA0B.
LAN Manager
CerteBasi 6€30MaCHOCTb: 3T0T NapameTp 6e30nacHOCTU onpeaesnsieT ypoBeHb NOANUCH LaHHbIX, KOTOPbIA
TpeboBaHus knneHTa LDAP 3anpalivBaeTcst OT K/IMEHTOB, BbINOMHAOLWLMX 3anpockl LDAP BIND.
K nognucu
CerteBasi 6€30MaCHOCTb: 310T NapameTp 6e30MacHOCTU MNO3BOJIAET K/IMEHTy TpeboBaTb COoriacoBaHus
MuHnmaneHasa ceaHcoBas  ndpoBaHust 128 61T u/unm 6esonacHocTi ceaHca NTLMV2. 3TU 3HAUEHUS 3aBUCAT OT
6esonacHocTe Ans 3HayYeHns napameTpa yCTaHOBKM 6e30MacHOCTN YpoBeHb ayTeHTudmkaumm LAN
knueHtoB NTLM SSP Manager.
(Bk/KOYASA 3ALUMLLEHHbIN
RPC)
CeTeBasi 6e30nacHOCTb: 10T NapameTp 6e30nacHOCTU NO3BOMISIET CEPBEPY TPeboBaTb CornacoBaHWs
MuHumanbHas ceaHcosBas  LiudpoBaHua 128 61T n/nnm 6esonacHocT ceaHca NTLMV2. 9T 3HaYeHUst 3aBUCSIT OT
6esonacHocTb 415 3Ha4yeHus1 NapameTpa YCTaHOBKM 6e30MacHOCTM YpoBeHb ayTeHmdmKaumm LAN
cepeepos NTLM SSP Manager.
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(Bk/1rOYas 3aWMLIEHHbIN
RPC)

CeTeBas 6€30MacHOCTb:
OrpaHnunts NTLM:
Nexopawmin Tpadgmk NTLM
Ha yaaneHHble cepBepbl

3TOT NapaMeTp HaCTPOWKU NOMUTUKM NO3BOSIAET BaM 3anpetutb UM NPoBeCcT! ayauTt
ncxopgsauwiero tpadmka NTLM ¢ aToro komnbtoTepa nog, ynpasneHvem Windows 7 nam
3TOro KomnbtoTepa nog ynpasneHnem Windows Sernver 2008 R2 Ha nto601i yaaneHHbIl
cepsep Windows.

CeTeBas 6€30NacHOCTb:
OrpaHnunts NTLM:
Bxopaumii Tpagmk NTLM

JTOT NapameTp HaACTPOWKN NOMTUKM NO3BOSISET BaM 3anpetvTb WK paspeLlmntb
BXOAALW WA Tpadmk NTLM.

CeTeBas 6€30NacHOCTb:
OrpaHnunts NTLM: Ayant
BxoasLwwero Tpadmka NTLM|

OTOT NapameTp HaCTPONKM NOIUTVKN MO3BOJISIET BaM NPOBOAUTL ayAuUT BXOASLLEr0
Tpadwmka NTLM.

CeTeBas 6€30NacHOCTb:
OrpaHnyeHne NTLM:
AytreHTudmkaumsa NTLM B
3TOM [JIOMEHe

3T0T NnapameTp NO/MTVUKM NO3BOJIAET BaM pPaspeLlnTs UK 3arnpeTuTb ay TEHTUOMKaLUMIo
NTLM B npefenax foOMeHa C KOHTpoJ/I/iepa OMeHa. 3TOT napamMeTp He BAUSET Ha
WHTEPaKTVBHbI/ BXOA, B 9TOT KOHTPO/I/IEP AOMEHA.

CeTeBas 6e30MacHOCTb:
OrpaHnyeHne NTLM: Ayant
ayreHTUdmkaumm NTLM B
3TOM [JIOMEHe

3TOT NnapameTp No/IMTVKM NO3BOJIAET BaMm ayAuUTMpoBaTL ayTeHTudmkaumio NTLM B
[ OMEHe C KOHTpoJsI/iepa JoMeHa.

CeTeBas 6€30NacHOCTb:
OrpaHnyeHne NTLM:
Job6aBneHne NcknrYveHni
yaaneHHbIX cepBepoBs A1
ayreHTMdmkauny NTLM

3T0T NapaMeTp NONUTUKM NO3BOJISET BaM C034aTb CNUCOK UCKIIOYEHU Y AaneHHbIX
cepBepoB, K KOTOPbIM K/IMEHTLI MOTYT UCMO/b30BaTh ayTeHTdmKaumio NTLM, ecim
napameTp nomtkn "CeTteBasi 6e3onacHocTb: OrpaHundyeHme NTLM: Mcxogsaumii
Tpadmk NTLM Ha ygasieHHble cepBepbl” HACTPOEH.

CeTeBasi 6€30MacHOCTb:
OrpaHunyeHne NTLM:
[lo6aBneHne UCKYeHN
CepBepoB B 3TOM JOMEHEe

JT0T NapamMeTp NOoNUTUKM NO3BOJIAET BaM C034aTb CNUCOK UCKTIOYEHN cepBepoB B
3TOM [,OMEHe, K KOTOPbIM K/IMEHTbI MOy T UCMO/Ib30BaTh ayTeHTUdmkaumo NTLM ¢
NPOXOXAEHVEM, ec/M yCTaHOB/EH napameTp nomtvku "CeTeBas 6e30MacHOCTb:
OrpaHnyeHre NTLM: 3anpemmts ayTeHTMdwmkaumto NTLM B 3TOM JOMeHe".

CeTeBas 6e30MacHOCTb:
PaspewmTts otkaT NTLM k
NULL-ceaHcy B cucreme
LocalSystem

Paspewwints NTLM otkamtbest kK NULL-ceaHcy npu ucnonb3oBaHum ¢ LocalSystem.

CeTeBas 6e30NacHOCTb:
PaspelwmTs 3anpocsl
ayreHTMdmKaymm PKU2U K
3TOMY KOMMbOTEPY ANA
NCNoNb30BaHUSA OHNaliH-
NAEHTUIMKATOPOB.

JTOT napameTp NOAUTUKN By AeT OTK/IOUYEH MO YMOSTHYaHUI0 Ha KOMMbHTEpax ¢
npucoeanHeHemM K AOMEHY. 3TO NPensATCTBYET BO3MOXHOCTU OH/1aiH-
naeHMGMKaTopoB ay TEHTUMUMPOBATL KOMMNbIOTEP, MPUCOEANHEHHbI K AOMEHY, B
Windows 7.

CeTeBasi 6€30NacHOCTb:
HacTpoiika paspeLleHHbIX
TUNOB LUMCPPOBAHUS ANsi
Kerberos

70T NapamMeTp NOSMTUKU NMO3BOJISET BaM 3a4aTb TUMbI LWNPOBaHUs, KoTopble
paspeLleHo Mcnosb3oBaTh Kerberosy. Ec/v He BbiGpaHo, TN LMGPOBaHWsS He 6yaeT
paspeLleH. JTOT NapamMeTp MOXET NMOB/MSITb HA COBMECTUMOCTb C K/TMEHTCKUMMU
KOMMbloTepamu U Cy)x6amu 1 MporpaMmmamul.

KoHCo/b BOCCTAHOB/EHUS:
Paspewmtb
aBTOMAaTMYECKMIA BXO4 B
cucTemMy agMuHucTpaTopa

70T NnapameTp 6e30MacHOCTV onpeaesisieT, AO/KEH M ObiTb BBEAEH Naposib A5
y4eTHOli 3anMcK aaMuHUCTpaTopa nepej npefocTaB/ieHeM A0CTyna K cucteme. Ecim
3TOT NapamMeTp BK/IOYEH, KOHCO/Ib BOCCTAHOB/IEHUS He NOTpebyeT BBOAA Naposis U
aBTOMATNYECKU BbINOHUT BXOA, B CUCTEMY.

KOHCO/1b BOCCTAHOBNEHUA:
PaspelwmTts konuposaHue
Ha AWCK 1 AOCTYN KO BCEM
anckam u nankam

BkntoueHne 3o onummn 6esonacHoc genaet komaHay SET koHcom
BOCCTAHOB/IEHMS1 AOCTYMHOW, YTO NO3BOJISIET YCTAHOBUTL C/IEAYIOLLME NEPEMEHHbIE
cpepbl KOHCOMM BOCCTAHOB/IEHUS.

BbikntoueHune: PaspewwmTs
3aBepLueHune paboTbl

3T0T NnapameTp 6e30MacHOCTU onpeaesnsieT, MOXET /In KOMMNbHTEP ObITb BbIK/IHOUEH 63
Bxoga B Windows. Korga aTto no/mMtika BK/loYeHa, KomaHaa BbIkounTb f0CTyMHA Ha
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cucTeMbl 6e3 Bxoga B
cuctemy

3KpaHe Bxoga B Windows.

Bbik/itoueHune: Ounctka
goalina nogkaukm
BMPTYa/IbHOV NamaTn

70T NnapamMeTp 6e30MacHOCTU ONpeaensieT, ounaeTcs 1 aiin nogKadukm
BMPTYa/IbHOM NamMsaTV NPU BbIK/KOYEHUM CUCTEMBI.

Cuctema Kkpuntorpagmu:
Mcnonb3oBaTb aniropuUTMbl,
COOTBETCTBYHOLLME
craHpapTtam FIPS gna
LWMdpoBaHUS, X3LLMPOBaHUSA
1 nognucu

[na nocTaBw,MKa ciyx6bl 6e3onacHoc Schannel (SSP) aToT napameTp
6e30nacHOCTM OTK/IoYaeT 6osiee cnabble NPOTOKOsbI Secure Sockets Layer (SSL) n
noaAepxmBaeT TO/IbKO NPOTOKOSbI Transport Layer Security (TLS) B kauecTBe K/MeHTa
1 cepsepa (No BO3MOXHOCTW). Ec/in 3TOT napaMeTp BK/IHOYUEH, NOCTaBLL MK C/yXObI
6e3onacHocm Transport Layer Security/Secure Sockets Layer (TLS/SSL) ucnonb3yet
TO/bKO 006peHHble KpunTorpadmyeckne anroputmbl FIPS 140: 3DES n AES gns
LnchpoBaHMs, OTKPbITLIA Kto4 RSA nan ECC gns o6meHa 1 ayTeHTUdmKaumm Krtoyei
TLS, a Takxe To/bKo doyKHUMKN X3awmpoBaHua Secure Hashing Algorithm (SHAL,
SHA256, SHA384 n SHA512) ana TpeboBaHWin XaWwmpoBaHusa TLS.

Cuctema Kpuntorpadmu:
MpuHyguTenbHasa 3awmTa
CUNbHBIMY KNtoYaMu gns
NoJib30BaTe b CKUX K/HOYEn,
XPaHUMbIX Ha KOMTbOTEpE

JT0T NapameTp 6e30MacHOCTV ONPEAESIAET, HYXXHO /i No/b30BaTeNsIM BBOAUTL
naposib [/ UCMOMb30BaHUSA NX COBCTBEHHBIX K/OUei.

O6bEeKTbI CUCTEMBI:
Ymanuuaemblii Bnagened,
AN 06bEKTOB, CO34aHHbIX
ydacTHVUKaMu rpynnbl

3T0T NapameTp 6e3onacHOCT onpeaenseT, Kako npuHumn 6esonacHoc (SID) 6yaet
Ha3Ha4yeH BJIAJAE/IbLLEM 06beKkToB Npu co3gaHnn 06beKTa y4acTHUKOM rpynnbl
AL MUHMCTPATOPSI.

AgMUHUCTPaTOPHbI
CucteMHble 06bEKTbI: 10T napamMeTp 6e3onacHoCcTM onpenensdeT, ABIAETCA /I HEeHYBCTBUTE/IbHOCTb K
TpeboBsatb perucTpy oésisatenibHoW Ans scex nogcuctem. Mopcuctema Win32 HeuyBCTBUTEbHA

HEeYYBCTBUTE/IbHOCTb K
perncTpy Ans nogcuctem
Windows, OTIMYHbIX OT
Windows

K perucTtpy. OfgHako S4po noagepxmsaeT YyBCTBUTENILHOCTb K perncIpy Ans Apyrux
nogcuctem, Takux kak POSIX

CucteMHble 06BbEKTbI:
YKpenneHne napameTpoBs
N0 YMOJ/THaHWI0 BHYTPEHHUX
CUCTEMHbIX 06 BEKTOB

(Hanprmep, CUMBOJINYECKNX

CCbIJI0K)

3T0T NapameTp 6e30nacHOCTV onpefessieT CTeneHb CNucKa ynpassieHns 4OCTyNoM
(DACL) no ymonyaHuio ans 06bEKTOB.

CucremHble napamMeTpsbl:
JononHutenbHble
noacucTemMsbl

70T NnapamMeTp 6e30MacHOCTV ONpeaesisieT, Kakie A0No/HUTE bHbIE NoACUCTEMBI
MOXHO 3anycKatb /15 NoAAePXK1 BallnX NpuioxeHuii. C NoMoLL b 3TOro
napameTtpa 6e30MacHOCTV Bbl MOXETe yKa3aTb CTO/IbKO NOACUCTEM, CKOJIbKO
notpebyeTca A5 NOAAEPXKKN BaLLIMX NPUIOXKEHWI B Balleil cpeje.

CucteMHble napameTpbl:
Vicnonb3oBaHue npasun
ceptudmkaToB A5
NCNosiHAeMbIX dannios
Windows g5 nonnTunk
orpaHuyeHns
nporpaMmMHOro
obecneuyeHus

JT10T NnapameTp 6e3onacHOCTU onpefenseT, obpabaTbiBaoTCA M LUPOBLIE
cepmmdmkatsl, Korga nosib3oBarteslb UM NPOUECC MbITaeTcs 3anyCTiTb NporpaMmmMmHoe
obecrneyeHve ¢ pacLiMpeHeM UMeHN haiina .exe. 3TOT NapameTp 6e3onacHoOCT
ncnonb3yeTca Ana BKAYEHUA UK OTKIKYEHUA npaBusl CepTI/I(*]/IKaTOB, mna npasuna
NOJINTUKN OrpaHnvyeHna nporpaMmmHoOro obecneyenust. C NOMOLL b0 MOJINTUKKN
OrpaHUYeHNs NPOrpaMMHOro 06ecneyeHns Bbl MOXETe co34aTb NpaBusio
cepmdmkarta, KOTopoe NO3BOMMT UM 3aNPETUT BbINOIHEHNE NMPOTrPaMMHOro
obecneueHus, nognucaHHoro Authenticode, ocHOBbIBasiCb Ha LMJIPOBOM
ceptMdwmkarte, CBA3aHHOM C MporpaMMHbIM obecnevyeHnemM. a8 Toro 4tobbl npasuia
ceptMdmkara BCTyNuanm B cusy, He06Xxo4MMO BKKOYUTL 3TOT NapameTp 6e30nacHoOCTU.

YnpasneHue yyeTHbIMU
3anucamMmu: Pexxum
cornacoBaHus
agMuHucTpaTopa ans

J70T NnapameTp 6e30MacHOCTV onpeaesisieT NoBeAeHNe PeXnMa Cor/lacoBaHus
afMUHMCTpaTopa A/ BCTPOEHHOM YUYeTHOl 3anncK aaMUHUCTpaTopa.
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BCTPOEHHOI y4eTHOM
3anucy agmMmuHucTparopa

YnpaBneHue y4etHbIMU aT1oT napamMeTp 6e3onacHoCcT onpegensdeT nosegeHne 3anpoca Ha nosbilleHNE npaB
3anucamu: lNoesegeHne ANA aqMUHUCTPATOPOB.

3anpoca Ha noBbilleHne

npas Ass aAMNUHUCTPATOPOB

B peXxunme cornacoBaHus

agMuHMcTpaTopa
YnpasneHue ydeTHbIMy 70T NnapamMeTp 6e30nacHOCTV onpeaesisieT NoBeAeHNe 3anpoca Ha NoBbILLEHVE NpaB
3anucsimu: NosefeHune A1 CTaHAapPTHBIX MOJIb30BaTeNei.

3anpoca Ha noBbllEHNE
npae 4Ns CTaHAapTHbIX
nosib3oBaTesnieil B pexuve
COrNlacoBaHus
agMuHucTpaTopa

YnpaBneHue y4eTHbIMU JT0T napameTp 6e30nacHOCTV OnpeaensieT nosefeHne 06HapyXeHNs yYCTaHOBKN
3anucsimu: OBHapYKeHNe  MpUIoKeHUs A1 BCE CUCTEMBI.

YCTaHOBLLMKA: OOHapyxeHne

YCTAHOBOK NMPUAOXKEHNI 1

3anpoc NoAHATUA YPOBHA

foctyna
YnpasneHue y4eTHbIMU JT0T NapamMeTp 6e3onacHOCT! 06ecneynT NpoBepky noanuceli PKI ana Bcex
3anncamu: Tonbko MHTEPaKTUBHbLIX NPUIOXKEHWIA, 3anpallnBaroLLux NogHATIE NPUBUIIETUIA.
nogHMMaTh ypoBeHb ALMVH/CTPATOPbI NPeANpUATAA MOTYT KOHTPO/IMPOBATL CMMCOK paspeLlEeHHbIX

AocTyna Ana NOANUCAHHbIX 3 nvuHMCTPaTOpam NPUIoXKeHU Yepes foGaBrieHne CepTUGMKATOB B XPaHWINLL e

W NPOBEPEHHBIX [OBEPEHHLIX U3aaTesnieli IOKasIbHOro KoMmnboTepa.
VICI'lOI'IHﬂeMbIXCbaI/IﬂOB

YnpasreHue yueTHbIMu 370T napameTp 6e30MacHOCTV 06eCNeUNT BbINOSHEHNE TPeGOBAHMS, COMMACHO
3anucsimu: Tonbko KOTOPOMY MPU/IOXEHWS, 3anpallVBatoLL e BbINOIHEHNE C YPOBHEM LIe/IOCTHOCTH
nogHumath ypoBeHb UlAccess (nocpefctsom ycTaHoBkM MeTkn UIAccess=true B cBoeM MaHudecTe
poctyna ana UlAccess- NPUNOXEHNS), AO/MKHBLI HAXOAUTLCA B 3allLULLEHHOM MecTe B haiinoBoii cucTeme.
NPUNOXeHUN,

YCTaHOB/IEHHbIX B

3alUMLLEHHbIX MecTax

YnpasneHune yyeTHbIMU 10T napameTp 6e3onacHoCcT! onpegensdetT nosegeHne Bcex nosimtmk UAC aonsa BCeN
3anucamMmu: BelNoNHATL BCE  cuycTEMBI.

agMUHUCTPaTOpPbI B pexume

ofobpeHuns

afMUHUCTPaTOPOM

YnpaBneHne ydeTHbIMn aT0T napamMeTp 6e3onacHoCcT! onpegenserT, 6yp,eT n 3anpoc Ha noBbillEeHne ypPOBHA
3anucamu: NepeknoueHne AocTyna noAaABNATLCA HA MHTEPAKTUBHOM pa6oqu CTON1E NOosib30BaTtesid Wi Ha

Ha 3alyLLeHHbIN pabounii 3y eHHOM paGouem cTose.
CTO/1 Npwn 3anpoce

NOBbIWEHNA YDOBHA A0CTyNna

Ynpas/ieHue y4eTHbIMY 3T0T NapameTp 6e30MacHOCTV BK/IOHYAET NepeHanpasBeHne HeyAauHbIX MOMbITOK
3anuncamu: 3anucu fieracu-NpUIoKeHnin B onpeaeneHHble MecTorno/IOXEHNS KaK B peecTpe, Tak U
BupTyanmsnposath Heyaaun g uiifiosoli cucteMe. Sta qyHKLMS CMArYaeT Npo6/ieMbl TEX MPUNOKEHUIA, KOTopble
3anucu paiinos 1 peecTpa B payee paGoTasiv ¢ NpaBaMu afMUHUCTPATOPA W 3aNNChIBA/N [aHHbIE MPUIOXEHUS BO

MECTOnoNoXeHna Ans BPEMSsi BbINOSHEHNSt 06paTHO B %ProgramFiles%, %Windir%; %Windir%\system32
KX/AOro None3oBatena  yny HKLM\Software\....

YnpasneHue y4eTHbIMU 3T0T NapameTp 6e3onacHOCT! onpeaenseT, MoryT fin NporpamMmMbl JOCTYMHOCTU
3anucamu: PaspelmTb nonb3oBaTtesibckoro nHtepdelica (UIAccess nm UIA) aBTomatmyecky oTk/moyatb

UIACcess-NpUIoXeHNAM  3aui| iLeHHbIA paboumnii CTO NPU 3anpocax Ha MNoBbILLEHNE YPOBHS 40CTyNa,

3anpaumeatb NOBLIWEHNE  1cnonb3yeMbIX 06bIYHBLIM NOJSb30BaTenieM. ECnv Bbl BK/IOYMTE 3TOT NapameTp,
YPOBHS foCTyna 6e3
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1CNOb30BaHMA nporpammbl UIA, BK/oUasi yaaneHHyto nomolyb Windows, MoryT aBToMmaTyeckm
3aupmieHHoro paboyero OTK/II0UaTh 3all WL, EHHbI paBGoUnii CToN A/ 3anpoCOB Ha MOBbILLIEHNE YPOBHS
crona paoctyna. Ec/m TofbKo Bbl He OTK/OYM/M 3anNpoChl Ha MOBbILLIEHUe YPOBHS A0CTYNa,

OHY By YT NOSIBMISITLCS HA UHTEPAKTMBHOM paboueM CTosie Nosb30BaTeSs, a He Ha
3all|1iLeHHoM paboyem CTosie.

3.2.5  [MonuTMKa orpaHuyeHuii nHTepdeiica u CMCTEMBI

JTOT peXxuM paboTbl NPorpamMmmbl NO3BOSET M3MEHUTL MM CEPOCUTL OrpaHuUYeHus UHTepdeeiica um cucTemMsl Ans
BbIGPAHHOI0 Nosib3oBatesis. Hanpumep, orpaHnyYeHne Ha 3amyck NporpaMm, OTK/IIOUYEHNE OnpeaeneHHbIX HacTpoeK
naHenM ynpaeneHusi, G/IOKMPOBKY pedakTopa peectpa WM KOMaHAHOW CTPOKW, 3anpeT AocTyna K CbeMHbIM
[MCKaM 1 T.A.

BbI6op dhaisioB peectpa

'Lf'“ Interface and system restriction policy — >

Edit interface and system restrictions (step 2 of 4)

You should specfy SAM and SYSTEM reqistry files here. Usually, the reqistry files reside in your
LW INDIR 3 \systen32\config directory (e.q. C:iWindowssystem32Yconfigl)

i [

Path to SAM and SYSTEM files

SAM registry file
D:Windows\System32\ConfighSAM ol —

SYSTEM registry file
D:\Windows'\System32VConfig\SYSTEM ~ || I

05 info

05 version Windows 10 Enterprise 6.3 1303

05 owner and org John

05 install date 2015-05-03

Last logon user John (Last logon 2018-10-13 12:44:54)

<<<< Home << Back Mext == Exit

BbibepuTe HalifeHHble nporpaMmMoii daiinbl peectpa SAM 1 SYSTEM wnm ykaxuTe nyTb K HAM BPYUHYIO.
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BbI6Op y4eTHOW 3anvcu

E} Interface and system restriction policy — >

Edit interface and system restrictions (step 3 of 4) ‘.1

Select the user you want to reset restrictions for. Note that all changes affect the selected user account (2
only. You can not change restrictions for non-active accounts or users without a local profile. “

ser list

User name User RID Administrator ~ Status Legend

A 10hn 000003E9  ‘Yes B | & advinistrator
& LUser

.'I:'. Guest
,ﬁ‘ Operator
E System account
Password
Password not set
lri.".'r Account is locked out

Account properties

Account locked: Mo Account disabled: Mo
Password expired: Mever Mo password required:  Yes
Password history present: Mo LivelD account: Mo
Password hint: 5

Account description:

<< << Home << Back Mext == Exit

BbIGepynTe yUETHYIO 3aMiCh OrpaHNYeHUs KOTOpPOi HeO6X0AMMO U3MEHUTL WM COpocKTL. MporpaMma oTo6paxaeTt
TO/IbKO aKTUBHbIE YUeTHble 3anuncu, UMEOLL e NIOKa/TbHbIV Npodwsb.

M3MeHeHne orpaHnyeHunin nitepddenca n CUCTeMbl
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@ Interface and system restriction policy - X
Edit interface and system restrictions (step 4 of 4) mxﬂ

Click the <<Change = button to commit your modifications and save them permanently. The changes 5 E'—_'
affect selected user account only, _&

| John, ADMIN-PC, Windows 10 Enterprise v6.3.17134 |

==k | Search item jo.

Remove the volume control icon

Do not allow pinning Store app to the Taskbar

Remove Motifications and Action Center
= System

Prevent access to the command prompt

Prevent access to registry editing tools

Don't run specified Windows applications

Run only specified Windows applications

Remove Logoff

Remove Task Manager

Remove Change Passwaord

o

(=T =1

[+ L%

= = =
= =

1o

Don't run specified Windows applications

Prevents Windows from running the pragrams you specify in this setting.

#ﬁ. <<<< Home << Back << APPLY CHAMNGES == Exit

Mocne BblGopa y4yeTHOlW 3anMcu MOXHO NPUCTyNaTb K cOpocy orpaHuveHuii. Hakmute kHomky << COXP.
M3MEHEHWNA >> 4yTo6bl COXPaHUTL HOBbIE HACTPOWKM.

YuTtuTe, BCe cAenaHHble U3MEeHEeHNsA BAMAIOT TOSIbKO Ha Bbl6paHHyl0 YYETHYIO 3aMNnChb.

Kpatkoe onvcaHve HacTpOeK orpaHuUYeHunii MHTepdeiica 1 cUCTeMbI.

OrpaHnyeHusa Control panel:

Mva OnuncaHne

CKpbITb YKa3aHHble 3T0T NapaMeTp No3BONSET 0TO6paXaTh UM CKPbIBaTb YKa3aHHble 3/1eMEHTbI NaHem
9NEeMEeHTbI NaHenu ynpasseHus, Hanpumep "Meiwb", "Cuctema” nmm "lMepcoHanm3aumsa”, B OKHe naHesm
ynpasneHus ynpaB/ieHVs1 1 Ha Haya/lbHOM 3KpaHe. DTOT NapaMeTp B/MSIET Ha HaYaslbHbIA 3KpaH 1

OKHO NaHesnn ynpas/ieHus, a TaKkke Ha Apyrne BO3MOXHOCTU A0CTyna K 3/ieMeHTam
naHesn ynpasneHus, Hanpmmep CCbIKW B LIEHTpe CnpaBky 1 NOALEPXKN U
KOMaHAHble CTPOKK, Ucnosb3yolme control.exe. 3TOT napameTp He okasbiBaeT
B/ISIHWA Ha 3/1eMeHTbl, OTOBpaxaeMble B OKHe "lMapameTpbl KoMmnbloTepa”. Ec/u Bbl
BK/IIOYaeTe 3TOT napamMeTp, TO MOXeTe BblopaTtb 3/IeMeHTbI, KOTopble He ByayT
oTo6paxaTbCA B OKHE NaHesm yrnpas/ieHns U Ha HavaslbHOM 3KpaHe."3ToT napameTp
NO3BO/ISIET 0TOBPaKATL WM CKPbIBATL YKa3aHHbIEe 3/IeMEeHTbI NaHeu yrnpas/ieHns,
Hanpumep "Mebiwe", "Cuctema” nnm "lMepcoHaumsauma”, B OKHe naHes v ynpassieHus n
Ha Haya/lbHOM 3KpaHe. JTOT NapameTp BAMSET Ha HavaslbHbI 3KpaH M OKHO NaHesn
ynpasfieHus1, a TaKkxe Ha Apyrne BO3MOXHOCTU A0CTyNa K 3/ieMeHTam naHesm
ynpasfieHVs, HanpymMep CCbIIKM B LIEHTpe CnpaBku U NOAAEPXKKN UM KOMaHAHble
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CTPOKW, UCNOMb3YyIoLLMe control.exe. 3TOT NapaMeTp He OKasblBaeT BMSHUA Ha
3/1EMEHTbI, 0TobpaXkaemble B OKHe "lMapaMeTpbl KoMnbloTepa". Ecnv Bbl BK/KOUaeTe
3TOT NapamMeTp, TO MOXeTe BblopaTh 3N1eMeHTbI, KOTopble He ByayT oTobpaxaTbcs B
OKHe naHesim ynpas/ieHNs U Ha HayaslbHOM 3KpaHe.

Otobpaxatb To/IbKO 10T napameTp KOHTPONMPYET, Kakne 3NieMeHTbl NaHenu ynpassieHus, Hanpumep
yKasaHHble 3/IeMeHTbI "MbiWwe", "Cuctema" nm "lMepcoHamsaums”, oTo6paKatoTCs B OKHE NaHenm
naHesnun ynpasneHna ynpaB/eHUs U Ha HaYa/lbHOM 3KpaHe. B okHe naHesm ynpaBieHust 0TobpaxarTcs

TO/ILKO 3/IEMEHTBI, YKa3aHHble B 3TOM napamMeTpe. 3TOT napameTp B/NAeT Ha
HauyasibHbI 9KpaH U NaHe b YNpas/eHns, a Takke Ha Apyrve BO3MOXHOCTU AoCcTyna K
3/IeMeHTaM naHenm ynpasneHns, Hanpumep CCbI/IKU B LIEHTPE CNpaBku U NoaaepKKu
NN KOMaHAHble CTPOKKU, UCNOMb3YoLLL e control.exe. 3TOT napameTp He OKasbiBaeT
B/IMAHWS HA 9/IEMEHTBI, OTObpaXaeMble B OkHe "lMapameTpbl KoMnbloTepa'.

3anpeTutb AoCTyn K naHenu OTKI0YaEeT BCE NPOrpaMmbl NaHe M ynpasieHns 1 NpuioXeHne napameTpbl

ynpasneHua n napamMmeTpaMm napamMeTpoB KOMMNblOTepa. ATOT napameTp 3anpeLyaet 3anyck Control.exe u

kKommnbroTEpPa SystemSettings.exe, nporpamMmmHbIX (balinoB 419 NaHenM ynpas/feHust U napameTpsbl
napameTpoB KoMnbioTepa. B pesynbtare nonb3oBartesiv He MOryT OTKPbITb NMaHesb
yrnpaB/eHUs U OKHO "lMapameTpbl KoMMboTepa" B0 3anyCTUTb UX A/IEMEHTDI.

OtobpaxeHue cTpaHuubl  3agaeTcs CNUCOK CTPaHuL, KOTopble ciefyeT 0TobpasuTs N CKpbITb B NPUIOKEHN

napameTpos "CucTeMHble napamMeTpbl”. 3Ta NoAUTMKa NO3BONSET aAMUHUCTPATOPY 610KMpOBaThL
3alaHHblii HAbop CTpaHuL, B NpUIoKeHnn "CructemMHble napaMmeTpbl'”.
3abnokMpoBaHHble CTpaHULbl He ByAyT 0TobpaxaTbCs B MPUIOXKEHUW, U €C/N BCE
CTpaHuLpl B Kateropuu 3a6/10KMpOBaHbI, TO KaTteropus Takxe 6yaeT ckpbita. [Npu
nNpsiIMOM nepexofe K 3abnokMposaHHoi cTpaHuue Yepe3 URI-agpec, KOHTEKCTHOE
MEHI0 B NPOBOAHUKE WX Kak-nMbo no-apyromy OyaeTt nokasaHa rnaBHas cTpaHuua
napameTpos. Mpumep: showonly:about,bluetooth hide:bluetooth

OTK/II0YNTL OKHO CBOIACTB  OTK/IOYAET OKHO CBOWCTB 3KpaHa Ha NaHenm ynpasfeHus. Eciv aToT napameTp

SKpaHa Ha naHesiu BKJ/IHOYEH, OKHO CBOIACTB 3KpaHa Ha MaHesn ynpas/ieHUs1 UCMOJIb30BaTb HEBO3MOXHO.

ynpasnexus Mpwv NonbITKe OTKPbITb OKHO CBOICTB 3KpaHa 0TobpaxaeTcs CO0OLL eHVe O TOM, YTO
BbINOJIHEHME 3TOr0 AENCTBMSA 3anpeLl,eHo O4HMM U3 NapaMeTpos.

CKpbITb BKNaaKy Ypansaet Bknagky "MapameTpbl" 13 OKHa CBOWCTB aKpaHa.

"MapameTpbl”

3anpeT u3MeHeHusi TeMbl  TOT NapameTp OTK/IHYAET KOJIIEKLIO TEM HA MaHe/M ynpas/ieHns nepcoHanu3aumen.
3anpeT u3MeHeHus cTuneil  3anpelyaet Nosb30BaTesIsIM UM NMPUIOKEHNSIM U3MEHSATL CTU/IM 0COPMIIEHNS

0hOPM/IEHUS OKOH 1 [VanoroBbIX OKOH M KHOMOK, OTOGPaKaeMbIX Ha SKpaHe KoMMboTepa.
KHOMOK
BkntoyeHue 3acTaBku Bk/toyaeT 3acTaBky paboyero ctosnia. Eciv 3T0T napameTp OTK/I0YEH, 3acTaBKu He

3anyckatoTcsa. Kpome Toro, 3ToT napamMeTp OTK/oYaeT pasgen "3actaska” B
[VanoroBoM OkHe "3acTaBKka' Ha NaHessx ynpasfeHns nepcoHanmsaumeid umm
CBOlicTBaMM 3KpaHa. BcneactBue aToro Nosb3oBartes M He MOryT U3MEHSATbL napameTpbl

3acTaBKu.
3anpeT nameHeHus UuBeTa u OTK/HOYaET cTpaHuly "LiBeT" (Wnm "LiBeT okHA'") Ha naHenun ynpasieHus
opopmieHUst nepcoHasm3aumen uam ouanoroBoe OkHO "LiBeToBas cxema" Ha naHem yrnpasieHust

9KpaHOM, ec/im KOMMOHEHT NepcoHaM3aumn HefocTyneH. 3TOT napameTp 3anpeLaet
nosib30BaTesIsIM MCNO/b30BaTb NaHe b yNpas/ieHns 415 USMEHEHUS LiBETa NaHem
3aga4d 1 rpaHuupl okHa (B8 Windows 8), upeTa cTek/sHHOro okHa (B Windows Vista n
Windows 7), CUCTEMHbIX LIBETOB WM LBETOBLIX CXeM A1 paboyero cTosia 1 OKOH.

3anpeT ameHeHus poHa  3anpellaet USMeHSATb UM [,06aBNATL OH paboyero cTona.
pab6ouero ctona

3anpeTt u3amMeHeHus 3HaukoB 3anpeLl,aeT Nosib3oBaTeNnsiM N3MeHATb 3HaYKM paboyero ctosna.
pabouero cTona

3anpeT U3aMeHeHus 3anpeLlaeT nosib3oBaTeNsiM N3MeHATL yKasaTem MbiLln.
yKa3aTer|e|‘/’| MbILLN
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3anpetnTtb N3MeHeHune
3acTtaBku

3anpell aeT OTKpPbITE OKHA "3acTaBKa" Ha MaHesnsix ynpaBfieHnsi nepcoHamsaumeii
WM CBOICTBAMU 3KpaHa.

3anpeTt nsmeHeHus 3ByKOB

3anpeL aeT no/b30BaTe/NIsIM 3MEHSATb 3BYKOBYIO CXEMY.

3almTa 3acTaBku €
NOMOLLB0 Napons

OnpegenseT, f0/HKHA /I UCMO/b30BaThCA 3aLlMTa 3acTaBKy C NOMOLL, b0 Maposid Ha
3TOM KOMMblOTepe. Ec/in Bbl BKOYAETE 3TOT NapameTp, BCe 3acCTaBKM 3alluialTcs
naposieM. Ecnv Bbl OTK/IIOYaETe 3TOT NapamMeTp, BKIYNUTL NaposibHYO 3aLuty KaKoii-
INB0 3acTaBKM HEBO3MOXHO.

Paspewnts 0630p ceTn AN 3T0T napamMeTp NO3BOJIAET NOJib30BaTE/IAM MCMNO/b30BaTb MacTepP YCTaHOBKU

noncka npuHTEPOB

NPVHTEPOB A1 NMoMCKa 06LLMX NPUHTEPOB B CETU.

PaspewmTts 0630p 06LEero
Beb-calita ¢ uenbio noncka
NpUHTEPOB

[lo6aBnseT cCbifky Ha CTpaHuuy VIHTepHeTa um MHTpaceT B OKHO MacTtepa
YCTaHOBKW NPUHTEPOB. 3TOT NapameTp MoSMTVKMA NO3BONSET HANPaBuTb Nosb3oBaTenel
Ha BE6-CTpaHuLly, C KOTOPO MOXHO yCTaHaBMBaTb NPUHTEPDI.

OTKOUNTE yNpasneHne

70T NapamMeTp No3BOJISIET M3MEHNTL NOPAAOK YNPaB/IEHNS] MTPUHTEPOM,

NPUHTEPOM, NCMONb3YEMbIM CMONb3YEMbIM MO YMOSTYaHUIO.

Nno yMOJI4aHMI0, CO CTOPOHbI
Windows

3anpeTuTb fob6asneHue
NpVHTEPOB

3anpelL,aet UCMNo/ib30BaTb U3BECTHbIE METO/bI [/151 YCTAHOBKYM SIOKA/IbHBIX U CETEBbIX
MPVHTEPOB.

3anpeTuTts ypaneHue
npuHTEPOB

Ecnn Bbl BKAOYMUTE 3TOT NapamMeTp, Nonb30BaTenin He CMOryT yAanATh JIoKaslbHbIE U
CEeTeBbIE MPUHTEPDI.

CKkpbITve cTpaHuubl goctyna [laHHblil napameTp yganseT ctpaHuly "[ocTyn K nporpaMMam 1 napameTpsbl no

K nporpaMmmMam v

yMonyaHu" 13 naHenn ynpasseHus "lMporpammel’. B pesysibtare nosib3oBaTenn He

napameTpos Nno ymo/HaHuio \oryT npocMatpmeaTb UN U3MEHSTL COOTBETCTBYIOLL YO CTPaHULY.

CKpbITb CTpaHuLy
"MonyveHne nporpamm™

3anpell aeTt nonb3oBaTesiAM NpocMaTpyBaTh UM ycTaHasmMBaTb Ony6MKoBaHHble
nporpamMmmbl U3 ceTn. TOT napameTp 3anpeLy,aeT nosb3oBartensamM 4OCTYN K CTpaHuue
"MonyyeHve nporpamm" KOMMoHeHTa "lMNporpamMmbl” Ha NaHenun ynpasfieHnsa B BUAeE Nno
KaTteropuawm, "lporpaMmmbl 1 KOMMOHEHTLI" B KNacCUYeCcKoM BUAe, a Takke 3agadu
"YcTaHoBKa HOBOI nporpaMmbl U3 cet”. CipaHuua "lMosyyeHve nporpamm”
COZLEPXUT CMUCOK 0Ony6/IMKOBaHHbIX NPOrpamMM 1 NO3BOSIAET /IErKO yCTaHaB/MBaTb UX.

CKpbITb CTPaHULY
"YcTaHOB/EHHbIE
06HOBNEHNA"

[aHHbIn napameTp 3anpeLyaeT nosib3oBartesisiM AOCTYMN K CTpaHuLe "YCTaHOB/EHHbIE
06HOBNEHUS" 3aga4m "TIpOCMOTP YCTAHOB/IEHHbIX OBHOBNEHUIA".

CKpbITb CTPAHULY
"Mporpammbl 1
KOMMOHEHTHI"

[JaHHbIi NapameTp 3anpeLl,aeT no/b30BaTensM 40CTyn K KOMNOHEHTY "MporpaMMbl 1
KOMMOHEHTLI" A1 NPOCMOTPA, YAANIEHUs!, U3MEHEHUS! UM BOCCTAHOB/IEHWS NPOrpamMm,
KOTOpble YXXe YCTaHOB/IEHbI HA KOMMbIOTEpE.

CKpbITb NaHesb
ynpasneHus "fMporpammbl

3T0T NapameTp npefoTspaLlaeT UCNosb30BaHne Nnosb3oBaTesiAmMn naHenu
ynpasneHua "Mporpammbl” B BUAE MO KaTeropusam 1 "TporpamMmmbl 1 KOMMOHEHTLI" B
Knaccuyeckom Bue.

CKpbITb "KOMMOHEHTHI
Windows"

3T0T NapameTp 3anpeLlaeT UCMnosb30BaHve Nosb3oBaTeNnsaMu 3agaqun "BroyeHve un
OTK/I0YEHNEe KOMMNoHeHToB Windows" naHenn ynpasnieHus "Tporpammbl” B BUAE NO
Kateropuam, "lMporpamMmmbl 1 KOMNOHEHTLI" B KNacCU4YeCcKkoM BUAE U KOMMOHEHTa
"MonyyeHve nporpamm”. B pesysnbTate nosb3oBaTesiM He MOryT NpocMaTpuBaTh,
BK/IIOYATb M BbIK/IHOYATb Pa3/iMyHble KOMMOHEHTbI 1 Cyx6bl Windows.

CkpbITb "Windows
Marketplace"

10T NnapameTp 3anpeLLaeT UCrnosb3oBaHue nosb3osateniamu 3agadyum "lMonyynts
HoBble nporpammbl ¢ Windows Marketplace" naHenn ynpasneHus “lMporpammsl” B
BUae no Kareropuam, "lMporpaMmbl U KOMMNOHEHTLI" B K/IACCUYECKOM BUAeE, a Takxe
KomnoHeHTa "lNoslyyeHve nporpamm".

CKpbITb NapameTpbl
afMVHUCTPUPOBAHMNA B
naHesnu "AsbIK U
pervoHasibHble ctTaHgapTbl”

3T0T NapameTp ybupaeT napameTpbl 84MUHUCTPUPOBAHUS U3 3/IeMeHTa NaHesnm
ynpas/ieHns "PervoHasibHble ctaHgapTtel’. K napameTtpam agMUHUCTPUPOBaHUA
OTHOCATCS MHTEpdeliChI 415 3a[aHns A3blka CUCTEMbI U KOMMPOBaHUS NapamMeTpoB B
YUeTHYI0 3anuncb nonb3oBatesis o ymonyaHuio. OfHako 3ToT napameTp He
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3anpeLy,aeT afMUHUCTPATOPY UK ApYTroMy NPUMIOKEHWIO N3MEHATb 3TV 3HAYEHNS
MPOrpamMmmMHbIM NyTeM.

CKpbITb NapameTp
M3MEHeHNs JaHHbIX 0
reorpacdmyeckom
pacnonoxeHnu

10T NapameTp ybrpaeT BO3MOXHOCTb U3MEHATb fiaHHble O reorpadmyeckom
pacnosiokeHnn nosb3oBaTesia U3 afieMeHTa naHen ynpasieHns "PervoHasibHble
CcTaHAapThbI".

CKpbITb MapameTpbl
BbI6Opa A3bIKOBO rpymnmbl

3T0T NapameTp youpaeT BOSMOXHOCTb U3MEHUTL A3bIK MEHIO U AMa/I0rOBbIX OKOH
No/sb30BaTeIbCKOro MHTepchelica U3 afiemMmeHTa naHem ynpasneHms "HA3bik 1
pervoHasibHble cTaHAapTbLI .

CKpbITb NapameTpsbl
BbIGOPA 1 HACTPOIAKM
permoHabHbIX NapaMeTpoB
nosib30BaTess

JT0T NapameTp ybupaeT nHTepelic permoHasibHbIX JOpPMaToB 13 3/IEMEHTA NaHe M
ynpassieHusa "PervoHasibHble cTaHgapTsl”.

OrpaHnyeHus Desktop:

Nmsa

OnuncaHune

CKpbITb 3HAYOK "CeTeBble
pasmeleHns" Ha paboyem
cTone

YpanseTt 3Ha4vok "CeTeBble pa3MmeLleHns” ¢ paboyero ctona.

Ypanutbe mactep O4YMCTKU
pabouero ctona

3anpelL,aeT no/b3oBaTesIsIM UCMo/b30BaTb MacTep OUMUCTKM padodero ctona. Ecim
BK/IIOUMTb 3TOT MapameTp, To MacTep OUNCTKM paBGoyero ctosia He 3anyckaeTcs
aBTOMaTMUECKU Kaxable 60 gHeli Ha paboyeii cTaHUMKM Nofb3oBaTtess. Kpome Toro,
no/ib30BaTe/lb HE CMOXET NOJTyYnTb AOCTYN K MacTepy OUMCTKM paboyero cTona.

Ypanutb 3Ha4okK
"KomnbloTtep" c pabouyero
crona

OTa no/mTrKa cKpbIBaeT 3Ha4oK "KomnbioTep" ¢ paboyero c1osia U U3 HOBOrO MEHH0
"Tyck". Kpome Toro, oHa CKpbIBaeT CCbIfKM Ha "KomnbioTep" B BEG-NpeacTaBNeHNaX
BCEX OKOH NPOBO/AHUKA M CKpbiBaeT "KoMnbioTep” B 06/1acTv AepeBa narnok
nposoAHuKa. Ecam nonb3oBaresib nepemelaetcd B nanky "Komnblotep” ¢ NnoMoL, bio
KHOMKY "BBepx", Korga 3ToT napaMeTp BK/OYEH, TO OH YBUAMWT NYCTYIO nanky
"KomnbloTep". 3T0T napameTp AaeT BO3MOXHOCTL afMUHUCTpaTopaM 3anpeTuTtb
nonb3oBatesisiM NPOCMOTP nanku "Komnblotep" B 310V 060/104Ke U NO3BONAET
nokasblBatb Nnosib3oBarensM 6osee NpocTyto cpedy paboyero ctona. Ecam Bkountb
3TOT NapamMeTp, To nanka "KomnbloTep" cKpbiBaeTcs Ha paboyem cTosie, B HOBOM
MeHIo "Tlyck", B 06nacm AepeBa nanok NPOBOAHMKA U B BEO-NpeAcTaBeHUAX
npoBogHuKa. Ecnv nonb3oBarenis cymeeT nepeiitm B nanky "KomnbioTep"”, T0 oOHa
OKaXXeTCs NycToil.

YpanuTb nyHKT "CBoiicTBa”
N3 KOHTEKCTHOTO MEHI0
3Hauka "[lokymeHTb!"

JT0T NapaMeTp CKpbIBAeT MYHKT MeHI0 "CBolicTBa" B KOHTEKCTHOM MEHI0 3Hauka "Mowu
OOKYMEHTLI".

3anpeTuTts gobasneHue,
nepeTackmBaHue u
3aKpbiTve naHenei
WHCTPYMEHTOB NaHenu
3agad

3anpeLyaeT nosb3oBarTesIIM MaHUMYIALUN C NaHeNAMN MHCTPYMEHTOB pa6oqero
cTona. Ecnm BkMoYNTL 3TOT NapameTp, TO Mosib3oBartesii He CMoryT ,Cl,06aB}'IFITb Ha
pa60qu7| CTOJ/1 NAHEeNM NHCTPYMEHTOB WK yaanaTb ux. Kpome Toro, nosb3oBaresiv He
CMOryT nepetackmeatb naHes/in UHCTPYMEHTOB Ha 3akKpernsieHHYH NMaHeslb Win C Hee.

Ypanuts 3Havok "Kop3suHa"
¢ pabouero ctona

Ypanset 60/bLUMHCTBO 3HAYKOB "Kop3uHa'. 3TOT napameTp yaaiseT 3Hau0oK
"Kop3uHa" ¢ paboyero ctona, U3 NPOBOAHUKA, 13 MPorpaMm, UCMNO/b3YHOLUX OKHA
NPOBOAHMKA, U 13 CTaHA4APTHOIO AMasioroBoro okHa "OTKpbITh".

CKpbITb 3HAYOK Internet
Explorer Ha pa6oyem ctone

Ypanset 3Hauok Internet Explorer ¢ pa6oyero ctona n us naHenu "BbICTpbIin 3anyck”
Ha naHesnn 3ajau.

CKpbITb U OTK/IHOUNTL BCE
AJ/IEMEHTDbI pa60qer0 CTona

Y6upaeT ¢ paboyero cTona 3Hauku, ApabIkM U gpyrue Ucnosb3yemMble No yMOHaHuIo 1
onpegerieHHble Nosib3oBaTesieM 3/1eMeHTbI, B TOM yucsie “MopTdens”, "KopsnHa',
"Komnbilotep" u "CeTeBble pa3MeLleHns”.
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Ypanunts NyHKT "CBoiicTBa"

N3 KOHTEKCTHOTO MEHIO
KoMnoHeHTa "Kop3nHa"

YpansaeT nyHKT "CBoiicTBa" U3 KOHTEKCTHOTO MEHI0 KOMMOHEHTa "Kop3unHa'.

Ypanuts nyHKT "CsolicTBa"

N3 KOHTEKCTHOTO MEHI0
3Hayka "Komnblotep"

JTOT NnapameTp CKpbIBaeT NyHKT "CBONCTBA" B KOHTEKCTHOM MEHIO 3HayKa
"KomnbloTep".

CKpbITb Nanky Active
Directory

CkpbiBaeT nanky Active Directory B nanke "CeTeBble pa3smeLl,eHns".

3anpemmTb HacTpPOIiKy
naHefei NHCTPYMEHTOB
pabouero ctona

3anpell aeT no/b3oBaTesIIM HACTPONKY A/IMHbI NaHe e MHCTPYMEHTOB paboyero
cTonia. Kpome Toro, nosib3oBatesin He MOryT 3MEHSATb MOJIOKEHNE 3/IEMEHTOB W/
naHeneli IHCTPYMEHTOB Ha 3aKpPen/IeHHbIX NaHessix.

YaannTb 3Ha4oK “"Moun
[OKYMEHTLI" C paboyero
cTona

Ypanset 60/bLUMHCTBO 3HAYKOB "MOK AOKYMEHTHI".

Bkntounts Active Desktop

BkouaeT pabounii cton Active Desktop 1 3anpeLlaeT nosib3oBaTensM ero
OTK/IIOUEHME.

OTktountsb Active Desktop OTkarouaeT pabounin cton Active Desktop 1 3anpellaeT nonb3oBaTeIsM ero

BK/TKOYEHNE.

3anpetTte N3MeHeHus

3anpeLyaet nosib3oBaTeNsiM BK/KOYaTb UK OTKoYaTb Active Desktop uim nsmeHs s
KoHdmrypaumio Active Desktop.

3anpemTb go6aBneHne

3anpelyaet nosib3oBaTensM 406aBATb BEO6-COAepPXMMOe Ha pabounii cton Active

3N1EMEHTOB Desktop.

3anpetmtb 3akpblTvie 3anpeLyaeT nNosb30BaTeNaM yaansiTb BE6-COAEPXKMMOE CO CBOMX paboynx CTOMOB
3/IEMEHTOB Active Desktop.

3anpemTb N3MeHeHne 3anpeLy aeT Nosb30BaTe/IIM U3MEHATL CBOWCTBA 3/IEMEHTOB BE6-COAEPKMMOrO Ha
3/1IEMEHTOB cBoux paboyumx ctonax Active Desktop.

3anpewmTs yaaneHvue 3anpell aeT nonb3oBaTensM yaanats Be6-cofepKMmMoe CO CBOVX paboyunx CTo/10B
3/IEMEHTOB Active Desktop.

OTK/IOUYNTL BCE 3/IEMEHTHI

Ypanset cogepxmmoe paboyero ctona Active Desktop 1 3anpeLyaeTt nonb3oBartesisiM
[ob6aBnieHne cogepxmmoro paboyero ctona Active Desktop.

[06aBUTb N Yo/ UTb
3/IEMEHTD!

[o6aBnsieT n yaansieT ykazaHHble 3/lEMeHTbI BE6G-COAEpKMMOro.

OrpaHuyenmns Network:

s

OnucaHune

3anpeTt NoAK/IYeHNs U
paspbiBa NOAKAYUEHUSA
yaaneHHoro goctyna

OnpepensieT, MOTyT /M NOJb30BAaTENN YCTAHOBUTL WM pa3opBaTtb NOAKYEHUS
yAaieHHoro goctyna. Ecnm BkAUUTL 3TOT napameTp (M napameTp "BkoynTb
napameTpbl CeTEBbIX NOAK/MOYEHNI A5 aAMUHNCTPATOPOB"), ABOMHOM LU, €HO0K 3HaYKa
He felicTBYET, 1 MyHKTbl MEHIO A1 BK/IIOYEHUS U paspbiBa 6yayT 3anpeLl eHbl 415
BCEX Nofib30oBatesiel (BK/aoYas agM1HUCTPATOPOB).

3anpeTuTts ypaneHue
MOAK/IHOYEH U yaaNeHHOro

Onpegensiet, MOryT /i1 No/b30BaTe/ N yaaisTh NOAK/NOUEHNS YAaIEHHOTO AoCTyna.
Ec/m BKMOYMTL 3TOT NapaMeTp (M napameTp "Pas3peLinTb napameTpbl CETEBbIX

Aoctyna NoAKNYEHUIA AN aAMUHUCTPATOPOB"), Nosib3oBaTenv (BK/oUYas agMUHUCTPATOPOB)
He CMOryT yAansaTb NOAKMOYEHNS yAaneHHoro focTyna nonb3osaresneii. 10T
napameTp Takxke OTK/loHaeT KomaHay "YaanmTb" KOHTEKCTHOrO MEHHO MOAK/IHUEHWIA
yAa/IeHHOro A0ocTyna 1 MeHio "daiin” B nanke ceteBbIX NOAKOYEHWA.

3anpeTuTb OnpegenseTt, MOTyT i1 NOJIb30BAaTENV NEPENMEHOBATL X YaCTHbIE NOAKIOYEHUS

nepenMmeHoBaHne 4YaCTHbIX

yZa/ileHHoro AocTyna.
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NOAK/YEHWI yaaneHHoro

Aoctyna

Bo3moxHOCTb yaanuTb Bce OnpegesnifaeT, MoryT /i Nonb30BaTesin, He ABALWnecs agMuHicTpatopamu,
NOAK/MIOYEHNA YAAIEHHOTO  fepenMeHOBaTb BCE MOAKIUYEHNA YAaIeHHOrO AOCTyna nosib3oBaTeneii.
AocTyna nonb3oBartenien

3anpeT gocTyna K NyHKTy OnpepgensieT, 6y4eT /M BKOUEH NYHKT "HacTpolikn yaaneHHoro goctyna" MeHo

"HacTpoiikv yaaneHHoro " [1ono/IHUTENLHO" NanKu CETEBbLIX NMOAK/IOUEHNIA.

pocTyna" MeHio

"[onoNHNTENIbHO"

3anpeT gocTyna K OnpegenseT, MOryT /M NO/Ib30BaTe I U3MEHATL CBOWCTBA MOAK/IHOYEHWIA JTOKasTbHOM

CBOICTBAM NOAKNOUEHNA  ceTn. DTOT NapameTp onpeaensert, 6yeT /i1 BKIoUYEH 3NeMeHT MeHio "CBoiicTea" 1,

NokaneHoM ce COOTBETCTBEHHO, ByAET N1 AOCTYNHO NO/Mb30BaTENIAIM ANa/IOrOBOE OKHO CBOICTB
NOAK/IIOYEHNI NOKASIbHOWN CeTw.

3anpetnTtb 3agaet, MOryT M No/b3oBaTeNIM HacTpaveaTh AONOMHUTENbHbIE napameTpbl TCP/IP.

A0N0/IHUTE b HblE Ecnm paspelwnts 3T0T napameTp (M paspellmnts napameTp "PaspeLunts HaCTPOKK

HacTpoiikn TCP/IP CEeTEBbIX MOAK/MOUEHWIA A1 aAMUHUCTPATOPOB"), KHOMKa "[loNoNHUTE/NLHO" B

AnanoroBom okHe cBoiicTB TCP/IP 6yaeT 3anpeLleHa BCEM N0/b30BaTe/IAM (BKIHOYas
agMuHMCTpaTopoB). B pesynbTarte nosb3oBaTteni He CMOTYT OTKPbITb CTPAHULY
CBOICTB A0MOMHUTENbHBIX NapameTpoB TCP/IP 1 nsmeHnts napameTpsl IP, Hanpumep
nHdpoopmaupio o cepsepax DNS 1 WINS.

3anpeT gocTyna K nNyHKTy 3agaeT, 6yaeT i NyHKT "[onosiHuTebHble NapameTpb!” MeHto "AononHuTeNsHo" ANns

“flononHnTenbHble ceTeBbIX MOAK/OYEHWI pa3peLleH 415 afMUHUCTPaTOpPOB.

napameTpbl” MEHI0

"[onosiHnTENLHO"

B03MOXHOCTb OnpepensieT, MOTyT /M NOMb30BATENN, HE ABMAKOLLMECH afMUHUCTPATOPaMM,

nepenmenosatb neperMeHoBaTb NOAK/OYEHNE NIOKaIbHOW ceTn. Ecm Bbl Bk/lOYaeTe 3TOT napaMeTp

NOAK/IOYEHNSA NOKANBHON  noanTVKK, doyHKLMA "MeperMeHoBaTh" BKIYAETCA A/1S NOAKMOUYEHWI NIOKAbHOV

cem cemn. MNosb3oBate/nv, He ABMSOLWNECS aaMUHUCTPATOPaMK, MOTyT NepeMMeHoBaTh
NOLK/OYEHNS IOKASIbHOW CETU, L, e/IKHYB 3HAYOK MOAK/IIOYEHUS NN NCMO/b3YS MEHIO
"daiin'.

3anpeTuts fobaeneHre n  3afaeT afMUHCTPATOPaM BO3MOXHOCTL 4,06aB/ATh U YAaIATh CETEBbIE KOMMOHEHTbI

yAaneHue KOMNOHEHTOB a5 LAN 1 yaaneHHOro nofk/moyeHns. 3Ta HacTpoiika BUAET TOMbKO Ha

ana HOKaﬂbHOVlv cem (LAN) agMUHMCTpaTopoB. Ecnm paspelnts 3TOT napameTp (M paspewmnTs napameTp

¥ NOAKNIOHEHNN YAANEHHOTO "Pg3pelnTh HACTPOWMKN CeTeBbIX NOAK/MOUYEHUI A1 aMUHUCTPATOPOB"), KHOMKN

Aoctyna YCTaHOBKM 1 ya/IeHNA KOMMOHEHTOB MOAK/IIOUEHWIA By Ay T 3anpeLw eHbl, 1
aIMUHMCTPATOPbI He MoslyyaT A0CTYN K CeTeBbIM KOMMOHEHTaM MacTepa KOMMOHEHTOB
Windows.

Bo3MoXxHOCTb yaanuTL Bce  Onpefenser, MoryT /v No/fb30BaTesiM yAa/mMTb BCE NOAK/IOUEHNS Y AaNIEHHOTO

NnoAK/TYEeHNA yaasieHHOoro AOCTyna_

AocTtyna nosib3oBarenen

3anpeT usmeHeHwus cBoiicTB OnpedensieT, MoryT /i No/b30BaTeNM NPOCMATPMBATL MU M3MEHSITbL CBOMCTBA UX

HacCTHOro noAkNKveHnA YyacTHbIX NOAK/OYEHUI yAaIeHHOro AocTyna.

yaaneHHoro aocryna

BO3MOXHOCTb U3MEHUTb  OnpeaensieT, MOryT /i1 No/b30BaTe/M NPOCMOTPETb MM M3MEHUTL CBONCTBA

CBOWCTBA BCEX NOAK/MIOYEHNI yaaneHHoro AoCTyna, AOCTYMNHblE BCEM MN0/Mb30BaTENIM KOMMbIOTEPA.
nosib30oBaTeslbCKUX

MOAK/OYEHWNIA yaaneHHoro

focryna

3anpert gocTyna K Onpegenset, MOryT /M NOJIb30BaTE/NM NPOCMATPUBATL Y U3MEHATL CBOMCTBA

CBOICTBAM KOMMOHEHTOB  KOMMOHEHTOB, UCMO/b3YEMbIX YACTHLIMW NOAKMOUYEHUAMU UM NOAKIHOUYEHUAMU

No/K/IIOYEHUI yjaNeHHOTO  ynaneHHOro AocTyna BCex nosb3oBateseil. SToT napaMeTp onpeaenser, MoXeT /in

Aocmyna kHornka "CBoiicTBa" A/11 KOMMOHEHTOB UCMOJIb30BaTLCS YaCTHLIMU MOAKIHYEHNSIMM
WM NOAK/IIOYEHUSMU YA a/IEHHOTO A0CTyNna BCEX Nosib3oBatesieil.
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BkitoueHne napameTpos
ceTeBbIX NOAKNIOYEH N
Windows 2000 ans
aAMVHUCTPaTopoB

OnpegensieT, MOXHO M napameTpbl cemeictBa Windows 2000 Sener npyMeHUTb K
agMuH/CTpaTopam.

3anpert gocrtyna K
cBolicTBAM KOMMOHEHTOB
NoAKHYEHNIA TOKAsIbHOA
cetn

Onpegensiet, MOryT /i1 aAMMHUCTPATOPb! UM ONepaTopbl HACTPOVKM CETU M3MEHUTL
CBOVCTBa KOMMOHEHTOB, WCMO/b3YEMbIX MOAKIOUYEHNEM IOKA/bHOW ceTn. 3ToT
napameTp onpegenset, 6yaeT M BKloueHa KHorka "CBoiicTBa” A1 KOMMNOHEHTOB
NOAKMHOYEHUS NIOKA/IbHON CEeTw.

B0O3MOXHOCTb
BK/IlOYEHUA/pa3pbiBa
NOAK/II0YEHUS NTOKa/TbHOW
cetm

OnpepensieT, MOryT /M NO/b30BaTENN BK/HOUYATL/pa3pbiBaTh NOAKIOUEHUS /IOKA/IbHOM
cemm. Ecnm BKIIOUUTL 3TOT NapameTp, nosb3oBaresin (Bkayasa HealMUHUCTPATOPOB)

CMOryT BK/llOUATb M pa3pbiBaTb MNOAK/MOUYEHUS fIOKasbHOM ceTu. Monb3oBatenu MoryT

BK/IIOUNTL/pa3opBaTb NOAKMOUYEHNE NOKASIbHON CeTU ABOMHBLIM UN NPaBbIM LLLe14KOM
3Ha4yKa NoAKAKYEHMS, NN UCNO/b3Yst MeHKo "daiin”.

3anpeTutb NPOCMOTP
COCTOSIHUSI aKTUBHbIX

Onpegensiet, MOryT /i1 NoMb30BaTe/ N BUAETb COCTOSIHNE aKTUBHOIO MOAK/IOUEHNS.
CocTosiH/E NOAK/TOYEHNS JOCTYMHO U3 3HAUYKA COCTOSIHMS NMOAK/OUEHNS Ha naHeu

noak/o4eHui 3aja4y Wi U3 AManioroBoro OKHa COCTOAHMSA. [MasioroBoe OKHO COCTOSIHWSA OToOpaxkaeT
NHJoPMALMIO O NOAK/NOYEHUN U ero aKkTMBHOCTU. OHO TakXe npefocTaB/isieT KHOMKM
paspbiBa NOAKIHYEHNS U HACTPOWMKN Er0 CBONCTB.

B03MOXHOCTb Onpegfenset, MOryT /i1 NO/b30BaTENM NePenMeHoBaTb NOAKNOYEHNSA NIOKaUIbHON CETU

nepemmeHoBatb WM NOAK/TIOYEHUA YAA/IEHHOrO A0CTyNa BCEX Mosib3oBartesiein. Ecim BkIoUnTL 3T0T

NOAK/IOYEHNSA NIoKabHOM
ceTn NN NOAKMYEHUS
yAaneHHoro goctyna,
[LOCTyMHbIE BCEM
nosib30BaTensam

napameTp, dyHkuma "TepenmeHoBaTh" BKlOYAETCA A9 BCEX NOJb3oBaTeneii.
Monb3oBartenn MOryT nepenmeHoBaTtb NOAKMOYEHUSA, LW eNKHYB 3HaYOK MOAK/I0YEHUA
WM UCNOMb3YSa MeHK "daiin”.

3anpet
BKJ/TIOUEHUSA/OTKIIOHYEH A
KOMMOHEHTOB /I0KasbHOM
cetn

Onpegenset, MOTYT I a4MUHUCTPATOPbI BK/OYATL Y OTKHOYATb KOMMNOHEHTHI,
NCNoMb3yeMble JIOK&UTbHbIMU NOAKI0YEeHNAMU. Ecnv BKNOYNTL 3TOT napameTp (1
BK/IIOUMTL NapamMeTp "Bkunts napameTpbl CETEBLIX MOAK/OUEHWA AN
aMUHMCTPATOPOB"), qUIaXKKN 019 BKIIOYEHNS U OTK/IIOYEHUS KOMMOHEHTOB
oTK/IoYaloTCA. B pesynbTtate agMUHUCTPATOPbLI HE MOTYT BK/IIOYNUTL U OTKIKOYNTL
KOMIMOHEHTbI, UCMOJIb3YyEeMble MOAK/THYEHNEM.

3anpert gocrtyna Kk macrtepy
HOBbIX MOAK/THOUEH W

Onpepensiet, MOryT /M NO/Ib30BaTE NN UCNO/Mb30BaTL MacTep CO34aHUA HOBbIX
NOAK/THOYEHWIA.

3anpemmTb
nosib30BaTes1bCKY0
HaCTPOWKY aBTOHOMHbIX

goaiinoB

3anpell aeT nofb3oBatesiiM BK/lOUYaTh, OTK/IOUATb UM U3MEHATL HACTPOKM
ABTOHOMHbIX (PAI/IOB.

Ypanute KomaHay
"PaboTaTtb aBTOHOMHO"

JTOT napameTp yaanseT komaHay "PaboTatb aBTOHOMHO" 13 NPOBOAHMKA, 3anpeLyas
Nosb30BaTeNsAIM BPYUHYHO BblIOUpaTh OnepatuBHbIM UM aBTOHOMHbIA PeXUM
MCNO/b30BaHNA aBTOHOMHbIX (halinos.

Ypanuts komaHay "Caenatb
OOCTYMHbIMW aBTOHOMHOQ"

OTOT NapameTp 3anpeLlaeT nosb3oBaTessivM NnepeBoanTs ceTeBble dalifibl 1 Nanku B
aBTOHOMHbIA pexvm. Ecnun Bbl BK/KOYaeTe 3TOT NapameTp NOUTUKKM, NOMb30BaTENN He
MOryT oTMeuaTb doavisibl 415 COXPaAHEHNA UX Ha KOMMNbloTepe A8 AasbHENLero
NCNO/Mb30BaHNA B aBTOHOMHOM pexumMe. Tem He MeHee, 3TOT napameTp He 3anpeLyaet
Windows coxpaHsiTb SIoKa/lbHble KON ¢iainioB, XpaHsLw,uxca Ha 06l X CeTeBbIX
pecypcax, A/19 KOTOpbIX 3a[aH0 aBTOMaTMYeCcKoe K3LlnpoBaHue.

3anpetmTb JOCTyn K
MacTepam NoAK/IYeHN
Windows Connect Now

JT0T NapamMeTp 3anpeLy,aeTt 4oCTyn K MacTepam nogkodeHnii Windows Connect Now

(WCN).

OrpaHnyeHus Start menu and taskbar:
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Nmvs

OnucaHune

Y[anutb KHOMKY
"OtcTbiKoBKa MNK" N3 MeHto
"Tyck”

Ecnu sToT NnapameTp BKOYEH, KHomMKa "OTcThikoBKa NMK" yaanseTtca U3 ynpoLyeHHoro
MeHt0 "TlycK" 1 KOMMNbIOTEP HEBO3MOXHO OTCThbIKOBATL.

YpanuTb CCblfIKy Ha Nanky
nosb30BaTess U3 MEHHO
“Tyck”

Ecnm ata nonmtvka BklOUEHa, B MeHto "lMyck" He ByaeT oTobpaxaTbCs CCbika Ha
nanky nosb3oBartens.

Ypanutb 1 3anpeTtntb
OOCTyn K KOMaHgam
"3aBepLueHune paboTbl”,
"Mepesarpyska”, "CoH",
"T'mbéepHaumsa" n 3anpeTt
JocTyna K HUM

10T NnapameTp 3anpeLLaeT nosb3oBarensmM BbiMo/HATL U3 MeHKo "ycK" nnm akpaHa
6e3onacHoc Windows cnegyiouive KOMaHabl: "3aBepLueHne paboTsl”,
"Mepesarpyska’, "CoH", "MMbepHaums". [JaHHblii napaMeTp He NpenaTcTByeT
nosib30BaTeNsM BbINOMHATL NporpammMbl Windows, ncnosb3aytoLme 3t dlyHKUMK.

Ypanutb nanku
nosib30BaTe s U3 rMasHOro
MEH!0

CKpblBaeT BCe narnku B Nosib3oBaTtelbCKom (BepxHeM) pasgene meHto "lMyck”. Bce
OCTa/lbHble 3/IEMEHTLI 0TOGPaXKAaTCS.

OTKNIOUNTL Nanku
nporpaMm B MEHH
"HacTpoiika"

JTOT napameTp No3BOMAET yAasiATb NporpamMmmbl U3 MeHto "HacTtpoiika". Ecnn Bbl
BK/llOYaeTe 3TOT NapaMeTp NoUTUKK, nanku "lMaHens ynpasneHua”, "MpuHTteps!” 1
"CeTeBble NoAKMOYEHNS" yaanaTca n3 MeHo "HacTtpoiika" B MeHto "lyck”, a Takxe
13 NpoBOAHMKA N OKHa "KomnbloTep". Kpome Toro, OH 3anpeLyaeT BbINOSHATL
nporpammbl, NpeAacTaB/fieHHble 3TMMK nankamu (Hanpumep, CONTROL.EXE).

YpanuTb CCbISIKY
"O3HaKoOMUTLCSA C OPYTUMU
pesynbTtatamu” nnauv "fMounck
Be3ge"

Ecnn ata nonutvka BKloUYEHa, Npu BbINOIHEHWUW NOJb30BaTe/IeM MOUCKa B Nose
novcka meHto "lNMyck" ccbiika "O3HakoMUTLCA C ApYruMn pesynbTatamu” nnm "rNonck
Be3ae" He byaeT oTobpaxaTtbCs.

Ypanutb MeHK
"3bpaHHOE" N3 raBHOro
MEHI0

3anpel aet nosib3oBaTensMm A06aBATb MeHIO "/36paHHOe" B MeHt0 "TycK" nm
Knaccuyeckoe mMeHio "lyck".

OTobpaxeHne naHenn
"BbICTpbI 3anyck"” Ha
naHenun 3ajad

JTOT napameTp onpeaenseT, byaeT M NaHenb "BbICTPbIA 3anyck” oTobpaxatbcs Ha
naHenu 3agaud.

[o6aBnTb KOMaHgy
"BbINONHUTL" B MeHI0 "TycK"

Ecnn 3TOT napameTp BK/OYEH, B MeHKo "lMyck" 6yaeT gobasnieHa kKomaHaa
"BbINONHNUTL".

Ypanutb ccbuiky "TB-
3anucn” n3 meHto "Myck"”

JT10T NnapameTp No3BOJIAET YA UTL CNMCOK "3anncaHHble Tenenepegadyn” U3 MeHo
"Myck".

OTKIOYNTb KOHTEKCTHbIE
MEeHI0 B MeH1o "lMyck"

3T0T NapameTp No3BOJIAET 3anNpeTTb Nosb30BaTeNIIM OTKPbIBATL KOHTEKCTHLIE MEHIO B
MeHto "lMyck".

YpanuTb CNNCOK BCEX
nporpaMmm B MeHto "Iyck"

Ecnm BKIHOUMTL 3TOT NapameTp, MeHto "lMyck" cBepHeTCa unm us Hero 6yaet yaaneH
CMUCOK BCEX NPUIOKEHWIA.

3akpenuTb naHenb 3agad

JT0T NapaMeTp B/USET Ha NaHesb 3a7a4, Kotopas NpUMeHsieTcs 415 NepekstoyeHns
MeXAY BbINOJHAKLLUMUCA NPUIoKeHnAMKN. MNMaHenbs 3aga4 cogepxut KHomky "lMyck”,
CMUCOK BbIMOJHSAOWLMXCA 3a4a4 U 0651acTe yBeAoMIeHUIA. 10 yMOn4YaHnio naHe b
3a/,a4y pacnosaraeTcs BHU3Y 3KpaHa, HO ee MOXHO NepeMecTUTb K SII060MY Kpaito.
Ecnv naHenb 3afa4 3akpenneHa, U3MeHUTb ee pacrosiokeHve um pasmep
HEBO3MOXHO.

CkpbITb 0651aCTb
yBEIOM/IEHN

ST0T NnapaMeTp BAMSIET Ha BUA 061acTi yBeL0MIEHWI (kOTopas paHblle HasblBaslach
"CUCTEMHOI 06/1acTbH0") Ha NaHenn 3agau.

Ypanutb yacbl U3
cucTeMHoli o6nactu
yBEJOMIEHWUI

OTK/IoYaeT 0TOBpaKeHVE HYacoB B CUCTEMHOL 061acTu yBeoMAeHnA. Ecnm aToT
napameTp BK/OYEH, Yacbl B CUCTEMHOW 06/1aCTV YBEAOM/IEHN HE OTOOPaXKAOTCS.

[MokasbiBaTb KOMaHay
"3anyck oT UMeHu apyroro

JTOT NapameTp 0TOGPaKaeT UM CKPbIBAET KOMaHAy "3anyck OT UMEeHW ApYyroro
nosib3oBatesia” Ha naHes M npuIoXeHns npu 3anycke. Ecnm atot napamveTp
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nosib3oBaTens” npu 3anycke yCTaHOB/IEH, Y NOMb30BaTe/IA €CTb AOCTYMN K KOMaHAe "3anyck OT UMeHn opyroro

nosib30oBaTens” Npu 3anycke 471 NPUIOKEHWIA, NoAAepXMBatoLLUX 3Ty dlyHKLMIO.

3anpeTutb 4OCTYyN K
KOHTEKCTHOMY MEHIO [i/151
naHesnu 3agad

10T napameTp No3BONAET OTK/MOUYNUTL AOCTYN K KOHTEKCTHLIM MEHI0 419 naHesm
3ana4y. Ecnu Bbl BK/lOYaeTe AaHHbIA napameTp NOUTUKU, MEHHD, 0ObIYHO
NosIBAIAOLLMECS MPY L e/uKe NPaBoli KHOMKOM MbILLW NaHeny 3a4a4y U ee 3/1IEMEHTOB,
TaKNX Kak KHorku "lMyck", 4acoB 1 KHOMOK naHesnn 3agay, CKpbIBaloTCS.

Ypanutb KomaHay
"BbINOAHNUTL" N3 MEHIO
"TycK”

Mo3BonseT yganuts KomaHay "BbIinonHUTL" U3 MeHio "Tyck", 6pay3epa Internet
Explorer n gucnetyepa 3agau.

Ypanutb 3Ha40K
"[OKYMEHTbI" N3 MEHIO
"TycK"

JT0T NnapameTp No3BOJAET yAaUTb 3HAYOK "[OKyMeHTbI" 13 MeHo "Tlyck" u ero
noAgMeHt0. Ecnv Bbl BK/IKOUAETE AaHHbI NapaMeTp NOMUTUKK, 3HA4OK "JOoKyMeHTbI"
ypanaetcsa u3s meHro "lMyck" n ero nogmeHio. MNpu BKIKOYEHWM 3TOrO NapamMeTpa
yAanseTcs ToNbKo cam 3Hayok. OH He 3anpeLL,aeT Ucnosnb3oBatb Apyrue Metobl
Joctyna kK cogepxmumomy nanku "IokymeHTsb!".

Ypanute pasgen "Mliogn" c
naHenu sagau

JT1a nonvTrKa no3BoNgeT yaaumtb naHesb "Jllogun” ¢ naHenm 3agad v OTKIOYUTb
nHTepdeiic "Bnnskme nogu".

Yaanuts cnpasky 13
raBHOMO MEHI0

10T NnapameTp No3BONAET yA4a/mMTb KoMaHay "Crnpaska" n3 meHo "Myck". Ecnv Bbl
BK/IIOYaETe AaHHbI NapameTp NosmMTvkKY, KoMmaHga "Cnpaska" yaanseTcsa u3 MeHo
"Myck".

3anpetmTtb N3MeHeHune
napameTpoB naHesnn 3agay
n meHo "lMyck"

3T0T NapameTp NO3BOJIAET 3anpeTuTb U3MEHEHNe napaMeTpoB naHenm 3agady u MeHto
"Myck". Ecnv Bbl BKKOYaeTe 3TOT NapamMeTp NOMUTUKK, NOMb30BaTe/lb HE CMOXET
OTKpbITb OKHO "CBoiiCTBa NaHe/m 3agay".

Ypanutb ccbinky "3arpysku”
13 MmeH "Tyck"

JT0T NapameTp No3BONAET yAaUMTL CANCOK “3arpy3kn” u3 meHio "fyck". Ecnn Bbl
BK/llOYaeTe 3TOT NapameTp NoNAUTUKKN, B MeHI0 "Tlyck" He oToBpakaeTcs CCblika Ha
nanky "3arpysku”.

Yaanutb ccolniky "Bugeo” ns
MeHto "TTyck"

JT10T NnapameTp No3BOJIAET yA4aUTe CCbIKY "Buaeo” n3 meHo "Myck". Ecamv Bbl
BK/IIOYaeTe 3TOT napamMeTp NoSMTUKK, B MeHIo "Tyck” He oTobpaxkaeTcs CCblfika Ha
616MoTEKY BUAEO.

Ypanutb CNUCOK YacTo
NCNoJib3yeMbIX NporpaMmm B

Ecnm aT0T napameTp BK/IOYEH, CNUCOK YacTo MUCMNOMb3yeMbIX NporpaMmm 6yaeT yaaneH
13 meHio "Tlyck".

MeHH "Tyck"
Yaanute ccbiiky "Urpel” 3 ECan 3Ta NONNTUKA BK/OUYEHA, B MeHI0 "lMyckK" He ByAeT 0To6paxaTtbCa CCblfika Ha
MeHo "Tyck" nanky "/rpbl".

Ypanutb ccbinky "Mouvck" n3
MeHt "Tyck"

10T NnapameTp No3BONAET yAaMTb CCbIKy "lonck" n3 meHto "lMyck" n otknoyaet
HekoTopble dlyHKLMX NOVCKa NPOBOAHUKA. Obpatute BHUMaHWe Ha TO, YTO OH He
yaanaet none novcka us meHio "lyck" B Hosom cmne. Ecnuv Bbl BKloYaeTe 3TOT
napameTp NoanTUKK, anemeHT "MNouck" yaansetca ns meHio "lNMyck" n n3 KOHTEKCTHOro
MEHI0, KOTOpPOE NOSABNAETCA NPU LU e/YKe NPaBoil KHOMKOM MbIlW KHOMKK "TTycK".
Kpome Toro, cuctema He pearvpyet Ha Haxatve covyetaHns knasuw Windows+F.

3anpetnTb Nosib30BaTensam
HacTpamBaTb HayaslbHbli
3KpaH

3T0T NapaMeTp No3BONSET 3aNPeTUTbL NOJb30BATENAM U3MEHATL MakeT HauyaslbHOro
3KpaHa. Ecnm Bbl BKOYAETe 3TOT napameTp NosMTUKK, TO MoMb30BaTte/lb He MOXET
BblOMPaTb NPUIOXKEHWE, N3MEHATL pasmep NUTKK, 3aKpennaTb U OTKPensATb 06bIYHYIO
WM BCMOMOTaTesibHy0 MANTKY, NEPEXOAMUTL B PEXUM HACTPOWKK, a TakKe U3MEHSTb
pacrnosioKeHne NnToK Ha HavyaslbHOM 3KpaHe 1 B pasgerse "MpunoxeHua”.

CKpbITb 06LMe rpynnbl
nporpamMmm B MmeHto "lMyck"

Ypansaet anemeHTsl gna npodwmna All Users 13 meHto "lporpammbl” B MeHK0 "Tyck".
Mo ymonyaHuo MeHto "TlporpaMmmbl’ COAEPXKUT 3/IEMEHTbLI HE TOSIbKO 13 Npodmns
nosnb3oBatens, Ho 1 npodmna All Users. Eciv aToT napameTp BK/IKOUEH, B MEHIO
"Tporpammbl” 0TOGpaXKatoTCs TONIbKO 3/1EMEHTbI U3 Npodmsa Nosb3oBatesis.

3anpeTnTb Nonb30BaTesNIAM
yaoansaTb NPUIOXKeHUs U3
MeHt "Tyck"

Ecnn atoT napameTp BK/IIOYEH, M0/b30BaTE/IN HE MOTYT yAau1ATL NPUIOXKEHNS 13
MeHto "Tlyck".
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Ypanutb "CeTeBble
NOAKMOYEHNA" N3 MEHIO

"Myck”

OTOT NapameTp No3BOJSIAET yAa/MTb 31eMeHT "CeTeBble NOAKMOYEHNS" N3 MEHIO
"Myck". Ecnn Bbl BKOYaeTe 3TOT NapamMeTp NOUTUKK, NOMb30BaTeNn He MOryT
OoTKpbIBaTh Nanky "CeTteBble NOAKMOYEHUA".

YpanuTb CMCcoK NporpaMm,
3aKpEen/IEHHbIX B MEHIO
“Tyck”

Ecm aT0T napameTp BK/OYEH, CMUCOK 3aKpern/IeHHbIX MporpaMm yaansetcs u3 MeHto
"Myck". Nonb3oBaTteny He CMOryT 3aKpeniaTb nporpamMmmMbl B MeHto "yck".

[o06aBuTb MYHKT BbIX0o4a U3
CUCTEMbI B [1TABHOE MEHI0

3OTa NoNMTVKa NPUMEHSIETCH TOMbKO K KiacCUYecKoi Bepcun MeHo "lMyck” 1 He BavsieT
Ha MeHto "lMyck" HoBoro cmns. [jo6aBnsieT komaHay "3aBeplUeHne ceaHca
<nUMSA_nosib3oBarens>" B MeHi "lMyck" v 3anpeliaer ee ygasieHne.

Ypanutb CCbINKy
"Mporpammel no
YMO/I4aHUIO" U3 MEHI0

"Myck”

JT10T NnapameTp No3BOJIAET yA4aUTe CNMCOK "TlporpaMmbl N0 YMOYaHNIO" U3 MEHIO
"Myck". Ecnn Bbl BK/KOYaETe 3TOT NapamMeTp NoMTUKKW, CNUCOK "“lporpaMmmbl no
YMOJHaHUI" yaanaeTca U3 ynpoLy,eHHoro MeHio "fyck".

Ypanute meHwo "HepasHue
JOKYMEHTbI" U3 MmeHto "Tyck"

Ypansaet meHio "HegasHve foKyMeHTbI" 13 MeHio "Tlyck". Yaanset meHio "HepasHue
LOKYMeHTb!I" 13 MeHto "lNMyck" knaccuyeckoro suaa.

Ypanutb 3Ha4ok "My3bika"
13 meH "Myck"

JT0T NnapameTp No3Bo/IAET yAaMTe 3HAaUY0K "My3bika" U3 MeHto "Tyck”. Ecnm Bbl
BK/IlOYAEeTe AaHHbI NapameTp NONUTUKK, 3HAYO0K "My3bika" yaansieTcsa U3 MeHIo
"Myck".

Ypanutb cnucok "HegasHO
[o6aBneHHbIe" N3 MEHIO
"TycK"

3TOT NapameTp NO3BONSET OTK/IHOUNTL OTOBPAKEHME CNMUCKA HEAABHO YCTAHOBEHHBIX
nporpamMm B MeHto "lMyck".

Ypanutb "3aBeplueHune
ceaHca" n3 meHto "Myck"

10T napameTp No3BONAET yA4a/MTb KOMaHAy "3aBepLueHne ceaHca
<uUMA_nosb3oBatens>" n3 meHw "lNyck" n 3anpemTs nonb3osaresniam ee
BOCCTaHOB/lIeHNe. Ecn Bbl BK/lOUYaETe 3TOT napamMeTp NoJ/IMTUKN, KoMaH4a
"3aBepLueHve ceaHca <UMS_Nob3oBaTtens>" He oTobpaxaeTcs B MeHi0 "lMyck".
[aHHbIn napameTp Takke yaanseT 3Hadok "OTobpaxaTts komaHay "3aBepLueHune

ceaHca"" u3 napameTpoB MeHio "lMyck". B pe3ynbTaTte nonb3osartesin He MoryT
BOCCTAHOBWTL KOMaHAy "3aBepLueHne ceaHca <nMs_Nosib3oBartens>" B MeHto "[yck".

YpanuTb CCbINKy
"AomaluHasa rpynna” n3
MeHto "TTyck"

Ecnn ata nonutuka BKKOUYEHa, B MeHI0 "lMyck" He ByAeT 0TobpaxaTtbcs ceblika
"domalwHana rpynna’. Kpome Toro, n3 napameTpoB MeHio "lMyck" yaandeTtcs afieMeHT
JoMaltHein rpynnbl. Mo3aToMy nosnb3oBaTesi He CMOryT A,06aBNATL CCbUIKY Ha
[OMaLLHIOW rpynny B MeHo "Tyck".

YpanuTb ccbifky "Tlonck Ha
KoMnbloTepe"

Ecnn ata nonutvka BKOYEHa, Npu BbINOSIHEHWUW NOJIb30BaTe/IeM MOUCKa B Nnose
novcka meHto "lMyck" ccbiika "Tokasatb Bce pesybTaTbl’ He ByAeT 0TobpaxaTbCs.

Jo6aBuTb ccbinky "Mounck B
WHTepHeTe" B MeHI0 "TycK"

Ecnn ata nonntmka BK/IKOYEHA, NPU BbINO/IHEHNN MO/Ib30BaTes/IEM NOUCKa B nosne
noucka meHto "Myck" ccoinka "Touck B VIHTepHeTe" byaeT otobpaxatbcs. C
NMOMOLL,bHO 3TOI CCbIKM OTKPLIBAETCS YCTAHOB/IEHHbIN MO YMOMaHMI0 Gpay3ep ¢
COOTBETCTBYIOLL M MOMCKOBLIM 3aNpOCOM.

Ypanutb 3Ha4vok "CeTb" 13
MeHt "Tyck"

JT0T NnapameTp No3BosAET yaamTe 3Ha40K "Cetb" 13 meHo "Tyck". Ecnv Bbl
BK/IlOYaEeTe [AaHHbIA NapameTp NomTvKK, 3Havok "CeTtb" yaansetcs u3s meHwo "Tyck".

YpansieT ccblfky Ha Be6-
calit LleHTpa o6HOBNEHMSA
Windows n 3anpewiaeT

3T0T NapamMeTp No3BO/IAET OTK/IUNUTL CChITKM Ha LieHTp o6HoBneHus Windows 1
[lOCTYN K HEMy.

A0CTyn K HEMY

OT06pasunTb Mo ymonyaHuio KasnieHaapb ycTaHaB/IMBAETCA COrNacHO A3bIKOBOrO CTaHAapTa
AOMOMHNTE b HbIii orepauyoHHOl CUCTEMBI, a Mosib30BaTe/I MoryT oTobpaxaTts [0MN0oNHUTENbHbINA
kanenfjapb KaneHaapb. 4na A3blkoBbiX cTaHaapToB zh-CN 1 zh-SG gononHuTeNbHbIN KaneHaapb

0TOOpPaXKaEeT /TyHHbI MecsiL, U AaTy U Ha3BaHWs NPa34HMKOB Ha KUTaliCKOM,
YNpPOLL,EHHOE NUCBMO (IYHHbIA KaneHgapb) N0 yMoNYaHnio. 15 A3bIKOBbIX
cTtaHgapTtoB zh-TW, zh-HK 1 zh-MO gononHuTenbHbIl KaneHgapb oTobpakaeT Iy HHbIR
MecsiL, U AaTy 1 Ha3BaHWe NPa3fHMKOB Ha KUTANCKOM, TPaaUUMOHHOE MUCbMO (JTyHHbIN
KasieH4apb) N0 YMO/IYaHWIO.
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3anpetuTtb NnepemMeLleHne
naHesnen MHCTPYMEHTOB

JTOT NnapameTp No3BOJIAET 3anpeTmTb NoJib30BaTe/NIAM Nnepemellatb naHem
WHCTPYMEHTOB. Ec/v 3TOT NnapameTp BK/HOUYEH, NoMb30BaTe/ M He MOryT NepeTackmBatb
naHenn NHCTPYMEHTOB Ha naHenn 3ajad.

3akpenuTb Bce NapaMmeTpsl
naHesnu 3agad

JTOT NapameTp No3BO/ISET 3aKPenuUTL BCe NapaMeTpbl NaHem 3agad. Ecim aToT
napamMeTp BK/IOUEH, NO/b30BaTe/IM HE UMEIOT A0CTyNa K NaHe/ M yNpas/ieHnst naHe nu
3aga4. TakKe OHM He MOTYT U3MEHSITb pasmepbl, Nepemellatb UM U3MeHsTb
pacnofioXeHre naHenei MHCTPYMEHTOB Ha NaHesm 3a4au.

Ypanutb nHankatop
GaTapei

70T NapaMeTp No3BOJISET yAa/Tb MHAMKATOP Gatapeil M3 cuctemMHoi o6nac. Ecim
3TOT NapamMeTp BK/IOYEH, MHAMKATOP GaTapelt He Gy eT 0To6paxkaTtbCsi B 06/1aCTn
CUCTEMHbIX YBEA0MJIEHNIA.

Y[anutb 3aKpensieHHble
nporpammbl ¢ NaHesnu
3agad

3T0T NapamMeTp NO3BOJIAET YAaMTb 3aKpern/ieHHbIe NporpaMMbl ¢ naHenm 3agad. Ecim
3TOT NapamMeTp BK/IOYEH, 3aKpensieHHbIe NPorpaMMbl He 0To6paKatoTCs Ha naHesn
3agad. MNosb30BaTe/M He MOTYT 3aKpen/aTb NPorpaMMbl Ha NaHe M 3aaau.

Ypanutb 3Ha4okK
"Be3onacHocCTb 1
ob6cnyxmBaHue"

JTOT NapameTp No3BOSIAET yAa/MTb 3HAYOK "Be3onacHOCTb U 06C/yXuBaHue" 13
06n1acTv ynpassieHns cuctemoi. Ecim 10T napaMeTp BK/IIOYEH, 3HAYOK
"Be3onacHoCTb U 06C/TyXMBaHNE" He oTobpaxaeTcs B 06/1aCTV CUCTEMHBIX
yBE,0M/IEHUIA.

3anpetnTb 3aKpensieHne

JT0T NapameTp No3BOJIAET KOHTPOMIMPOBAaTL 3aKpensieHre nporpaMm Ha naHesv sagad.

nporpaMm Ha naHenu 3aga4 Ecnv aToT NapameTp BK/KYEH, NoMb30BaTe/iv He MOTyT U3MEHATL CMUCOK NporpamMm,

3aKkpennieHHbIX Ha naHenn 3agad. Ecnm Kakue-nnbo nporpamMmsbl yXxe 3akpernsieHbl Ha
naHenn 3agavy, oHM OCTaHYTCA B Hell. OfHako nosnb3oBaTesiM He CMOTYT OTKPen/IATb
nporpamMmebl, paHee 3akpersieHHbIE Ha NaHen 3afad, a Takxke 3akKpernsdaTb Ha Hel
HOBbIE MPOorpamMmmbl.

3anpeTuts Jo6aBneHne u
yaneHve naHenei
MHCTPYMEHTOB

3T0T NapamMeTp No3BOosIseT 3anpeTTb No/b30BaTeNsaM 406aBaTe UK YAANATL NaHem
VHCTPYMEHTOB. EC/ 3TOT napameTp BK/IIOUEH, NoJb30BaTe/lb HE MOXET HU
[106aB/1ATb, HU YAaNATL NaHeM UHCTPYMEHTOB Ha naHenm 3agad. MNpuioxeHnsiM
TaKXe 3anpeLieHo Ao6as/ieHne naHesnei MHCTPYMEHTOB.

3anpetmmTb N3MeHATb
pacnosioXXeHne naHenn
3ajay Ha 3KpaHe

3T0T NapameTp Mo3BO/SIET 3anNpeTUTb NoIb30BaTeNAM NepemMelLaTb NaHe b 3agaq B
ApYroe pacnosiokeHve Ha akpaHe. Ecv 3ToT napameTp BK/OUEH, Nosb30BaTe He
MOryT nepeTtackvBaTth NaHesb 3afaq B Apyryro 06/1acTh Ha MOHMUTOpE (MOHWUTOpaXx).

Ypanutb 3HA4Y0K cetn

ST0T NnapaMeTp NO3BONAET YA/ MUTb 3HAYOK CETU U3 CUCTEMHOIN o6nacTi. Ecam aToT
napameTp BK/IOUEH, 3HAYOK CETU He ByAeT oTobpakaTbCcs B 06/1aCTV CUCTEMHbIX
YyBEAOM/IEHWIA.

3anpetmmTb N3MeHeHune
pasMmepa naHenn 3agad

10T napameTp No3BOAET 3arnpeTUTb Nosib30BaTe/IAM NSMEHATL pasmep naHesm
3afga4y. Ecnv 3ToT napameTp BKKOYEH, NOMb30BaTe /M HE MOTYT U3MEHSATL pasmep
naHenn 3agad.

[Moka3blBaTb npunNoXXeHns
Mara3nHa Windows Ha
naHenu 3agau

JT0T NapamMeTp NOo3BOJISIeT NO/b30BaTe/IIM BUAETL NpUIokeHus MarasuHa Windows
Ha naHe/m 3a4ady. Ec/m 370T napameTp NosMTVKK BK/IOUEH, Nosib3oBaTenm 6yayT
BUAETb NpuioxeHns MarasuHa Windows Ha naHesm 3agau.

Ypanutb 3Ha40K
perynatopa rpoMKoOCTH

ST0T NnapaMeTp NO3BONAET YA/MUTL 3HAYOK PeryisaTtopa rpOMKOCTV U3 CUCTEMHOA
o6nacT. Ecam 3ToT napameTp BK/IOUEH, 3HAYOK perysisitopa rpoOMKOCTU He byaeT
oTO6paXKaTbCs B 06/1aCTU CUCTEMHbIX YBEAOMNIEHWIA.

He paspewartb
3akpenneHue 3Hauka Store
Ha naHesv 3agay

10T NapameTp Mo3BO/ISET YNpaB/ATh 3aKpensieHnem 3Hadka Store Ha naHesnn 3agad.
EC/m 3TOT NapameTp BK/IOUEH, NO/b30BATENM HE MOTYT 3aKpen/ifTh 3Ha4oK Store Ha
naHesm 3agady. Ecnm 3Havok Store yxe 3akpensieH Ha naHesm 3agad, oH Gyaer
yAA/IEH NPU C/IEAYIOLLEM BXO/E B CUCTEMY.

YpanuTb yBeAOMEHNA U
3HaYoK LeHTpa
yBEeJOMIEH NI

JT0T NapamMeTp yaassieT YBeAOM/IEHNs] U 3HAUOK LEHTpa yBeA0M/IeHui 13 061acti
yBE[OM/IeHUIA Ha NaHenm 3agad.
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Nmvs

OnucaHune

3anpetmmTb ncnonb3oBaHne
KOMaH,D,HOVI CTPOKM

3anpeLlaeT Nosb30BaTeIIM 3anyckatb OKHO KOMaHAHOM cTpokn Cmd.exe. 10T
napaMmeTp TaKkxxe onpefenseT, MOoryT /i Ha 3TOM KOMMbIOTEPE BbIMOMHATLCA MaKkeTHble
davinbl ((CMD n .BAT). Ecnm 3TOT napameTp BK/IOYEH 1 NO/b30BaTe b MbiTaeTcs
OTKPbITb OKHO KOMaHZHOW CTPOKMW, CUCTEMA BbIBOAMUT COOBLL, EHNE O TOM, YTO 3TO
JelicTBMe 3anpeLy eHo.

3anpeTtnTb AOCTyn K
cpecTeam
pefakTMpoBaHusa peectpa

OTk/IoYaeT UCMo/b30BaHMe pegakTopa peectpa Regedit.exe. Ecim 3ToT napameTp
NOSMTVKM BK/TOYEH, a Nosib30BaTe/lb NOMnbITaeTcsi 3anyCTUTb PefakTop peecTpa
Regedit.exe, BbIBOAUTCA COOGLL,EHME O TOM, YTO BbINO/IHEHWE 3TOTO AelCTBUS
3anpeLy eHo.

He 3anyckatb yka3aHHble
npunoxexHnsa Windows

3anpewaet Windows 3anyckaTb Nporpammebl, KOTOpble Bbl YKa3blBaeTe B faHHOM
napameTpe No/mMTUKK. Ecn Bbl BKlOYaeTe 3TOT NapaMeTp NO/IMTUKK, NOMb30BaTe/n He
MOryT 3amnyckaTtb NnporpaMMbl, KOTOpble Bbl f06aB/ISIETE B CMMCOK 3aMpeLL, eHHbIX
NPUIOXKEHWIA.

BbINONHATL TO/ILKO
yKa3aHHbIe NPUI0XEHNS
Windows

OrpaHnuuBaeT cnucok nporpamm Windows, KoTopble MOryT ObITb 3aryLL eHbl
nosib3oBateNsaMu Ha KomnbtoTepe. Ec/v Bbl BKKOYaeTe 3TOT napameTp NoSMTUKK,
nosib3oBaTtesiM MOryT 3anyckaTtb To/IbKO Te NporpamMmbl, KOTOpble Bbl 06aBsSieTe B
CMUCOK pa3peLleHHbIX MPUIOXKEHWIA.

3anpetuTb BbIXO4 U3
CUCTEMBbI

3TOT NapameTp OTK/IIOYaET WK yAaNnsaeT BCe KOMaHAbl MEHIO 1N KHOMKKU, KOTopble
NMO3BOAIOT MO/Ib30BATE/HO BbIMNOHUTL BbIXOA U3 CUCTEMbI. EC/im aTOT napameTp
BK/IHOYEH, nocnie Haxamwms knasuw CTRL+ALT+DEL komaHga MeHo "Bbiin 13
cuctembl" He ByaeT BuaHa. Mpy 3ToM BCe CNocobbl BbIXo4a U3 cuctemsl dyayT
HEBO3MOXHbI, 38 UCK/IIOYEHNEM nepe3arpy 3Ky Win BbIKIIOYEHUS KOMNbIoTepa.

Ypanute gucnetdep 3agad

JT0T NapamMeTp 3anpeLl,aeT nosib3oBaTe/IIM 3anyckaTb AucneTtiep 3agad.

3anpeTuts U3mMeHeHne
napons

3T0T NnapameTp 3anpeLyaeT Nosb30BaTesAM U3MeHsATL CBOV Naposb N0 COGCTBEHHOMY
XenaHuio. BkioyeHne aToro napameTpa oTk/ioyvaeT KHonky "CmeHa napons” B
Ananorosom okHe "Be3onacHocte Windows" (KoTopoe NnosiBASETCS NPy HaxXaTtum
knasuw CTRL+ALT+DEL).

3anpeTnTtb 6710KMPOBKY
KomnbloTepa

JT0T NapaMeTp 3anpeLl,aeTt nonb3oBaTtesissM 6/10KkMpoBaTb cucteMy. Korga cuctema
610KMpoBaHa, pabounii CToN CKPbIT U cUCTEMA UCMNO/b30BATLCA HE MOXET.
B10KMPOBKY MOXET OTMEHUTL TOSIbKO NOsb30BaTe b, 3a6/10KMPOBABLLWA CUCTEMY,
NMBo cUCTEMHbI agMUHUCTPaTop. Ecm 3ToT NnapameTp BK/IHOYEH, NOMb30BaTe/n He
MOryT 6/10KMPOBaTh KOMMbOTEP C NoMoL,bio Knasuw CTRL+ALT+DEL.

CbeMHble 3anoMuHaLLme
yCTpOiicTBa BCEX K/1aCCOB:
3anpeTnTb 11060 gocTyn

HacTponTb A0CTyN K CbEeMHbIM 3anMoMUHAIOLLL MM YCTPOCTBaM BCEX KAaCCOB.

CbeMHble ANCKU:
3anpemmTb YTeHue

OTOT NapameTp 3anpeLL aeT YTEHNE CO CbEMHbIX [UCKOB.

CbeMHble ANCKU:
3anpetmmTb 3anuch

70T NapameTp 3anpelLaeT 3anMcb Ha CbEMHbIE [UCKM.

KomnakT-aucku n DVD-
Ancku: 3anpeTuTtb YTeHue

JT10T NnapameTp 3anpeLyaeT YTeHre ¢ AUCKOBOLOB /15 KOMMakT-4uckos n DVD-
[OVCKOB.

KomnakT-guckm n DVD-
Anckun: 3anpeTnTtb 3anmncb

70T NapamMeTp 3anpeLl,aeT 3an1Mcb Ha AWCKOBOAbI A5 KOMNaKT-AUCKoB U DVD-
[INCKOB.

WPD-ycTpolicTBa:
3anpeTnTb YTeHue

JT0T NapameTp 3anpeLLaeT YTEHNE CO CEMHbIX JUCKOB, B TOM YUC/E C
npowvrpeiBaTeneid, COToBbIX TenedhoHOB, AONOMHUTENBbHBIX aucnieeB n CE-ycTpolicTB.

WPD-ycTpoiicTBa:
3anpetmTb 3annch

JT0T NapamMeTp 3anpeLy,aeT 3anMcb Ha CbeMHbIE AUCKU, B TOM YMC/ie Ha
npourpbiBaTeN, COToBblE TeNieddoHbI, AONOMHUTENbHbIE Aucnien 1 CE-ycTpoiicTBa.

HakonuTenu Ha rmeKux
Anckax: 3anpetuTb YTeHne

3TOT NapamMeTp 3anpeLlaeT YTeHe ¢ AUCKOBOAOB AN TMOKMX AUCKOB, B TOM Yucrie U
¢ USB-AnCKoBOAOB.
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HakonuTenu Ha rmeKknx 3T0T NapameTp 3anpeLLaeT 3anuch Ha AMCKOBOAbI /151 TMBKMX AUCKOB, B TOM uuc/ie 1
Auckax: 3anpetnTb 3anucb  Ha USB-AUCKOBOAbL.

/leHTOuHble HaKoNUTeNM:  JTOT NapameTp 3anpeLaeT YTEHUE C JIEHTOUHbIX HaKoMUTeNe.

3a|'|p6TVITb yTeHune

/leHTOuHble HakoNWUTeN:  JTOT NapameTp 3anpeLlaeT 3annch Ha JIEHTOUYHbIE HAKOMUTE/N.

3aI'Ip6TVITb 3anucb

326  PepakTtop NonmMTMKW Naposneii

VHorga ans 6e3onacHOro gy HKLUMOHUPOBAHWS CUCTEMbI TPEOYETCS U3MEHUTL STIOKasTbHYI0 UM AOMEHHYIO MOSIMTUKY
naposnei. Hanpumvep, Ana npefoTBpaLleHns 40CTyna nosb3oBareseli kK cucteme 6e3 npefocTaB/iEHNsS C/IOKHOIO 1
YCTOAYMBOrO K B3/1I0OMy Maposisi. TeM He MeHee, 3TO MOXET ObiTb [0BOSLHO 3aTPyAHUTENTBHO, €C/M OTCYTCTBYET
agMVHMCTPATOPCKMIA AOCTyn K cucTeMe. ®YHKUMS pefakTMpoBaHMsl MOMMTUKM Naposieil NOMOXET NpPeofosnieTb
npobnemy pAocTtyna M 3aAatb, YCTAHOBUTb WM U3MEHWUTb HEOOXOAUMBIA aTpubyT MOMMTUKM Naponeil 6o
onepaupoHHoi cuctembl Windows.

BbIGOP NCTOYHMKA A AHHbIX

'f'“ Password policy editor — X
View and edit password policy (step 2 of 3)
Select a path to ntds. dit file and SYSTEM registry here. Usually ntds. dit file locates in 2WINDIR 36\ntds!, =]
folder, while the SYSTEM registry file always resides in your 3WINDIR 3%\system32\config directory, ]

Active Directory source files

Path to Active Directory database (usually ntds. dit) file
F: Wiindows \WTDSntds. dit L

SYSTEM registry file
F:Wiindows\System32\ConfigiSYSTEM e

=< Back Mext == Exit
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Mpexpge Bcero, HEO6XOAUMO yKasaTb NporpaMme fBa CUCTEMHbIX daina:

- 6o SAM 1 SYSTEM, B cilyyae, ec/v pefakTMpyeTcs NoNMTuka naposein paboyei ctaHuum nnm 06bi4Horo MK
- m6o NTDS.DIT n SYSTEM, ecnv Hago N3MEHUTb MOJSIMTUKY NMaposieil JoMeHa.

Mporpamma aBTOMaTM4eCKy HaxoauT TpebyemMble dhalifibl, HO Bbl MOXETE yKa3aTb MyTV K HUM 1 B PYYHOM pexume.

PenakTop NOAUTUKKY Naponeii

f'“ Password policy editor - X

View and edit password policy (step 3 of 3)

Password policy affect all system security, Be careful, modifying some flags may cause target accounts be &
inactive fdisabledlocked etc. Setting zero value should disable appropriate attribute. /

PC name | WIN-K4HADSF2RS1 |

Password policy

Minimum password length 7 Maximum password age (days) 42

Password history length 24 Minimum password age (days) 1

Password must meet complexity requirements

[ ] The password cannot be changed without logging on

[ |Force to use a protocol that does not allow DC to get the plaintext password
[ ] allows the built-n administrator account to be lodked out from network logons
[ ] store passwords using reversible encryption

[ ]Refuse weekly password change for machine accounts

Prevent Windows from storing LM hashes

Limit local accounts use of blank passwords to console logon anly

<< APPLY CHAMGES ==

<<<< Home << Back MNext == Exit

KpaTtkoe onucaHue AOCTYMHbIX A1 peAakTMpPOBaHUs aTpyubyToB NOSMTUKL Naposieid:

e Minimum password length - MWHUMa/SIbHOE KOMIMYECTBO 3HAKOB, KOTOPOE [AO/MKHO COAepXarbCA B naposie
nosnb3oBartesis.

e Password history length - pg/mHa ucTopun npefbigyuwivx naposein. lonb3oBaTento He paspeluaercs
MCNOMb30BaTh CTapble Napoam U3 3Toro cnucka. Ynco naposnei B UCTopum AO/MKHO cocTaBsATs oT 0 Ao 25.

e Maximum password age - MakCUMasbHbIi CPOK AeicTBusS napons (B AHSAX). DT0T napameTp 6e3onacHOCTU
onpegenset nepuos, BpEMEHU, B TEYEHNE KOTOPOro MOXHO MCMOMb30BaTh Naposb, Noka cuctema He notpebyet
OT NoNb30Baresid CMEHUTL €ro.

e Minimum password age - nepuof BpeMeHu (B AHSAX), B Te4YeHne KOTOporo HeobxoAMMo MCMo/b30BaTh Naposib,
npexane 4Yem nosib30BaTe/lb CMOXET €70 U3MeHUTb. MOXHO YCTaHOBWTL 3HadeHue oT 1 go 999 aHein nnbo
paspeLunTs U3MEHATL Naposb cpasy, yCTaHOBMB 3HauYeHue O AHeil.

e Password must meet complexity requirements - ec/im 3Ta NO/MTUKA BK/IKOYEHA, NApPOIN LOJ/DKHbI Y40BETBOPATL
cnegywuMM MUHUMaTbHbIM TPeboBaHUAM: He cofepXaTb WMEHW YYeTHOW 3anvcy Nofib3oBaTtesnii WM ero
yacTeil, He COOTBETCTBOBATb OA4HOMY M3 UCMOMb3YEMbIX paHee naposieli, XpaHsLWw nxca B UCTOpUK naposeit (ecnm
OHa 3afjaHa), MMeTb A/IMHY HEe MeHee 6 3HaKOB, COAEepXaTb CMMBO/Ibl KaK MUHUMYM 13 TPEX pasHbIX HabopoB.
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e The password cannot be changed without logging on - naposib He MOXeT BbITb N3MeHeH 6e3 BXxofa B cuctemy. B
MPOTUBHOM CJlyyae, €C/ Bbillef1 CPOK AENCTBUS Naposis, Bbl MOXETE U3MEHUTb €r0, a 3aTeM BOWTN B CUCTEMY.

e Force to use a protocol that does not allow DC to get the plaintext password - 3acTaBnseT KaveHTa
MCMOb30BaTh NPOTOKO/I, HE MO3BO/ISALLL U KOHTPO/UIEPY AOMEHA NosyyaTb TEKCTOBbIE Naposiv.

o Allows the built-in administrator account to be locked out from network logons - no3sonser 650kMpoBaTbL
BCTPOEHHYI0 YUYETHYIO 3anncb afiMMHUCTpATOpa OT A0CcTyna K Cetw.

e Store passwords using rewersible encryption - xpaHnTs naponu, UcNonb3ys obpammmoe WuUgpoBaHne (BMeCTO
NaposibHbIX X3LUEN).

e Refuse weekly password change for machine accounts - ycTpaHseT Heo6XxO0AMMOCTb aBTOMAaTUYECKON
eXeHefeNbHON CMeHbI Napons 415 YYeTHbIX 3anuceli KoMmnbloTepa.

e 3anpemTb XpaHeHve LM xaweit. Mpu xawwupoBaHun LAN Manager mMcnosnb3yeTcsl 4pe3BbivaiiHO crabblii
aropuUT WndpoBaHKsA. 3Ta onuus onpegenseT, MoXeT /im LM-Xxaw napons XpaHutecA B Active Directory u
JoKasibHOW 6a3e pgaHHbiX SAM (Mpy CO34aHnM HOBOTO WM U3MEHEeHUW Naposs TeKyLero nosib3oBartesis). 10T
napamMeTp BK/IoUeH no ymondaHuio B Windows Vista n 6onee no3fHMX onepauyoHHbIX cuctemMax.

e OrpaHM4MTL MCMO/b30BaHNE MyCTbIX MNaposieil fIoKaSbHbIMW YYETHBIMU 3anUCcCAMU TOIbKO A/ KOHCOJSIbHOTO
BX0OZa B cucTeMy. He gonyckaTb CyL,ecTBOBaHUS B CUCTEME YYETHbIX 3anuceli ¢ nyctbiMy naponsamun. OfHako
ec/IM NoKaslbHasA y4yeTHas 3anncb C MNyCTbiM NaposieM yxe CylecTByeT, BK/HOUYEHWe 3Toro napametpa
npefoTBpaTUT A0CTYN K CETU, OrpaHUYMB YUYETHYIO 3anucb TOSIbKO BXOL,0M B JIOKasIbHYH0 KOHCO/Ib.

[ns oTKMloYeHnst pefakTMpyemMoro atpréyTa, NpocTo BBeAUTE HOJMb B Mosie BBOAA.

BHUMaHVe, n3MeHeHne No60oro 3Ha4eHUs NOSIUTUKN naponeVl B/MSIET Ha 6e30nacHOCTL Beel cucteMbl Windows!

3.2.7  [lamn (3KCNopT) NaposbHbIX X3LEN

BbI6OP NCTOYHUKA AaHHbLIX
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Dump (export) password hashes to text file |M |

Dump SAM password hashes to text file

‘fou should specify SAM and SYSTEM registry files here, Usually, the reqistry files reside in your =a
LoWINDIR % \system32Yconfig directory (e.g. Cr\Windows\system32\configh) )

Path to SAM and SYSTEM files

SAM registry file
| D Windows\System32\Config\sAM - |

SYSTEM registry file
| D: Windows\System32\Config\SYSTEM - |

<< Back Mext => Exit

Ha atom aTane Bam criefyeT ykasatb MecTtopacnonoxeHne SAM n SYSTEM dmaiinos. Wnn, B cnyvae ¢
nosib3oBatensamMu gomeHa, daiinbl ntds.dit u SYSTEM.

NaMn NaposibHbIX X3Lle i

Reset Windows Password
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Dump (export) password hashes to text file =2 sz

Dump SAM passwords to file (step 3 of 3)

To maximize compatibility, it is recommended to save the file in ASCII PWDLMP format,
Passwords can be dumped only if Passcape format is selected. \)E

Cutput dump file format
@ ASCII text file format
() UNICODE text format

Save as PWDLUMP text file -

What to dump

User name UseR ID
LM hash NT hash
Full name, description Home directory
Password (jf found) Passward history hashes (if any)
<< DUMP ==
<< Back Exit

Bbl6ypaem copMat 1 in gamn-geaiina. Mpy reHepauun gamna, MOXHO TakkKe y[Aa/uTb, ec/v 3TO He UMeeT Afs
BaC HMKaKOro 3Ha4eHusl, OTAe/bHbIE HEHYXHble aTpubyThl yUeTHO 3anncu. Ecnm BbiGpaH diopmar Passcape, To
¥MeeTcsi BO3MOXHOCTL Jamna plaintext naposneii. MporpaMma ckaHupyeT Ball KOMMbioTep Ha NpeaMeT Ha/muus
OHbIX W, €C/IM TaKOBblE UMEIOTCS, CONOCTAB/ISIET UX C YUETHLIMU 3AMUCSMI, COXPaHss B Aamr-goaiis.

TekCTOBble MaposM XpPaHATCA B AOMEHe, Npu yCTaHOBJ/IEHHONW onuun 'Store passwords using reversible encryption
for all users in the domain', KOTOpy0 MOXHO HalATM B KOHCO/IN TPYMNMOBOM MONUTUKN.

B panbHeiiwem, gamn-gaiin MOXHO MCMOMb30BaTb B pas/MyHbIX MporpaMMax A/ ayauTa U BOCCTAaHOBJIEHUS
naponeii. 3ameTbTe Takxke, 4to Reset Windows Password, 6narogapsi TexHonorum Al attack, paspaboTtaHHO B
Passcape Software, N03BosisieT paclundpPOoBbIBaTL NAPOSIM HEKOTOPbIX YUYETHLIX 3anUCeil NPaKTMYECKU MIHOBEHHO,
6e3 nepebopa. MogpobHOCT! cMOTpUTE B pasaesne [lonck naponeli noab3oBaTeneil.

3.2.8  [amn (coxpaHeHue) PIN B chaiin

Bbi6op kaTtaiora Windows
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‘&) Dump (save) PINs to text file — O >
Dump PINs to file (step 2 of 3)
Select Windows directory (for example, D: Windows) or peint one manually if the program fails to detect it
automatically,
Windows directary
C:Windows |||
= | Legend
= 051521
= ,:-___-,:51 521 % Regular PIN
J'l'. E:E " “Ug TPM-protected PIN
& T NSO %, PIN history
7 Biometrics B mnchi
=] ‘__?35_1_5_21. @ Biometrics
. ¥ Recovery
% FIN pu
B Preboot
EE} Carnpanion
## | <<<< Home | | <« Back [ | Mext == [ | Exit |

Mocne Bblbopa katasnora Windows, 6yaeT AoCTyneH WHGOPMaUMOHHBLIA CAWCOK MOMb30BaTenieil, y KOTOPbIX

ycTaHoBNeH Bxog no PIN-kogy.

Hamvn Windows PIN

Copyright (c) 2024 Passcape Software. All rights reserved.
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) Dump (save) PINs to text file — O >

Dump PINs to file (step 3 of 3) aee

The output dump files can be used later to accelerate the recovery. For example, using a GPU attack in our ::i.
Windows Password Recovery tool, Click the Dump button to save all found PINs, TPM-protected PINs are ".,9 E
not supported.

Output dump file format

Save as Ot Hashcat text file (*.tut) i

D B B T
Precsrye [1ear Aame nfarmabior
ESEMVE USEr Name ormauo

<< DUMP ==

% | << << Home | | << Back | Mexts | Exit |

Mporpamma ymeeT coxpaHsats PIN kogbl Windows B ¢hopmate hashcat (*.txt) n Elcomsoft (*.pin). O6a ¢opmata
4acTMYHO COBMECTUMBI.

B nocnefcteBrve Bbl MOXETe WCMNOMb30BATL COXPaHEHHble faMnbl ANA 3arpy3kM B CTOPOHHWE NpOrpammbl.
Hanpumep, Hawa ywnuta gns ayauta naponein Windows Password Recovery noggepxvsaeTt oba dopmara u
nmeet nogaepxky GPU ana yckopeHus novcka.

3.29  Ortkat cienaHHbIX paHee N3MeHEHUA

Bb160p dhana otkarta
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E} Restore previously modified password or data - X

Roll back previously modified password (step 2 of 3)

Select data source you want to restore from backup. Rollbadk sessions are stored in *.puc files and ordered
by date/time,

Rollback session

(®) SAM password () Directory Service Restore Mode password
(") Active Directory password () Domain Cached Credentials
() Password policy Select new rollback file

Rollback session

February 13 2018 - 17:28:18

Rollback session details

SAM path D:\Windows\System32YConfigisam
SYSTEM path D:\Wiindows\System32\Config\SYSTEM
User name Administratar

Rollbadck data type MT hash, account control flags

<« Back Mext == Exit

Ecnm Bam no Kakoin-nmbo npuyuHe TpebyeTcs oTkaUTh (T.e. BEPHYTb Ha MeCTO) Maposib, KOTOPbIA yxe Obli
CcOpoleH uaM M3MEHEH paHHee, Ha BTOpPOM Liare MacTepa Heob6XxOoAMMO yKaslaTb MporpaMme *.puc diann c
ceccusmMu oTkaTa. AKTMBUpYWTE COOTBETCTBYIOLWLUA TMN MNapons, KoTopble TpebyeTcs BOCCTAHOBUTL: MNaposib
06bI4HOI y4eTHo 3anucu SAM, Active Directory, napons DSRM wnn K3WMpOBaHHbIA Naposib AOMEHa, HACTPOKM
nonnTMKK naponeit. Mocne 3Toro Bbibepute Aaty, Korga 6110 Npov3BeLeHO N3MEHEHME.

BoccTraHoB/1eHMe N3MeHEeHHOro paHee napons
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@ Restore previously modified password or data

Roll back previously modified password (step 3 of 3)

This dialog can help you to restore previously modified passwords, Click ‘Restore’ button to roll back the
backup session you selected during the previous step, Q_E

Rollback session details

Passcape configuration file F:Yrollbad:. puc

Rollback session August 18 2016 - 10:53:36

SAM path C:\Windows\System 32\Config\SAM
SYSTEM path C:\Windows'\System32\Config\SYSTEM
User name Admin

What to restore NT hash, account contraol flags

Was rolled-back already fes

Liveld<=-=Local

<< RESTORE ==

................................................

Ha TpeTbem luare nporpamma NpeasiokuT Bam M3yuuTb OEeTa/M CEeCCUM OTKata M3 KOTOpbIX 0co6oe BHUMaHue
cnenyeT yaenuTb NocnefHUM TPEM MyHKTam:

e Vvsa yueTHoii 3anncu, Hag KoTopoii Npon3BoanTCs AelicTBO.
e [laHHble, Nogfexatime oTkaty. 310 Ta MHopMaLVsi, KOTOPYHO Bbl YXKEe U3MEHWUN KOrA4a-To.
o Bblsia N1 TeKylllas ceccusi oTkata yXXe UCno/ib3oBaHa Bamy paHee.

Paccmotpum, HanpumMep, Takyt CUTyaumio:

3KcnepTy No KOMMNbIOTEPHO Ge3onacHOCTM HEOOGX0AMMO Npon3BecT Bxog B Windows no onpefaeneHHol yyYeTHo
3anucu. Maposnb y4yeTHoR 3anncu HemsBecTeH. Mpn 3ToM HeobXoAMMO cAenatb Tak, YToObl Maposib 3TON y4eTHON
3anncu OCTaICA HE N3MEHEHHbIM.

MopsaoK gencTeuii:

e 3arpyxaem Reset Windows Password, BblbupaeM COOTBETCTBYIOLLYI0O YUYETHYH 3anucb U cbpachbiBaem ee
naposnb. Mpn 3TOM coXpaHseM Ceccuio oTkaTa B *.puc ¢uain (nporpamma cama npeasiokuT 3To caenatb BO
BpeEMS U3MEHeHVs Napons).

e 3akpbiBaeM Reset Windows Password u 3arpyxaem Windows. Bxogum nog M3MeHEHHOM YYEeTHON 3anncbio C
nycTbiM naponem. MNpon3BoaMM COOTBETCTBYHOLLLME AEACTBYUS.

e Tenepb HEO6XOAMMO BOCCTAHOBUTL CTaphblii Naposb A8 yYeTHOR 3anucu. [1na 3Toro onstb nepesarpyxaemcs 1
3anyckaem Reset Windows Password. B rfaBHOM MeHI0 BbloMpaeM MyHKT 'BOCCTaHOBMEHME paHee
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M3MEHEHHOro Maposist’, ykasbiBaem MyTb K (uaiinly otkata, B KOTOPOM 6blM 3anoOMHEHbl BHECEHHble paHee
N3MEHEHUs, N BpPeMmsi, KOrAa OHU GbiM Npou3BefeHbl. MepexoguM Ha Tpetuii 3Tan U y6exaaemcsl, 4To 3T0
MMEHHO Ta yyeTHasi 3anucb, KOTopasi Ham HeoGxoauMa. HaxrmaeM Ha KHOMKYy << BOCCTaHOBWUTb >> 1 CTapblii
naposib GyAeT BOCCTAHOB/IEH.

3.3 YueTHble 3anuncu Active Directory
|

331  C6poc napons DSRM

UTto Takoe DSRM

DSRM (ab6peBuatypa ot Directory Services Repair Mode unmn Directory Services Restore Mode B cTapbix
BepcusAx Windows o Windows Server 2012) 370 cneupasibHbIil pexxum paboTbl onepaunoHHon cuctembl Windows,
npefHasHauYeHHbI A BoccTaHoBNeHWs Active Directory. Hanpumep, korga Active Directory nospexgeHa u
Hy)faeTcs B ucnpasneHun. DSRM wncnonb3yeTtcs Ans BoccTaHoB/eHUst Active Directory u3 pe3epBHbIX KOMWIA,
UCNpaB/eHNs pas/IMYHbIX cuTyaumin n npobnem ¢ AD, a Takxe Ans cbpoca 3abbiTbiX Naposieil nosb3oBaTenein u
aMUHNCTPATOPOB.

B atom nnaHe DSRM yem TO MOXOX Ha 6e30MacHbIi peXxum ¢ NoAAEPXKKOM CeTn, HO C OTK/ItoYeHHOW Active
Directory. Takxe, Kak 1 B 6e30nacHOM pexunmMe, 4tobbl nonacTb B HEr0, HEO6XOAVMO HECKO/IbKO pa3 Haxatb Ha F8
BO Bpems 3arpy3ku Windows (nocne BIOS/UEFI POST, HO A0 nosisneHws foromna ¢ 3arpyskoii Windows). B
Windows Server 2012 n 6onee no3gHux OnepaumoHHbIX CucTemMax A/ 3T0ro ectb COOTBETCTBYIOLLME NYHKThbI B
meHio Advanced Boot Options n Windows Recovery Environment.

BbI60OP NCTOUHWKA AaHHbIX
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5]

Reset or change DSRM (Directory Services Restore Mode) password E=1) | & |

Resetting Directory Services Restore Mode password (step 2 of 3)

‘fou should spedify SAM and SYSTEM registry files here, Usually, the reqistry files reside in your =a
SoWINDIR % \system32Yconfig directory (e.g. Cr\Windows\system32\configh) ]

Path to SAM and SYSTEM files

SAM registry file

| F:Windows'\System32\ConfigisaM - |
SYSTEM registry file
| F:Wiindows\System32\Config\SYSTEM - |

<< Bark © Next>>

Exit

YuetHasa 3anucb Directory Senice Restore Mode sBnsieTcs nNo Cymm OObIYHON YYeTHON 3anucbio. o3ToMy B

KauecTBe NCXOAHOro NyTW K Heli criedyeT yka3aTb MecTopacnosiokeHue ABYX CUCTEMHbIX haiinoB peecTtpa: SAM u
SYSTEM. O6bI4HO OHM HaxopAaTea B katanore C:\Windows\system32\config.

Co6poc naposis
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@ Reset or change DSRM (Directory Services Restore Mode) password E=1 | & |
Resetting Directory Services Restore Mode password (step 3 of 3) O
Enter new password for DSRM account yvou selected or set blank to resetit, -

General information

SAM path F:\Windows\System32\Config\sAM
SYSTEM path F:\Windows\System32YConfig\SYSTEM
System role Domain controller

Password present Yes

Reset DSRM passward

=3 New password Secretl@#s

<« RESET/CHAMGE ==

<< Back Exit

Ouncute none Beoga (4n1 cbpoca) WM BBeauMTe APYrol Naposnb A8 U3MEHEHUs. 3aTeM HaXMuUTe Ha KHOMKY
'RESET/CHANGE' 4To6bl HayaTtb npoueaypy vMameHeHus. MporpamMmma MOXeT MOnpocuTs Bac O co3gaHunm duaiina
oTKata, B KOTOpPOM Oy[eT COXpaHWTbCHA CAefiaHHble B cucTeMe Wu3MeHeHue. BrocneactsuMm Bbl MOXeTe
MCNo/b30BaTb AaHHbIi dhaiinl A8 BOCCTaHOB/IEHMS cTaporo naposisi DSRM.

3.3.2  MMowuck Kntoyein BitLocker

OueHb YacTo Naposm BoccTaHoBMEeHN BitLocker xpaHsiTca B AomeHe B 6a3e gaHHbIX Active Directory. [laHHas
doyHKUMSI NporpamMmbl NpefHasHavyeHa A1 u3BnedeHus naponeii BitLocker gaxe 13 HepaboTatoLero fomMeHa.

BbI60P NCTOUYHVKA AaHHbIX
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@ Extract BitLocker recovery passwords - X
Extracting BitLocker recovery passwords (step 2 of 3)
Select a path to ntds. dit file and SYSTEM registry here. Usually ntds. dit file locates in 26WINDIR 36\ntds), =a
folder, while the SYSTEM registry file always resides in your 3oWINDIR 3e\system32\config directory. [z
Active Directory source files
Path to Active Directory database (usually ntds. dit) file
F:\WindowsWNTDS\ntds. dit “ ||
SYSTEM registry file
F:Wiindows\system32\config\SYSTEM ~ | |
05 info
Windows version Windows Server 2012 Standard 6.2 9200.wind_rtm. 120725-1247
Registered owner and org Windows User
Inztall date 2018-02-15
Last logon user John
<«<<< Home <« Back Mext == Exit

B Hauanie HeobxoauMmo ykasatb NyTb Kk peectpy SYSTEM u duaiiny NTDS.DIT. [Nporpamma asBToMatMyecku
HaxoguT Tpebyemble diaisibl, HO MOXHO yKasaTb NyTV K HUM BPYYHYIO.

BoccTtaHoBneHue naposiei BitLocker

Reset Windows Password
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'E“ Extract BitLocker recovery passwords - X
Extracting BitLocker recovery passwords (step 3 of 3)

|se the context menu to copy found recovery keys to the dipboard or to save them to file, Be careful, the
program can also extract some deleted and outdated keys.

a1

ADMIMISTRATORPC, TESTDOM

User name Recovery password

ADMIMISTRATORPC 739131-165112-614240-871015-737119-094522-431094-545718
PC1 420199-561121-290219-6085640-3441581-598135-029774-771309

JF30572-703657-395919-530921-861173-819325-117931-051185

<«<<«< Home <« Back MNext = Exit

ByabTe OCTOPOXHbI, HE BCerga ecTtb BO3MOXHOCTb MNOJy4YMTb peasibHble MMeHa Nosb3oBaTenieil, BnagenbLUeB
Knoyell. Kpome TOro, nporpaMmMa MOXET [AOMOSIHUTENIbHO W3B/JEKaTb MPOCPOYEHHbIE W yAasleHHbIE K/IOUM
BitLocker.

Heobxo4MMbI K04 MOXHO CKOMMpoBaTb B Bydep 06MEHa Uan coxXpaHuTb B doaiin.

3.4  KawwmpoBaHHble 3an1cu oMeHa
|

341  C6poc K3WMPOBAHHOTO Napos AOMeHa

Mpn Bxoae nonb3oBarenid B AomeH Windows, yuyeTHble [aHHble MO0/b30BaTe/Id MOryT K3LWKMPOBATLCA W
COXpPaHATbLCA Ha JIOKaJ/IlbHOM KOMIMbHOTEPE. K3LIJVIp0BaHI/Ie Nno3BONIAET NnoJsib3oBartesiaM BXOoAUTb B AOMEH, Korga
NIoKaslbHast paboyas CTaHUuMA OTK/IOYeHa OT CeTM WM eC/IM KOHTPOosiep AOMeHa HepoctyneH. OfHako, ec
naposib AOMeHa NoTepsiH UM 3abbIT, MOXHO 060WTM 3Ty NPo6/EMY U BOWTU B yYETHYH 3anvcb AOMEHa, NPOCTo
cbpocuB K3l gomeHa npu nomolm Reset Windows Password.

Bbi6op dhaisioB peectpa
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'Eh Reset or change domain cached account password — x

Resetting domain cached account password (step 2 of 4)

You should specfy SECURITY and SYSTEM registry files here, Typically the registry files reside in your
BWINDIR %\system 32\config directory (eg. C:\Windows'system32\configl)

Paths to SECURITY and SYSTEM files

SECURITY registry file
D:YWindows\System32\Config\SECURITY

SYSTEM registry file
D:YWindows\System32VConfig\SYSTEM

# << Back Mext == Exit

[na paboTbl C K3LWMPOBaHHLIMK 3anMcsaMN AOMeHa HeobXxoAMMo ykasaTb NyTb K daiina peectpa SECURITY u
SYSTEM, kotopble HaxopaTcs B Katauiore %WINDIRY\system32\config. Foe %WINDIR% - katanor Windows.
Kak npaBwio, nporpamMmMa onpegenseT 3T ¢oaiinibl aBToMaTniecku.

Mepep, TeM, kKak NPOAC/KUTL PaboTy, 06a3aTeNlbHO yoeauTech, YTo dalinibl peecTpa 6bln BbiGpaHbl NPaBU/ILHO.

Bb160p K3LLMPOBaAHHOW 3anncu AoMeHa

Reset Windows Password
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@ Reset or change domain cached account password — x
Resetting domain cached account password (step 3 of 4) '-.‘
In order to proceed the decryption, select a user account you want to resetjchange the data for. *I I‘
ser list
User name User RID  Administrator  Status Legend
S user1 1111 No £ Administrator
- liorlow 1114 Mo | Sh User
S AamarncTpaTop 500 Yes oo Guest
oo fmatt 1115 No £, Operator
E System account
Password
Password not set
4@ Account is locked out

Account properties

Entry number: 1 Entry type: DCC2

Last logon: 07/25/2017 11:55:58 Full name: i.orlow

Logon domain name: SMALLBLISIMESS Damain name: SMALLELISIMESS
DMS domain name: SMALLBUSIMESS . LOCAL Home drive:

Home directory: Profile path:

<< Back Mext == Exit

B BepxHeil YacT! gnanora oto6paxaeTcs CNUCOK HalifeHHbIX 3anuceii ¢ MMeHaMu nosb3oBatesnieil. Bolibpas ofHy
U3 3anvceil, MOXHO MPOCMOTPETL €e CBOICTBA: MOSHOE WMMSA Mofb30BaTessl, NocNeAHIol AaTy BXofa, AOMEH
BX0Aa, AOMALLHWIA KaTasor u ap.

C6poc naposis
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'E; Reset or change domain cached account password — x
Resetting domain cached account password (step 4 of 4) O
Enter new password for selected domain cached acoount or set input box to blank to reset it. i

General information

SECURITY registry D WinW\System32\Config\SECURTTY
Account name ooy

Account RID 1114

Full name i.arloy

Reset DCC password

9 Mew password | Test123

Change passwords for all cached entries of this user account

<< RESET/CHAMNGE ==

=< Back Mext == Exit

[Ona cbpoca, octaBbTe nosie BeBoda 'HOBbI Naposib' MYCTbIM U HaXMUTE Ha KHOMKy 'COpocnTb/VIBMEHNTbL'.
O6patTe BHUMaHWE Ha A0MONHUTENbHY0 onumio. Kalw gomeHa yCTpoeH TaknuM 06pa3om, YTO MOXET COofepXaTb
HEeCKO/IbKO 3anvceil OgHOro M Toro e nonb3oBatensd. Ecim ycTtaHoBneHa onuus 'M3mMeHATb naposm Bcex
K3LLMPOBaHHBIX 3anuceil Ana 3Toro nonb3oBaTens, T0 nporpaMMa M3MeHUT/COPOCUT NaponyM BCeX HalgeHHbIX
3anunceiil BbIGpaHHOro Nosib3oBatens ¢ ykasaHHbiM RID. ViHaue GyaeTt copolleH naposib To/IbKO OAHOI BblGpaHHOIA
3anvcu. PekomeHAyeTCs OCTaB/IsATb 3Ty OMNUMIO BK/THOYEHHOWA.

Ecnm B [oOMeHe ucnofb3yetcs noivtuka 6GesonacHocTW, y6eauTecb, 4TO HOBbLI Naposib  COOTBETCTBYET
Tpe6oBaHUAM [/MHbI 1 C/IOXHOCTM U He COBMAAAaEeT HWU C OfHUM U3 BBEAEHHbIX paHee naponeii. B NpoTviBHOM
cnyyae, Windows MoXeT oTkasaTb B AOCTyNe, AaXe ec/M Naposib Gbii yCNELWHO U3MEHEH.

O6patute BHUMaHWe, A/1s YCMewHOro BXo4a B yYeTHY0 3anuch nocsie c6poca K3WWPOBaHHOTO Naposisl AoMeHa,
Heo6X0MMO BPEMEHHO OTK/MOUMTL MK C yueTHoi 3anncbio OT AoMeHa. B NpoTMBHOM cilydae, cuctema He Gyaet
1CMOMb30BaTh K3LLIMPOBaHHbIE 3aNWUCK 1 BXOA, C HOBbIM NaposiemM 6y/1eT HeBO3MOXeH!

VmeiiTe B BUaY, BXOA B AOMEH C K3LIMPOBaHHLIM NaposieM AAaeT A0CTyN TO/MbKO K NIOKa/IbHBIM pecypcam.
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34.2  [lamn (3KcnopT) K3WMPOBaHHbLIX Naposeil foMeHa

BbI60OP NCTOUHVKA AaHHbIX

@ Dump (export) domain cached credentials to text file (el | = |
Dump domain cached password (hashes) to text file
‘fou should specify SECURITY and SYSTEM registry files here, Typically the registry files reside in your ==
LLWIMDIR %5\systemn32\config directory (eg. C:Windows'system32\configh) ]

Paths to SECURITY and SYSTEM files

SECURITY registry file

| D: \Windows \System32\Config\SECURITY - ...
SYSTEM registry file

|D:‘n,'n“a'induws‘nﬁystem32\,Conﬁg‘|5‘rSTEM - |

# << Back Mext => Exit

[Ons pacwndipoBKM K3WMPOBAHHbLIX Naposeil  AoMeHa, NporpaMme TpebyeTcsi 3HaTb PacnosioKeHne [ABYX
cucTeMHbIX guainnoB peectpa: SECURITY n SYSTEM. BblbupeTte nx U3 cnucka, Mbo, ecam nporpaMmma no Kakom-
TO NPUYMHE HE CMOr/1a UX HailTW, yKakunte nyTb K HAM B PYUHYHO.

NlaMn K3LWMPOBaHHbIX Naposieit AoMeHa
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3.5

@ Dump (export) domain cached credentials to text file E=1 | & |

Dump domain cached passwords to file (step 3 of 3)

To maximize effidency, itis highly recommended to save the file in Passcape format, CACHEDUMPHike files
do not support Windows Vista hashes and cannot dump entries with non-English user names. \)E

Cutput dump file format
@ ASCII text file format
() UNICODE text format

Save as CACHEDUMP text file i

What to dump

User name UseR ID
LM hash NT hash
Full name, description Home directory
Password (jf found) Passward history hashes (if any)
<< DUMP ==
<< Back Exit

B dwHanbHOM guanore AOCTyMHbI BCEro Ase Oonuuu:

- ®opmaT gamn dpaiina. ASCIl xopow Ans BCex cryvyaes, HO MOTYT ObITb NPOGNEMbI C HEAHTIMIACKMMU MMEHaMI
nonb3oBatesieii U, COOTBETCTBEHHO, C Aa/lbHEWMM aHa/mM30M K paclundpoBkoid 3Tmx Xxaweit. UNICODE
noAepKmBaeT BCe A3blKM, HO MOrYT ObITb NPO6G/EMbI COBMECTUMOCTA C YTEHUEM 3TOro copMata B pas/iMuHbIX
nporpammax.

- Tun gamn-goaina moxeT 6biTb 60 CACHEDUMP - NpocToid, HO LUMPOKO pacnpoCTpaHeHHblii dopmar. He
6ynet npobnem coBmecMOcTW. OfHaKO 3TOT (ipMaT HaknadblBET psif OrpaHWYeHuidi. Bo-nepBbiX, OH He
NOLAEPXKMBAET HeaHINIMACKME MMeHa nofb3oBatesieil. COOTBETCTBEHHO, B AasbHENLLEM, HEBO3MOXHO Oyaet
pacLundpoBaTe Naposib YYETHOR 3anncK, T.K. OH NpMBA3aH K 3ToMy MMeHW. Bo BTOpbIX, Tekyllias Bepcus dopmara
CACHEDUMP He nogaepxuBaet onepaumoHHble cuctembl Windows Vista v Bbille.

®opmar Passcape /MeH 3TMX He0CTaTKOB Y MOXET ObITb C YCNEXOM MCMOMb30BaH B TakMX nporpammax Ans
ayjauTa u BOCCTaHOB/IEHUs naponei kak, Hanpumep, Network Password Recovery Wizard.

[Maponu
|
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3.5.1  Mowuck naponeii nonb3oBarenei

YcTaHOBKa OMNLnii NOUCKa 1 METOA0B BOCCTAHOB/1EHUS

".f'“ Plaintext password recovery - - X

Searching passwords (step 2 of 4)
In most cases some password hashes can be decrypted almost instantly. The recovery may take up to

several minutes depending on the options you select here. ﬁ-

Lookup methods
Lookup passwords in Windows cache Search for simple passwords
Deep-earning attack Chedk passwords in most recently used files
Primitive dictionary-based attack Primitive brute-force attack
Artifidal Inteligence attack Search passwords in Recyde Bin
Fingerprint (pattern-based) attack [] Lookup passwords in Windows Search database
[| Extract strings from huge files, induding hiberfil.sys and pagefile.sys (video, archives, etc. wil be skipped)

Search big files in root and Windaws folders only

[] 5earch passwords by scanning physical sectors on & drive

Password mutation level

() Favor speed () Favor efficency

[] Custom recovery Dictionary attack

#ﬁ | <<« < Home | | << Back Mext == Exit

Mouck naposeii nonb3osaresis NPOMCXOAMT Noc/ief0BaTe/NlbHO B 11 OCHOBHbIX 3Taros:

1. Mownck nHcpopMaummn B cucteMHOM kawwe Windows. [aHHblli MeTO4 B CBOK O4Yepefb COCTOUT M3 6osiee Yem
[OIOKVHbI MVHM-aTaK B X0 KOTOPbIX MPOUCXOAMUT aHa/I3 BCEBO3MOXHBIX CUCTEMHbIX Maposieil, OT CeKpeToB.,
po naponeii DSL, VPN, FTP, IM, naponein 6pay3epoB, naposneii no4tsl, sticky notes, 6ydepa obmeHa
Windows, 6a3bl gaHHbiXx Windows Search u 1.4. UT06bI rapaHMpoBaTb COXPAHHOCTb CUCTEMHBIX AaHHbIX,
nporpaMmMa He UCMosb3yeT yHKUMIO aBTOMaTMYeckoro BoccTaHoBeHMs 6a3 Windows Search, Haxogsuwimxcs
B HE3aKpbITOM COCTOSIHMM M aBTOMATM4YecKu nponyckaeT Takve 6asbl (BO Bpems noucka naposneid). YTtobbl
npoBepuTb, ABNSETCA M 6a3a AaHHbIXx Windows Search npaBuIbHO 3aKpbITOW WM HET, NonNpobyiiTe OTKPbITb
ee u3 ywmrtbl ESE Explorer. Ec/m nporpaMMa npeaioXmnt BOCCTaHOBUTL 6a3y AaHHbIX, TO OHa He Oblia
3aKpbiTa 40/KHbIM 06pa3om. Hanpumep, He Bbin 3aBepLUeH BbIXOZ, 13 ONepauyioHHON CUCTEMBI.

AHamM3 NpocTbIX, KOPOTKMX Naposnel, KnasmaTtypHbIX KOMOMHaUWA 1 T.4,.

3. Touck naponeid npyv NOMOLLWU @IrOPUTMOB [/lyGOKOrO 06ydeHusi. HecmoTpss Ha TO, 4YTO 3TM aropuUTMbl

3HauMTENbHO COKpAaLL eHbl 15 YA0BMETBOPEHNS OrPaHWYeHuUiA NpoLeccopa, OHWM paboTaloT HaMHOrO Jly4ylue no

CpaBHeHWI0 ¢ aTakoi no Tabnmuam Passcape, kotopas 6buia UMK 3amMeHeHa.

CkaHnpoBaHve, aHa/M3 1 0bpaboTka BCEX MOCEAHMX OTKPbIBAEMbIX (paiisioB LEeeBoii CUCTEMBI.

5. MpocTasd ataka no cnosapto. [NpoBepsaloTCA BCe MaposiM M3 BCTPOEHHOro csioBapsa ana Light m Standard
pegakumii Ui U3 Heckosibkmx cnoBapein (Apabekuid, Kutalickuid, AHrAMACKWA, @ paHLuy3ckuid, Hemewukwid,
MopTyranbckuid, Pycckuia, icnanckuii) gna Advanced Edition. Ecnv ycTaHOBEHa onuusi rilyG0KOro novcka, To
npu NPOBEpPKe UCMO/b3YTCA NPoCcTeine MyTaumm CroB.

N

P
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6.

©

10.

11.

MpocTtan ataka meTof0M nepebopa.

WHTennektyanbHan ataka. Hawe He6osblioe Hoy-xay, paspabarbiBatolleecs cneuuamctamn B TeveHuu
Heckornbkux net. [aHHaa ataka aHanm3vpyeT CEeTeBYH aKTMBHOCTb MO0/b30BaTtesid Ha KoMMbloTepe. 3TUM
3aHMMaloTcs  60onee  Tpex [ecATKOoB MUHM-Mogyfeii. Ha ocHoBe aHa/m3a co3galoTcs  MpegnoyTeHus
nonb30BaTesNs U NPOM3BOAUTCA CO34aHne CEMaHTUYECKOro C/ioBaps artaky, KOTOpbI 3aTemM UCMosb3yeTcs npu
nop6ope 1 yragbiBaHn naposiei.

Mownck naponei B yaaseHHbIX haiinax, BPpEMEHHbIX Katanorax v T.4,.

MpyMUTMBHaA ViaeHTMdmKaLMoHHas ataka Ha cocTaBHble JIaTMHCKMe Naposu.

Mownck croB 1 naponeii B 6onbwimx gainax: RAM auckax, hiberfil.sys, pagefile.sys u 1.4. Ecrm ata onupys
yCTaHOBJ/IEHa, NporpaMma aBTomMmatmyecky 6yaet nponyckats dhalinbl, 06paboTka KOTopbix 6ecnosiesHa ¢ TOUKM
3peHns novcka naposieid Nonb30BaTens: BUAEO U ayAno (haiisibl, OrpoMHble ¢halinoBbie apXmBbl U T.4,.

Mowuck maposneli NyTemMm WHAEKCUPOBaHWA W aHa/m3a M3WMYEeCKUX CEKTOPOB BblIOPaHHOro AWCKa. ITOT MYHKT
pabotaeT n gna LM, n gna NTLM xaweii, npounssogutcst novcka kak ASCIl, Tak n UNICODE naponeii. Ecnm
onupsa 'Password mutation level' BbicTaBneHa B 'Deep search’, To nporpamMmma AOMNOSHUTESILHO MOMNbITaeTcs
BbIMO/HATL MyTaLMi0 BCEX HafeHHbIX C/0B. Vcnonb3yiite 3Ty HaCTpOVKy akKypaTtHO, T.K. Mpoxof Mo BCEM
cekTopaMm C AO0MNOJHUTE/IbHOW MyTauuei C/IoB MOXET 3aHATb OY4EeHb MHOTO BPEMEHMW. ITOT a/lfOpUTM MOXET
ObITb Ype3BblyaiHO 3dxPeKTVBEH, T.K. MO3BO/ISET BbITACKMBATL NAposn AaKe eCc/ii COOTBETCTBYIOLW Ui dhalin bin
[aBHO ypasieH ¢ gucka. C Apyroil CTOPOHbI, anropuTM WMHAEKCAUMM CEKTOPOB He3adpeKTMBEH A8 Mmoucka
naponeii B CNOXHbIX (uaitnax (Hampumep, AokymeHTax Microsoft Office), a Takke ec/m Ha UeNeBOM gucke
yCTaHOB/IEHO WudhposaHve. Hanpumep, npu nomotu Bitlocker nnn TrueCrypt.

YTo6bl 3anycTUTb CBOE COGCTBEHHOE BOCCTAHOB/IEHVE, YCTAHOBUTE Fas/iouky HamnpoTvB 'HacTpaviBaemble aTtaku' u
BbIGEpMTE TMN ataku. Ha ogHOM U3 cregylowux waroB Bam GyAeT NpeasiokeHO HACTPOUTL OMNuWK BblGPAHHO
aTaku.

BbI60OP NCTOYHMKA AaHHbIX
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@ Lookup logon passwords E=T | &3 |
Searching user passwords (step 3 of 4) -
You should provide files and folders required for successful recovery, Typical location for profiles directory:
C:\Documents And Settings. Typical location for program files folder: C:\Program Files.

Files and folders required for successful recovery

Path to Active Directory database

SAM registry file |C:‘n,'l.’l.-'indows‘ﬁystemSE‘n,Conﬁg‘nﬁm - |
SYSTEM registry file |C:‘l,'l."l.l'induwsEystemSl\,Cunﬁg‘nSYSTEM - |
SECURITY reqistry file |C:‘l,'l."u'indm'-.'sEystemSE‘n,Cnnﬁg‘nEECURl‘l"r - |
SOFTWARE registry fle |C:\Windows\System32\Config\SOFTWARE -
Profiles directory |C:‘|,I_Jsers - |
Program files directory |C:‘|Prngram Files - |

<< Back Mext == Exit

Mpn noucke naponeii ocoboe BHMMaHWe criegyeT yAenuTb NpaBuibHOMY 3anofHEHWI0 BCEX HEeobXOAUMbIX B
npouecce aHanm3a driinoB u kKataioroB. bes Hux nopbop naponein 6GypeTr HeadubekTBeH. [porpamma
aBTOMaTMYECKN NPOM3BOAUT MOUCK (PalifioB, HO WHOrA4a, Hanpumep, eciii Ha KOoMMbioTepe OblI0 YCTaHOB/IEHO
HEeCKO/IbKO OnepaunoHHbIX CUCTEM, TpebyeTcs 'pyyHoe ynpasfieHue'. Vimeiite Takke B BUAY, YTO NPU HamMuum 2-x
nnn 6onee XecTKUx AUCKOB, NOPSLAOK BYKB A/18 3TMX AUCKOB (nocse 3arpy3kun ¢ gucka Reset Windows Password)
MOXET ObITb COBEPLLUEHHO MHOM, HEXENM YeM Ha OPUTUHASIbHON cucTeme.

Mowck 1 paclumdd poBKa naposaei
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0y Lookup logon passwords PR

Searching user passwords (step 4 of 4)

Everything is ready now. Click '< < Find Passwords ==’ button to start scanning vour system for lost
passwords. This may take guite some time to complete. Note that not all passwords can be found but only H]
simple and vulnerable ones.

User name User RID LM password MNT password

Administrator 00000 1F4

Guest Q0Q001Fs <Empty > <Empty =

SUPPORT_338945a0 00Q0o03ES <Empty >

test Q00a03ED

4 I
Status Password items found: 0
Current module Lookup passwords in Windows cache

Current progress 3

Cverall progress

| << STOP SEARCHING >> |

Movck/aHamm3 naponeil MOXEeT 3aHsATb HEKOTOPOEe BPEMSs, KOTOpPOe 3aBUCUT OT HacTpOeK atakm M OCOBeHHoCTel
Ballell cuctembl. O6bIMHO BECb MOUCK 3aHMMaeT MeHee nosyvaca 6e3 MCNosb30BaHWA noucka no Tabnuuam
Passcape. MNog6op naponein no TabnmuaMm MOXET 3aHATb HaMHOro 60siblle BpeMeHW. 3TO 3aBUCUT OT MOLLHOCTU
Balllero npoueccopa 1 KomyecTBa BOCCTaHaB/MBaEMbIX X3wei. Tak, Ha 2-x saepHom [MK novck napons Ans
O HOro xawa obbl4HO 3aHUMAET A0 3-4 MUHYT.

3.5.1.1 HactpanBaeMble ataku

Ecnmn BblbpaHa onums 'HacTpavBaemasi ataka', To nporpaMma npegsaraet 3 AOMOSHUTE/bHbIX MHCTPYMEHTa A/s
yrafblBaHus naponeix:

o CnoBsapHas artaka

e [MbpnaHas ataka

e ATaka no macke

CnoBapHas ataka
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@ Plaintext password recovery — b4

Searching passwords (step 4 of 5) - Dictionary attack

In contrast with a brute-force, a dictionary attack only tries passwords, which are most likely to succeed, E
typically derived from a wordlist, The mutation option determines how many combinations (based on a social
engineering rules) wil be generated for every waord of the wordlist(s),

List of dictionaries

File name File size Full path " Add
English.pcd 7 530 833 D Windows\System32'\English, pcd Bemoe
de,utf 3 876 539 D:Windows\System32ide . utf

es,utf 5627934 D:YWindows\System32\es. utf

fr.utf 3 121865 D:Windows\System324fr.utf

pt.utf 3 394 906 D:Windows\System32'pt. utf Up
ru.utf 7819 535 D Windows\Svstem32ru, utf ~

r 3 Daown

Mutation level

() Mo mutation, fastest () Default, average
(®) very weak, super-fast ()strong, slow
() weak, fast (") Very strong, extremely slow
<< << Home <« Back Mext == Exit

ATaka No c/oBapio UCNofb3yeT CfioBa M3 3a[aHHOro cnucka Ana nogbopa Havbonee BEPOATHbIX KaHO4MOATOB B
naponn. RWP noggepXuBaetr pasnnyHble Tnbl  crioBapeii:  ASCIl, UNICODE, UTF8, a Takxe
3allndypoBaHHble/cxaTble cnoBapu B co6CTBEHHOM doopmaTte PCD. Bbl MOXeTe UCNOMb30BaTb Kak CTaHAapTHble,
nocTaensiemMble BMecTe C MporpamMmoli, Tak U CBOU COBCTBEHHble crioBapu. YTobbl UCNOMb30BaTb CBOM Cri0Bapb,
ckonupylite ero Ha USB-HOCUTENb 1 NOAK/OUUTE €ro K LienieBOMy KOMMbIOTEpY. YPOBEHb MyTauuu onpefensier,
CKOMbKO KOMOMHauuii Ha OCHOBE nNpaBW/ COUMa/bHOM WHXeHepunm O6yaeT co3faHo ANs Kak[oro crfiosBa U3
NCXOAHOro crioBapsi.

MMbpuaHaa ataka

Reset Windows Password Copyright (c) 2024 Passcape Software. All rights reserved.



https://www.passcape.com/password_recovery_dictionary_rus

PaboTa ¢ nporpammom

1) Plaintext password recovery —

>
Searching passwords (step 4 of 5) - Hybrid attack
A hybrid attack is similar to dictionary attack, except that you should set your own word mutation rules, II.'
-

Setup at least one wordlist and one file with password mutation rules here,

List of dictionaries
File name File size Full path Add
English.pcd 7 530 888 D \Windows\System32\English. pcd Remove
Up
Dowen
Mutation rules
File name Rules Full path Add
endlish_wards.ini 30055 D Windows\System32Yhvbrid_rulestenglish_w... Remove
Edit
Up
Down
<«<<< Home <« Back Mext == Exit

[1M6praHaa aTaka NOX0OXa Ha C/I0BapHYH0, 3a UCK/IKOYEHNEM TOTO, YTO MOXHO yCTaHaB/MBaTb CBOM COOGCTBEHHbIE
npaswia MyTaumu cnos. [porpaMma MoCTaB/sieTCA C OrpoMHbIM Habopom chaiinioB ¢ npasuiamu. [pocTo
NCMO/b3YiTe TOT, KOTOPbIN Nlyylle BCEro NOAXOAWT 415 Bawein 3agayun. Kpome Toro, rubpugHasi ataka nosBosisiet
[JOMNOMHUTENIbHO COo34aBaTb, PeAakTMpoBate WM M3MEHATb MpasBwia MyTauMu B COOTBETCTBMM C  BallvMMu
NoTpebHOCTAMMN.

ATakKa no mMacke
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@ Plaintext password recovery — >

Searching passwords (step 4 of 5) - Mask attack

If you know that the password begins with ‘loveme’ and followed by a name, you can set the mask ke,
loveme YooY Y Yo Yo Yo to check all possible variants starting with lovemeaaaaaa’ and up to &

lovemezzzzzz'.

Mask syntax tip

Bor - lower-case Latin characters (a..z) A

Bl - upper-case Latin characters (A..Z)

B - full set of spedial characters (1..~ space)

@ - small set of spedial characters {1 @#5%:™&()-_+= space)

Bo? - all printable characters with ASCII codes of 32..127

%™ - all ASCII characters (codes 1..255)

%ud - one digit (0..9)

%uedlx-v) - numbers between x and v indusive >
Password mask | Yow(English.pcd) %ed(0-99) | ==

Custom character sets

Add
Remove

Up

Down

## <<« < Home << Back Mext == Exit

ATaka no Macke fIBfiieTCsl He3aMeHUMbIM UHCTPYMEHTOM, KOrZia Bbl 3HaeTe YacTb Naposs Wim UMeeTe Kakyto-1mbo
nHdopMaLmio 0 HeMm. Hanpumep, ecaim U3BeCTHO, YTO Naposib COCTOUT U3 12 CMMBOJIOB U HaunHaeTcs ¢ 'loveme’, To
JocTaTtoyHo nepebpatb nociefHne 6 CMMBOJIOB Naposs YTobbl yrafate BeCb Naposib. BOT 19 Yero HyxHa araka
no macke. B Hallem npumepe MOXHO YyCTaHOBUTbL Takyto Macky: loveme%c%c%c%c%c%c

[na nonyyeHnss 6onee noApobHON uHoOpMauuM O TOM, Kak paboTaeT macka, obpamMTecb K Haweih OHnaliH-

AOOKYMEHTaLINN.

3.5.2  [louncK K3LMPOBaHHbIX Naposieii JoMeHa

YcTaHOBKa Onuuyii Nnonucka n MeTo10B BOCCTAHOB/1E€HUS
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. Domain cached password recovery - X

Searching domain cached passwords (step 2 of 5)
In most cases some password hashes can be decrypted almost instantly, The recovery may take up to

several minutes depending on the options you select here., -ﬁ-
Lookup methods
Lookup passwaords in Windows cache Search for simple passwards
Deep-earning attack Check passwords in most recently used files
Primitive dictionary-based attack Primitive brute-force attadk
Artifidial Inteligence attack Search passwords in Recyde Bin

Fingerprint (pattern-based) attack
Extract strings from huge files, induding hiberfil.sys and pagefile.sys {video, archives, etc. will be skipped)
Search big files in root and Windows folders only

Search passwords by scanning physical sectors on a drive

Password mutation level

Favor speed Favor effidency

Dictionary attack e

<«<<«< Home <« Badk Mext == Exit

MNonck KawmpoBaHHbIX rlapone|71 AJOMeHa COCTOUT W3 HECKOJIbKNX Mop,yne|7| Ka)K,EI,bIVI N3 KOTOpPbIX MOXHO
BK/tOYaTh/BbIK/IKOYATL OTAE/bHO:

1.

o

© N

Moaynb noucka vHcopMaumu B cucteMHoM k3awwe Windows. [aHHblli MoAy/b B CBOK O4vepefb COCTOUT M3
6oniee yem nosiyTopa AecAaTka MUHU-aTak B XOAE KOTOPbIX MPOUCXOAUT aHaM3 BCEBO3MOXHbLIX CUCTEMHbIX
naponeii, ot cekpetoB LSA, go naponein DSL, VPN, FTP, WiFi, ceTeBbIx naponeii, naponeii 6paysepos,
nouyTtbl, 6a3bl gaHHbIXx Windows Search n T.4. B ganbHeliwem 3Ta MHGOpMaUMs UCNOb3yeTcs MporpamMmoni
ONs co3[aHns 1 NPoBEepKM 6osiee CAOXKHbLIX Naponei.

MoZy b NPOBEPKMN KOPOTKUX, NPOCTbLIX, UMAIPOBLIX Naposell, knaBuaTtypHbIXx KoMGuHauwii u T.4. Becero 6onee 20
MMWHU-aTaK.

CkaHupoBaHve, aHanM3 1 06paboTka nocnefHUX OTKpbiIBaeMbIX ainioB LeneBol cuctemsl. Co3faHne crnvcka
C/I0B U VX NPOBEpKa B KauecTBe Naposieil.

MpocTasn aTaka MO CMoBapild B XO4€e KOTOPOlM MpOBEpstoTCA Maponv M3 BCTPOEHHOro cnosapsa Ansa Light u
Standard pegakuuin UM M3 HecKonbkux crioBapein (Apabekuid, KuTalCkuii, AHIANACKWIA, & paHLy3CKuii,
Hemeukwii, MopTyransckuid, Pycckuin, icnaHckuii) gna Advanced pegakumm.

MpocTan ataka meTogoM nepebopa. CoCTOUT U3 HECKObKUX MUHU-aTaK Ha KpOTKMe naposiu.

VHTennekTyanbHan ataka, aHam3mpyollas CeTeByl0 akTVBHOCTL MO/b30BaTeNss Ha KomnbioTepe. Ha ocHose
aHa/mM3a co3gatoTcsa npennoyTeHns Nosb3oBartens U NPon3BoANUTCH CO34aHNe CEMaHTUUECKOro C/IoBapsa aTaku,
KOTOPbIA 3aTeM UCMNOMb3YeTCA Npu nogobope naponeii.

Mowvck naporneii B yaaneHHbIX dalinax, BpeMeHHbIX KaTtasiorax u gp.

VaeHTMdmKaumoHHas ataka Ha cocTaBHble Naposin. MOoXeT 3aHATb OYeHb MHOTO BPEMEHW.

Mouck cnoB u naponeii B 6onblwinx dhannax: RAM guckax, hiberfil.sys, pagefile.sys n 1.4. TNporpamma
aBToOMaTM4YecKkun nponyckaeT daiisbl, 06paboTka KOTopbIX 6ecnosie3Ha C TOUKM 3peHUs Noucka naponeii: Buaeo
1 ayamno halinbl, orpoMHble halinioBble apXmBbl U T.4,.
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10. Mouck naporsieil nyTeM WMHAEKCUPOBAHWSI W aHa/M3a (M3MYEecKrX CEKTOPOB BbIOPAHHOrO Aucka. Ecim onuust
'Password mutation level' BbicTaBneHa B 'Deep search’, To nporpaMmMa AonosHUTE/IbHO NOMbITAETCS BbINOHUTL
MyTaLMIO BCEX HaleHHbIX C/oB. Mcnosb3yiiTe 3Ty HAcTPOliKy akKypaTHO, T.K. MPOXOA MO BCEM CeKTopam C
[lOMOJIHATE/IbHON MyTauumell C/I0OB MOXET 3aHATb 4Ype3BblualiHo MHOro BpPeMeHW. AJITOpUTM  MHAEeKcaLum
CeKTopoB Gecnosie3eH ec/i Ha LieSIeBOM [MCKe YCTAHOB/EHO LLNGIpOBaHNE.

[ns 3anycka CBOEro COGCTBEHHOrO, HacTpavMBaeMoro BOCCTAHOB/IEHWSl, YCTAHOBUTE T[a&/lIOUKy HanpoTvB
'HacTpaBaemble aTtaku' W BblbepuTe TN atakM. Ha ogHOM M3 criedylowyx LiaroB BaM OyAeT npensiokeHo

HaCTpOWUTb ONnLnn Bbl6paHH0l7I aTaku.

BbI6GOP UCTOYHMKA A aHHbIX

Ky .
iy Domain cached password recovery — >

Searching domain cached passwords (step 3 of 4) -

You should provide files and folders required for successful recovery, Typical location for profiles directory:
C:\Users. Typical location for program files folder: C:\Program Files.

Files and folders required for successful recovery

Path to Active Directory database

SAM registry file

SYSTEM registry file C:\Windows\System32YConfig\SYSTEM w
SECURITY registry file C:\Windows\System 32\ Config\SECURITY w
SOFTWARE registry file C:Windows'\System32\Config\SOFTWARE e
Profiles directory C:\sers ~
Program files directory C:'\Program Files e

<< Back Mext == Exit

Mpn noucke naponeii ocoboe BHMMaHWe CriefyeT yAenuTb NpaBuIbHOMY 3anofHEHWI0 BCEX HEOO6XOAUMbIX B
npouecce aHanm3a ¢alifioB 1 kaTanoros. bes HUX Nog6op naponeli MoOXeT BbiTb HeadxpekTMBEH. MporpaMmma cama
NpPOVM3BOAUT NOUCK HEOBXOAVMBIX (JaiifioB, HO MHOrAa TpebyeTcs pyyHoli Bbibop. Hanpumep, ecnm Ha KomnbloTepe
ObI/10 YCTAHOB/IEHO HECKO/IbKO OMEepauMOHHbIX CUCTEM. YUTuTe, NPy Ha/MYuM OBYX WK Gofee XEeCTKUX AUCKOB,
nopsigoK 6ykB ANs 3TMX AMCKOB MOXET OblTb COBEPLUEHHO MHOW, HEXENM YEM Ha OpUrMHAsIbHON CHCTEME.

MOUCK K3LLMPOBaHHbIX Mapose JoMeHa
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ey .
iy Domain cached password recovery — x

Searching domain cached passwords (step 4 of 4)

Everything is ready now. Click '< < Find Passwords == button to start scanning vour system for lost
passwords, This may take guite some time to complete, Mote that not all passwords can be found but only H]
simple and vulnerable ones.

Lser name User RID Password DCC hash Last logon

userl 1111 ?41e69cfd9etetded46b2793dTect427  0F/25/2017 11:3

iorlow 1114 10fbfSc2bd 7524590830 724f0ec7a04 07f25/2017 11:5

e == —_ == T (07/25/2017 11:5

fmatt 1115 87726adc1e6ct 30dc0941d3fdbagafoe OF/25/2017 12:0

£ >
Status

Current module

Current progress

Cwerall progress

<< Back | << FIND PASSWORDS >> | Exit

K3alwwnpoBaHHble naposm AoMeHa ObiBAlOT ABYX TMMOB. [epBblii TMN NCNOMNbL30BASICA B ONEpaLUOHHbIX CUCTEMAaX
Windows 2000, Windows XP n Windows 2003. NMaponn 3Toro tmna ommyarTcs c/abbiM wudypoBaHuem. Mpu mx
noabope CKOpOCTb yrafbiBaHWs MOXET UCUUCIATLCA MUIMOHAMU UK faxe MUvapaaMy naponeii B CeKyHay.
BTopoin TN (Mcnonb3yetcs HauduHaa ¢ Windows Vista) MmMeeT [OBO/bLHO CTOWKWMA KO B3M0MY airopUt™
WwndypoBaHus. CKopocTb nepebopa naposieil He npeBbilaeT COTHW/ ThICAYM nNaposieil B cekyHAy. Hackonbko 3T1o
MHOr0 UM Maso, NpPocTo NpefcTaBbTe, YTO A9 B3/IOMa 8 CUMBO/ILHOIO Naposisi, COCTOSAWEro U3 8 3arsiaBHbIX U
CTPOYHbIX BYKB, MPU Takoli CKopocTn noTpebyeTcsa 6os1ee 1000 ner.

BaXHO yUeCTb HEKOTOpble HI0aHChbI:

o Moucke KaLIMPOBaHHbLIX Maposeii BTOPOro Tvna NpoucXoAuT oYeHb MefsieHHo. MofHas oTpaboTka HEKOTOpbIX
mogyneii (Hanpumep, MaeHTMIMKALMOHHOW aTaki) MOXET 3aHSTb Yachl UM Jaxe AHU.

e [1ns1 yBEeNMYEHNs CKOPOCTY MOUCKA, OCTaBbTe TOMbKO Ty YUETHYIO 3anucb, Naposib K KOTOPOi TpeGyeTcs HaiTu.
[Ns 3TOro L e/KHMTEe MPaBOi KHOMKOM MbIWM HAa WHTEPEecyemoii 3anucu M BbliGepute MyHKT VCKMoUMTb U3
MoucKa BCe 3amnncu, Kpome BbI6GpaHHOI. B MpOTMBHOM Cflyyae, CKOpocTb nepeGopa naposeii YMeHbLIUTCS
KpaTHO KOMMYECTBY K3LLMPOBAHHbIX 3anuceil.

3.5.2.1 HacTpanBaemble ataku

Ecnu BbibpaHa onuusa 'HacTpaMBaemas ataka', To nporpaMmma npegnaraet 3 AON0NHUTEbHbIX UHCTPYMEHTa 415
yraablBaHusi naposneii:
e CroBapHas ataka
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o [MbpunaHas ataka
e ATaka no macke

CrnoBapHas ataka

@ Plaintext password recovery — >
Searching passwords (step 4 of 5) - Dictionary attack
In contrast with a brute-force, a dictionary attack only tries passwords, which are most likely to succeed, E
typically derived from a wordlist, The mutation option determines how many combinations (based on a sodal

engineering rules) will be generated for every word of the wordlist(s),

List of dictionaries

File name File size Full path 2 Add
English.pcd 7 530 833 D:Windows\System32'\English. pcd Brmoe
de.utf 3 876 539 D:Windows\System32'de. utf

es,utf 5627934 D \Windows\System32es. utf

froutf 3121865 Dy \Windows\System32Yfr.utf

pt.utf 3 394908 Dy \WwWindows\System32'pt. utf p
ru.utf 7819 536 D Windows\Svstem32ru, utf <

£ 3 Down

Mutation level

() Mo mutation, fastest () Default, average
(®) Very weak, super-fast () strong, slow
() Weak, fast () Very strong, extremely slow
<<<< Home << Back Mext == Exit

ATaka no caoBapio UCMOJb3YET CI0Ba U3 3aaHHOro cnucka A5 nogbopa Haubonee BEPOATHbIX KaHAWAATOB B
napo/m. RWP nogaepxuBaeT pasmuHble nbl cnosapeii: ASCIl, UNICODE, UTF8, a Takxe
3alwndypoBaHHble/cXatble cfioBapy B cobcTBEHHOM ¢hopmaTe PCD. Bbl MOXeETe NCMOMb30BaTh Kak CTaHAapTHbIE,
nocTas/iieMble BMeCTe C NMporpaMmmoii, Tak U CBOM COBCTBEHHbIE c/ioBapu. UTo6bl MCNOMb30BaTL CBOW CI0Bapb,
ckonupyite ero Ha USB-HocuTesnb 1 NOAKIOUMTE €ro K LesieBOMY KOMMbIOTEPY. YPOBEHb MyTaLymn onpeaessier,
CKOJIbKO KOMOGVHaLWi Ha OCHOBE MPaBu CoLMabHOW MHXeHepun ByaeT co3haHo 418 KaX40ro crosa 13
NCXOA[HOro c/ioBaps.

M'mMbpuaHas aTaka
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'E“ Plaintext password recovery -
Searching passwords (step 4 of 5) - Hybrid attack

>
A hybrid attack is similar to dictionary attack, except that you should set your own word mutation rules, II.'
Setup at least one wordlist and one file with password mutation rules here, -

List of dictionaries
File name File size Full path Add
English.pcd 7 530 888 D \Windows\System32\English. pcd Remove
Up
Dowen
Mutation rules
File name Rules Full path Add
endlish_wards.ini 30055 D Windows\System32Yhvbrid_rulestenglish_w... Remove
Edit
Up
Down
<«<<< Home <« Back Mext == Exit

[nMbpraHaa ataka Noxoxa Ha C/I0BapHyto, 3a UCK/IIUYEHNEM TOro, YTO MOXHO yCTaHaB/MBaTb CBOU COOCTBEHHbIE
npaswia MyTaumm cioB. Mporpamma noctaBfseTcs ¢ OrpoOMHbIM HabopoMm dhaiiioB ¢ npasuiamu. MpocTo
MCMNO/b3YiiTe TOT, KOTOPbLIN Nlyylle BCEro NOAXOAUT A1 Bawel 3agaqn. Kpome Toro, rubprgHas ataka nos3sosisiet
[ONOMHUTENbHO Co3A4aBaTb, peAakTMpoBaTb WM M3MEHSTb NpaBuia MyTaLuuy B COOTBETCTBUM C BallUMu
NoTpebHOCTAMMN.

ATakKa no mMacke
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@ Plaintext password recovery

lovemezzzzzz'.

Mask syntax tip

Bor - lower-case Latin characters (a..z)

Bl - upper-case Latin characters (A..Z)

B - full set of spedial characters (1..~ space)

@ - small set of spedial characters {1 @#5%:™&()-_+= space)
Bo? - all printable characters with ASCII codes of 32..127

%™ - all ASCII characters (codes 1..255)

%ud - one digit (0..9)

%edix-vwl - numbers between x and v inclusive

Searching passwords (step 4 of 5) - Mask attack

If you know that the password begins with ‘loveme’ and followed by a name, you can set the mask ke,
loveme YooY Y Yo Yo Yo to check all possible variants starting with lovemeaaaaaa’ and up to &

Password mask | %w(Enish.ped) %d(0-99)

=8

Custom character sets

Add
Remove
Up

Down

Mext == Exit

## <<« < Home << Back

ATaka no Macke AiB/IAeTCS He3aMeHUMbIM MHCTPYMEHTOM, KOrfa Bbl 3HAaeTe YacTb Naposis UM uMeeTe Kakyto-m6o
nHdopMaLmio 0 HeM. Hanpumep, ecam U3BecTHO, YTO Naposib COCTOUT U3 12 CMMBOJIOB M HauYMHaeTcs ¢ ‘loveme’, 10
JocTaTtoyHo nepebpatb nocnefHne 6 cMMBOJIOB Napons YTobbl yrafate BeCb Naposib. BOT 41151 Yero HyxHa ataka B
Macke. B Hawem nprvMmepe MOXHO YCTaHOBUTb Takyto Macky: loveme%c%c%c%c%c%c

[na nonyyeHus 6onee nogpobHoN nHopMaLmmn 0 ToM, Kak pabotaeT Macka, obpatMTech K Halleld OHIaiH-

AOOKYMEHTaLINN.

3.5.3  Pacwwudposka naponeii Windows Hello

Windows Hello - cuctema GnomeTpuyeckoil, 6ecnaposibHoii ayTeHTMdmKauuy nonb3osateneit. Windows Hello
XPaHWT pasHble TWMbl NEePCOHaTbHON MHpopmaummn: undpoBble ugeHmdmkaTopsl, PIN-koabl, 3alwndpoBaHHble

TEKCTOBbIE Napo/n nosb3oBaTtesnei.

Bb160p kaTtasiora Windows

Reset Windows Password
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ﬁ Decrypt Windows Hello credentials >

Locating and decrypting Windows Hello credentials (step 2 of 3)
Please, select Windows directory (for example, D: Windows) or point one manually if the program fails to

detectit.
Windows directory
E:\Windows o —
= CJ DESKTOP-PC ED Legend
= .;-_?_-;.H'In@ﬂﬂsscape.cnm 11/15/2020 18:52:01 * Regular PIN
? E:E_LT “la TPM-protected PIN
iy ‘%, PIN history
7 Biometrics = Biometri
= 5, Me 2021-05-05 09:05:12 | © COMETS
it Py i€ Recovery
& Biometrics E Preboot
= 2. test 2020-11-08 11:52:41 [& companion
“tfa PIN-TPM

#ﬁ << << Home << Back Mext = Exit

Reset Windows Password no3BonsieT BOCCTaHaB/MBaTb BCE TWMNbl NEPCOHa/IbHbLIX [AaHHbIX, KOTOpble XPaHATCS B
Windows Hello. 45 aToro cHavasia Heobxoammo 3agatb katasnor Windows ¢ uUenieBoli onepauyioHHOl CUCTEMOIA
Windows 10. Mpu BbIGOpe KaTasiora NnporpaMmMa npou3BOAUT aHa/IM3 yCTaHOB/IEHHON OnepauyoHHol CucTemsl ©
OoTOOpaKaeT CMMCOK HalAeHHbIX y4eTHbiX 3anuceli Windows Hello, a Takke ucnonb3yemble UMW METOAbI
ayTeHTMdmKaumn. MocnefHwin Nonb3oBateslb, BbIMOSHMBLUMA BXOA4 B CUCTEMY, BbiAEIEH XXMPHbIM LIPUGITOM.
OcHoBHble MeToAbl ayTeHTUdmKaumn Windows Hello:

e PIN - goctyneH Bxopg no MNMNH-kogy

e PIN-TPM - ycTtaHoBneH MWH-koa ¢ 3awutoin TPM

¢ PIN History - npucyTtcTBYyeT nctopusi BBeeHHbIX paHee MNH-kon0B

e Biometrics - focTyneH BXof no oTrneyarkam nasbLes

PacwundpoBKka naposien
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@ Decrypt Windows Hello credentials X
Locating and decrypting Windows Hello credentials (step 3 of 3) —
The list below contains found credentials stored by Windows Hello, If an item is highlighted in red, E"
double-didk it to finalize the decryption, n

L computer ADMIN-PC A

= Type Logon password

Eﬁ User John

=2 Password testpass

L computer ADMIN-PC

|:| Type Picture password

.':'_', ser Mary

Dlmage path 0. ProgramDataMicrosoft\Windows\SystemData\5-1-5-21-11421119...

|:|Figure Lime (x1=230, y1=810, x2=500, y2=290)

|| Figure Cirde (x=470, y=320, r=100)

|| Figure Paint (=970, y=580)

L computer ADMIN-PC

= Type Logon password

.':'_', ser Mary

= Password SuperPassword 123 v

<« Back Mext = Exit

Mporpamma BbIBEAET CMNUCOK BCEX HaligeHHbIXx B Windows Hello naponeit Ha skpaH. Ecin yyeTHast 3anvchb 6bina
HacTpoeHa Ha BXOf B CMCTEMY MpW MOMOLLM GMOMETPUYECKON ayTeHTUdMKaumu, Hanpumep, oTrnedyatka nasbLes
WM cKaHvpoBaHus inua, To Reset Windows Password aBToMatyeckun paclumndipyeT TEKCTOBbI Naposib.

HekoTopble 3anucy B Tabnumue MOryT 6biTb BblAefieHbl KpacHbIM LBETOM. 3TO O3HavaeT, yYTo 419 (MHabHOM
pacLundpoBKN Napons HeobxoaMMo AonosHuTensHoe 3HaHve PIN-koga. [BaxAbl L efnkHWTe Ha Takoi 3anucu u
BBeguTe PIN-KoA, COOTBETCTBYHOLL M1 NO/Ib30BATENIO.

3.5.4  BoccraHoBneHue PIN

Mpun HacTpoiike Windows Hello npexae Bcero 1pedyetcsa co3gaHne PIN-koga. PIN-kog MOXHO MCMNO/b30BaTh Kak
3anacHOi BapuaHT, Korga buoMeTpuyeckuini atimk HegoCTyneH WM He paboTaeT 40/MKHLIM 06pa3oM. B otinuune
oT Windows 8, ans 3awutbl PIN-koga B onepauuoHHoli cucteme Windows 10 npvMeEHSIETCA OYeHb CUMbHOE
WwndypoBaHve. MoaTomy, 0CO6EHHO OCTPO CTOUT BOMPOC BOCCTaHOB/IeHUS 3abbitoro PIN.

Bbi6op kaTtaiora Windows
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&) Lookup PIN x
Recovering PIN (step 2 of 4) -
Flease, select Windows directory (for example, D:\Windows) or point one manually if the program was
failed to detect it. m]
Windows directory
D Windows e
<« Badk Mext == Exit

B nepsyto o4yepeb Heo6x04MMO BbiGpaTh LieneBoii katanor Windows nnm 3aaats ero caMocTosTesbHo.

YcTaHOBKa Onuuyii Nnonucka n MeTo10B BOCCTAHOB/1E€HUS
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) Lookup PIN - X

Recovering PIN (step 3 of 4)
PIM recovery is extremely slow process due to strong encryption used. Make sure you set off all options

except presumably necessary ones, However it is highly recommended the 'Artificial Inteligence attadk' to -ﬁ-
be turned on always.

-

Lookup methods
Lookup passwards in Windows cache Search for simple passwards
Deepearning attack Check passwords in most recently used files
Primitive dictionary-based attack [ primitive brute-force attadk
Artificial Inteligence attadk [ ]search passwords in Recyde Bin

[]Fingerprint (pattern-based) attack

[ |Extract strings from huge files, induding hiberfil.sys and pagefile.sys (video, archives, etc. will be skipped)
Search big files in root and Windows folders only

] search passwords by scanning physical sectors on a drive

Password mutation level

(®) Favor speed () Favor effidency
|:| Custom recovery Dictionary attack
<«<<«< Home <« Badk Mext == Exit

Ha cneaytoliem ware macTep NporpaMmbl NPeAsIOXNT AOCTyMNHble MeToAbl noucka PIN. Yutute, He cMOTpsi Ha To,
YTo KOJ MPOrpammbl ONTUMU3MPOBAH, Mouck PIN Koga - mpouecc o4YeHb MeAJieHHblld. [03ToMy pekoMeHayeTcst
OTK/IIOUNTL CaMble 3aTpaTHble MeToAbl MoMcKa. HanpumMep, Kak nokasaHo Ha KapTuHKe Bbille.

YT006blI 3anyCcmmtb CBO€e COGCTBEHHOE BOCCTAHOBJ/IEHME, yCTaHOBUTE TasioukKy HanpoTVB 'HacTpavBaemble ataku' u

BbIGEpWTE TMN aTaky. Ha ofHOM U3 creaylow X waroB BaM 6yAeT NpeasiokKeHo HACTPOUTL OMUWK BblGPAHHO
aTaku.

IMouck PIN-koao0oB
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) Lookup PIN -

ot

Recovering PIN (step 4 of 4) [ 1 )]
Click "< < Find PINs =" button to start scanning your system for lost PINs, This may take quite some time to .*

complete, To speed up the process, select only the PIN you need. Running recovery for multiple PINs
increases recovery time proportionally,

Lser name User RID PIM Modified

5-1-5-21-11421119... 1009 1933 04/02/2016 13:26:12

5-1-5-21-1142111%9... 1009 08/26/2017 18:15:59

John 1001 05/22/2018 17:496:27
Status

Current module

Current progress

Cwerall progress

o Eack << FIND PINS == Exit

CKOpoCTb MoucKa 06paTHO MponopuMoHasibHa KonmdecTsy MCKoMbIX PIN. T.e. yem 6onbwe PIN KogoB wuuietcs
O HOBPEMEHHO, TeM MeHbLLIe CKOpPOCTb Nnoucka. Moatomy pekoMeHAYeTCH WCK/UYUTL U3 NOWCKa BCE HEeHYXHble
PIN, ocTaBvB TOMbKO OAMH HEOOXO0AMMbIA. Caenatb 3TO MOXHO NPOCTO: LU, e/IKHUTE NpaBoi KHonkoli no PIN-koay,
KOTOpbIA Haf40 BOCCTAHOBWTb, W BblbepuTe NYHKT 'VICKOUMTL BCE 3anucu, Kpome BblbpaHHOR'. [ns 3anycka
npouecca noncka Haxmute << NMOUCK PIN >>,

Vmeitte B BUAy, HekoTopble PIN-KoAbl MOXHO rapaHTMpoOBaHHO BOCCTAHOBUTL 3a pasyMHoe Bpems. Ecmu
nporpamMmMa OOHApPYXWUT TakoW YA3BUMbLIA KOA, TO MPEeanoXMT 3anyCcTutb afaky C rapaHTMpOBaHHbIM
BOCCTAHOB/IEHNEM, KaK MOKa3aHO Ha CKPUHLLOTE HUXe.

Reset Windows Password

easily be recovered in a reasonable amount of time. Do you

o The program detected that at least one PIM is weak and can
want to run the guaranteed recovery?

Yas Mo

B HOBbIX BEpCUsX NporpaMMbl BCTPOEH a/TOPUTM Tak Has3blBAEMON "YMHOI paclundpoBkin”. Kaxablid pas, korga
nonb3oBatesib HaXMMaeT KHonky << [OWCK PIN >>, nporpamma aHam3vpyeT HaiigeHHble MUH-kogbl u
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3541

npeasiaraeT yMHOe BOCCTAHOB/IEHWE 3amnvceil. YMHOe BOCCTaHOBJIEHVE MOApasyMeBaeT /M60 rapaHTVpOBaHHY
pacwundpoBKy 3a PasyMHblii MPOMEXYTOK BPeMeHW, /NGO HerapaHTMpPOBaHHbI MOWCK Mo Wab/ioHy (TOSIbKO Tex
3anuceil Kotopble MOryT MOTEHUMASIbHO COAEpXaTb 4acTo-ynoTpebnsieMble  Kom6uHauuu). T.e. cHadana
NPOV3BOAUTCS FapaHTMpPOBaHHbIA nouck MH-KoAoB, KOTOpble MOryT GblTb HaliAeHbl 32 MUHUMa/IbHOE BpeEMs,
3aTtem 3a 60/1ee AJ/MHHbIV MPOMEXYTOK BPEMEHU 1 3aTeEM HerapaHTMPOBaHHBI MOMCK LWabioHHbIX MAH.

Ecnm nporpaMma He o6HapyXuna H1 Tex, Hu apyrux inos MVH, 3anyckaeTcsl ataka, BbibpaHHasi Nosib30BaTesieMm.

HacTpanBaeMmble ataku

Ecnn BbibpaHa onumsa 'HacTpavBaemasi ataka, To nporpaMmma npegsaraet 3 AOMNOSHUTENIbHBIX MHCTPYMEeHTa AN
yragblBaHusl naposnei:

o CnoBsapHas artaka

o MBpuaHasn araka

e ATaka no macke

CrioBapHas ataka

@ Plaintext password recovery — >
Searching passwords (step 4 of 5) - Dictionary attack
In contrast with a brute-force, a dictionary attack only tries passwords, which are most likely to succeed, E
typically derived from a wordlist, The mutation option determines how many combinations (based on a sodal

engineering rules) wil be generated for every word of the wordlist{s).

List of dictionaries

File name File size Full path 2 Add
English.pcd 7 530 833 D:Windows\System32'\English. pcd Bemme
de,utf 3 876 589 D:Windows\System32ide. utf

ez, utf 5627934 D:YWindows\System32\es. utf

froutf 3121865 Dy \Windows\System32Yfr. utf

pt.utf 3 394908 Dy \Windows\System32'pt. utf Up
ru.utf 7819 536 D:Windows\Svstem32'ru, utf <

r 3 Down

Mutation level

() Mo mutation, fastest () Default, average
(®) Very weak, super-fast (Jstrong, slow
() weak, fast ()very strong, extremely slow
<<<< Home << Back Mext == Exit

ATaka N0 _CoBapio UCMNonb3yeT C/ioBa M3 3afaHHoro cnucka Ans nogbopa Hanbonee BEpPOATHbIX KaHAMAATOB B
napo/m. RWP nogaepxuBaeT pas3numuHble Tunbl  cnioBapeii:  ASCIl, UNICODE, UTF8, a Takxe
3alndypoBaHHble/CXaTble cioBapy B CO6CTBEHHOM dopmaTte PCD. Bbl MOXeTe UCNOMb30BaTh Kak CTaHAapTHbIe,
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nocTaB/isieMble BMECTe C NPOrpaMMoid, Tak U CBOM COGCTBEHHbIe crioBapu. YUToGbl MCMOMb30BaThL CBOI C/I0Baphb,
cKonupyiite ero Ha USB-HocuTeslb U MOAK/HOUNUTE €ro K Le/IeBOMY KOMMbIOTEPY. YPOBEHb MyTauuu onpegessier,

CKO/IbKO KOMGMHAUMi HAa OCHOBE MNpaBW/ COUMasbHOW WHXeHepuu OGyAeT co3fgaHo A/ KakAoro c/ioBa U3
MCXOAHOro C/IoBapsi.

MmMbpuaHas ataka

E\, Plaintext password recovery — >
Searching passwords (step 4 of 5) - Hybrid attack
A hybrid attack is similar to dictionary attack, except that you should set your own word mutation rules. m
Setup at least one wordlist and one file with password mutation rules here, -
List of dictionaries
File name File zize Full path Add
English.pcd 7 530 833 D Windows\System32'\English, pcd REmove
Up
Dowri
Mutation rules
File name Rules Full path Add
english_waords.ini 30055 D:Wwindows\System32Yhybrid_rules‘english_w... Remove
Edit
Up
Dower
<< << Home << Back Mext =3 Exit

[nbpraHaa ataka NOXoXa Ha C/I0BapHY0, 3a UCK/YEHWEM TOrO, YTO MOXHO YCTaHaB/MBaTb CBOM COOGCTBEHHbIE
npasuna MyTauum crioB. [Nporpamma nocTaBAseTcss C OrpoMHbIM Habopom ¢aiinoB ¢ npaswiamu. [lpocTo
NCNO/b3YiTe TOT, KOTOPbINA flyylle BCEro NoaAxXoAuMT A5 Bawein 3agaun. Kpome Toro, rmbpugHas ataka no3sonsier

LOONOSIHNTENIbHO CO34aBaTb, peaakmpoBatb WM MU3MEHATb npasuia MyTauun B COOTBETCTBMXA C  BallMK
NOTPEBGHOCTSAMM.

ATaKa no Macke

Reset Windows Password
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3.5.5

f_wl Plaintext password recovery . %

Searching passwords (step 4 of 5) - Mask attack

If you know that the password begins with ‘loveme’ and followed by a name, you can set the mask ke,
loveme YooY Y Yo Yo Yo to check all possible variants starting with lovemeaaaaaa’ and up to &
lovemezzzzzz'.

Mask syntax tip

Bor - lower-case Latin characters (a..z) A

Bl - upper-case Latin characters (A..Z)

B - full set of spedial characters (1..~ space)

@ - small set of spedial characters {1 @#5%:™&()-_+= space)

Bo? - all printable characters with ASCII codes of 32..127

%™ - all ASCII characters (codes 1..255)

%ud - one digit (0..9)

%uedlx-v) - numbers between x and v indusive >
Password mask | Yow(English.pcd) %ed(0-99) | ==

Custom character sets

Add
Remove
Up

Down

## << << Home << Back Mext = Exit

ATaka no Macke fIBfiieTCsl He3aMeHUMbIM UHCTPYMEHTOM, KOrZia Bbl 3HaeTe YacTb Naposs Wim UMeeTe Kakyto-1mbo
nHdopMaLmio 0 HeMm. Hanpumep, ecaim U3BeCTHO, YTO Naposib COCTOUT U3 12 CMMBOJIOB U HaunHaeTcs ¢ 'loveme’, To
JocTaTtoyHo nepebpatb nocnefHne 6 cMMBOJIOB Napons YTobbl yrafate BeCb Naposib. BOT 41151 Yero HyxHa ataka B
Macke. B Hawem nprvMmepe MOXHO YCTaHOBUTb Takyto Macky: loveme%c%c%c%c%c%c

[na nonyyeHnss 6onee noApobHON uHoOpMauuM O TOM, Kak paboTaeT macka, obpamMTecb K Haweih OHnaliH-

AOOKYMEHTaLINN.

MNMouck naponsa SYSKEY

SYSKEY - 3T0 AONO/IHUTESbHBIV YPOBEHb 3allUTbl ONEpPaLVOHHON CUCTEMBI, KOTOPbIV BNepBble 6bi1 NpeacTaB/ieH
B Windows 2000. SYSKEY no-ymos4aHuio BCcerga Bk/OUEH U npegnaraeT Tpy Tmna 3au Utbl:

1. To-ymon4vaHuio - kY wudposaHns SYSKEY xpaHuTcs B peectpe Windows.
2. 3arpy3Oou4Hblii ANCK - K/HOY WNKPOBaHUS XPaHUTCS Ha ANCKETe.
3. HauanbHbIli naponb - ko4 WwiudpoBaHMs co3[aeTcs Ha OCHOBE CTapTOBOrO Naposis.

OuyeHb 4acTo MOLLIEHHMKM Ucnosb3ytoT SYSKEY a/1s Toro, 4To6bl YCTAaHOBUTL HA KOMMbIOTEPE XePTBbl HauasbHbIi
naposib ¥ G/IOKMpOBaTL TakMM 06pasoM  AasibHellyt 3arpysky onepaumoHHoli cuctembl. O6bIMHO  OHU
CBSiI3bIBAOTCS C BaMu, NMpPeACcTaBMBLUMCH COTPYAHUKaMU ClyX6bl nogaepkkun Microsoft, U cunbHbIM VHAWIACKUM
aKLEHTOM MocTapaloTcs yBepuTb, uTo Baw MK vMeeT cepbesHble, KpuTudeckue npobremMbl ¢ 6e30MacHOCTbIO,
KoTopble HEeo6X0AMMO CPOYHO WCMpPaBWTb. Kak MpaBwio, OHU MbiTaloTcs y6eauTb Bac paspellnTb Jam UM
YOAIEHHbI JOCTYN K BaweMmy KOMMbloTepy, 4To6bl WCMpaBUTL 3TM ‘mMpobnembl. EciM Bbl  coBeplunTe
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PaboTa ¢ nporpammom

HEOCTOPOXHOCTbL M paspelmnte caenatb UM 3TO, OHM MPOCTO YCTAHOBSAT CTapToBbii Maponb SYSKEY. lNocne
nepesarpysku Bbl MO/lyYUTe 3anpoc Ha BBOJA Naposisi, KOTOpPbIA, eCTECTBEHHO, HEW3BECTEH W BCe Aa/lbHeiine
NOMbITKM 3arpy3nTb KOMMbIOTEP OK&XYTCA 6e3yCneLlHbIMU NoKa Bbl HE 3annatute MOoLeHHUKam 3a pa3b/ioKMpOoBKY .

Startup Password

This computer is configured to requine a password
in order to start up. Please enter the Startup
Pazsword below.

i Password: ||
| QI | Festart

K cuyacTblo, B GO/MbLUMHCTBE C/ly4aeB, HO He BCerfa, YycTaHaB/IMBaemble MOLIEHHUKAMMX MNaposM [0BO/IbHO
npocTble U MOTyT 6bITb NOA06PaHbI U pacllNdPOBaHbl NPU NMOMOLL M MHCTPYMEHTa A/ noucka napons SYSKEY.
Bam Heo6X0o4MMO NPoiTM Yepes Tpy NPOCTLIX Lara, YTobbl 3anyCTUTb NOUCK Naposis:

YcTaHOBKa 1 HacTpovika novcka napons SYSKEY

':'3:\ Lookup SYSKEY startup password - X

Searching passwords (step 2 of 5)
In most cases some password hashes can be decrypted almost instantly, The recovery may take up to

several minutes depending on the options you select here., -ﬁ-
Lookup methods
Lookup passwaords in Windows cache Search for simple passwards
Deep-earning attack Check passwords in most recently used files
Primitive dictionary-based attack Primitive brute-force attadk
Artifidial Inteligence attack Search passwords in Recyde Bin

Fingerprint (pattern-based) attack
Extract strings from huge files, induding hiberfil.sys and pagefile.sys {video, archives, etc. will be skipped)
Search big files in root and Windows folders only

Search passwords by scanning physical sectors on a drive

Password mutation level

Favor speed Favor effidency

Custom recovery Mask attack e

<«<<«< Home <« Back Mext == Exit

Mounck naponsa SYSKEY MOXeT 3aHATb 40BO/IbHO MHOTO BPEMEHU M COCTOUT U3 HECKOJIbKO LLaroB:
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Mownck cnoB u naposneii B cucteMHoM kawwe Windows. [aHHbIi MeTOA B CBOK o4Yepefb TOXEe COCToMT n3 6osee
yeM [JHXWHbl MVHW-aTak B XOAe KOTOPbIX MPOMCXOAWT MO460pP WM NpoBepka BCEBO3MOXHbIX HaWigeHHbIX
naponeii nonb3oBateneil, oT cekpetoB LSA, o naponein DSL, VPN, FTP, IM, naponeii 6pay3epoB, naponei
noyTsl, 6a3bl gaHHbix Windows Search n T.4.

AHamM3 NpocTbIX, KOPOTKMX Maposield, KnaBmaTypHbIX KOMOUHaUWA 1 T.4,.

CkaHvpoBaHve, aHanM3 1 BblIGOpKa C/I0B M3 BCEX MOC/MeAHMX OTKpPbIBAEMbIX MOJSb30BaTesieM (aiinos Lenesoi
CUCTEMBI.

MpocTtas ataka No cnoBapto. [poBepsilOTCA BCe MaposM U3 BCTPOeHHOro crnosaps Ansa Light n Standard
pefakumii UM M3 HEeCKOSbKUX crioBapeil (Apabckuii, Kutalickmii, AHriuviAckuii, @ paHuy3ckuii, Hemeukwii,
MopTyranbckuid, Pycckuia, icnarckuii) ana Advanced Edition. Ecnv ycTaHOBNeHa onuusi rily60Koro novcka, To
npu NPOBEpPKe A0MNOJHUTE/IbHO UCMOMb3YHTCA NpoCcTene MyTaumu CrioB.

MpocTas ataka meTogoM nepe6opa. Mporpamma aBTOMATMYECKM MEHSIET HACTPOKM nepebopa B 3aBUCMMOCTU
OT YCTaHOB/IEHHbIX HACTPOEK MyTauuu.

WHTennektyanbHas ataka aHaJm3vpyeT CeTEBYH aKTMBHOCTL MO/b30BaTeNss Ha KomnbioTepe. Ha ocHoBe
aHasM3a cosfgalTca NpeanoyTeHNs Nob30BaTesis U NPOM3BOAUNTCS CO34aHNe CEMaHTUYECKOrO C/IoBaps ataku,
KOTOPbIA 3aTeM UCMNOb3YETCA Npu nogbope v yragbiBaHuy napons SYSKEY.

Mownck naponei B yaaseHHbIX haiinax, BPpEMEHHbIX Katanorax v T.4,.

MpumnTBHasA aeHMdmKaumoHHas ataka Ha ClIoKHble AHIMIACKUe naponu.

Mownck cnoB 1 naponeii B 6onbwmnx daaiinax: RAM guckax, hiberfil.sys, pagefile.sys un 1.4.

.Mouck naponeii nytemMm MHAEKCUPOBAHUSI U aHa/M3a C/IOB B (M3NYECKUX CEKTOPOB BbIGPaHHOro gucka. Ecim

onupsa 'Password mutation level' BbicTaBneHa B 'Deep search’, To nporpamMmma AONOSHUTESILHO MOMNbITaeTcs
BbIMO/HATL MyTaUMi0 HaifeHHbIX CnoB. Mcnonb3yiiTe 3Ty HaCTPOMKY akkypaTtHo, T.K. MpoXog Mo BCEM
cekTopaMm C [0MOSHUTENBHOW MyTaumeil C/I0OB MOXET 3aHSATb O4EHb MHOTO BPEMEHN.

YTo6bl 3anycTUTb CBOE COGCTBEHHOE BOCCTAHOB/IEHVE, YCTAHOBUTE Fas/iouky HamnpoTvB 'HacTpaviBaemble aTtaku' u
BbIGEpMTE TMN ataku. Ha ogHOM U3 cregylowux waroB Bam GyAeT NpeasiokeHO HACTPOUTL OMNuWK BblGPAHHO
aTaku.

BbI60OP NCTOYHMKA AaHHbIX
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@ Lookup SYSKEY startup password E=2

Searching user passwords (step 3 of 4) -

You should pravide files and folders required for successful recovery, Typical location for profiles directory:
C:\Documents And Settings. Typical location for program files folder: C:\Program Files.

Files and folders required for successful recovery

Path to Active Directory database

SAM registry file |D:‘n,'l.’l.-'indows‘ﬁystemSE‘n,Conﬁg‘nﬁm - |
SYSTEM registry file |D:‘l,'l."l.l'induwsEystemSl\,Cunﬁg‘nSYSTEM - |
SECURITY reqistry file |D:‘l,'l."u'indnwsEystemSE‘n,Cnnﬁg‘nEECURl‘l"r - |
SOFTWARE registry fle |D:\Windows\System32\Config\SOFTWARE -

Profiles directory |D:‘|,I_Jsers

Program files directory |D:‘|Prngram Files

<< Back Mext == Exit

Mpun noncke napona SYSKEY ocoboe BHMMaHue criefyet yaenTb npasusibHOMY BblIGOpY BCeX HeO6XOAWMMbIX B
npouecce aHanmsa ¢ualinoB 1 kaTanoros. bes HUX nopbop naponein 6yaeT HeathdeKTMBEH UM AaKe HEBO3MOXEH.
MporpaMma aBTOMaTMYECKM NPOM3BOAUT MOUCK (palinoB, HO WMHOrAa, Hanpumep, ec/im Ha KomnbioTepe ObU1o
YCTaHOB/IEHO HECKO/IbKO OMepauuoHHbIX cucTeM, TpebyeTcs 'pyuyHoe ynpasrieHve'. Vwvelite B Buay, 4TO npu
Hamummn 2-x WM 6onee NOrMYEecKMX AUCKOB, MOPSAOK OykB AN 3TMX AUCKOB MOXET OblTb COBEPLUEHHO WHOMA,
HeXenu YeM Ha OpUrnHasIbHON cucteme.

Mowck n pacwmd poBka naposid SYSKEY
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@ Lookup SYSKEY startup password £3

Searching user passwords (step 4 of 4)

Everything is ready now. Click '< < Find Passwords ==’ button to start scanning your system for lost
passwords. This may take guite some time to complete. Note that not all passwords can be found but only H]
simple and vulnerable ones.

SAM DY\ Windows' System3 2\ Config\ SAM
SYSTEM D\ Windows'System32\Config\SYSTEM
Status Mo passwords were found

Current module Lookup passwords in Windows cache

Current progress B =

COverall progress

| << STOP SEARCHING >> |

Mouck n yragbiBaHve napond SYSKEY MOXeT 3aHATb HEeKOTOPOe BpPEeMs, KOTOpOe 3aBUCUT OT HacTpoek
nporpaMMbl 1 0COBEHHOCTEN Ballero KoMnboTepa.

Yuymite, wu3-3a 0cobeHHOCTM wwudpoBaHns SYSKEY, He Bce napoim MoryT ObiTb  pacliudppoBaHbl
BOCCTaHOBJ/IEHbI, @ TO/IbKO MPOCTbIE U YA3BUMbIE!

[Mocne Toro, Kak TeKCTOBbIN Naposib SYSKEY 6bln HaligeH, He06XoA4MMO OTK/IlOUMTL 3anpoc Ha Naposb, KOTOpbIiA
NnosiB/IAETCH BO BPeMs 3arpy3ku, BepHyB HayaslbHOe COCTOsSIHME cUcTeMbl. [1/1 9Toro, BOMAUTE B CBOK YYETHYIO
3anmcb Windows, HaxmuTe coyeTtaHue knasuw 'Win+R', BBeaute 'SYSKEY' u wenkHute kHonky 'OK', Kak
NnokKa3aHo Ha PUCYHKe HUXe.
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PaboTa ¢ nporpammom

[ = Run ﬁ1

=  Typethe name of a program, folder, document, or Internet
rescurce, and Windows will open it for you,

Open: syske]d -

| ok || Cancel || Browse.

L

OTa KOMaHAa 3anycTuT Aguanor ¢ HacTpoiikamn SYSKEY. Bce, 4To HeobGXoammo caenatb, 3TO HaaTb KOHKY
'Update' n nepekntounts onuuto 'Password Startup' o6patHo Ha 'System Generated Password', ykasaB HailgeHHbIi

TEKCTOBbIN napo’sib.

rStartup Key ﬁ1

{* Password Startup

Requires a password to be entered during system
start.

|

Password:

Confirm: |"""“""‘1

(" System Generated Password
~

QK | Cancel

Mocne Bcex n3ameHeHuid, HacTpoliku SYSKEY f0/mkHbI BbIr194eTb TakuM 06pa3oMm:
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PaboTa ¢ nporpammom

Startup Key &

(" Password Startup

{* System Generated Password

(" Store Startup Key on Foppy Disk

Requires a floppy disk to be inserted during
svstem start.

{*" Store Startup Key Locally:

Stores a key as part of the operating system,
and no interaction is required during system
start.

QK | Cancel

3.55.1 HactpanBaeMmble ataku

Ecnm BblbpaHa onums 'HacTpavBaemas ataka', To nporpaMma npegsaraet 3 A0MOMHUTESbHbIX UHCTPYMeHTa Ans
yragblBaHus naponei:

e CnosapHas artaka

e [MbpunaHas ataka

e ATaka no macke

CnoBapHas aTaka
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@ Plaintext password recovery — b4

Searching passwords (step 4 of 5) - Dictionary attack

In contrast with a brute-force, a dictionary attack only tries passwords, which are most likely to succeed, E
typically derived from a wordlist, The mutation option determines how many combinations (based on a social
engineering rules) wil be generated for every waord of the wordlist(s),

List of dictionaries

File name File size Full path " Add
English.pcd 7 530 833 D Windows\System32'\English, pcd Bemoe
de,utf 3 876 539 D:Windows\System32ide . utf

es,utf 5627934 D:YWindows\System32\es. utf

fr.utf 3 121865 D:Windows\System324fr.utf

pt.utf 3 394 906 D:Windows\System32'pt. utf Up
ru.utf 7819 535 D Windows\Svstem32ru, utf ~

r 3 Daown

Mutation level

() Mo mutation, fastest () Default, average
(®) very weak, super-fast ()strong, slow
() weak, fast (") Very strong, extremely slow
<< << Home <« Back Mext == Exit

ATaka No c/oBapio UCNofb3yeT CfioBa M3 3a[aHHOro cnucka Ana nogbopa Havbonee BEPOATHbIX KaHO4MOATOB B
naponn. RWP noggepXuBaetr pasnnyHble Tnbl  crioBapeii:  ASCIl, UNICODE, UTF8, a Takxe
3allndypoBaHHble/cxaTble cnoBapu B co6CTBEHHOM doopmaTte PCD. Bbl MOXeTe UCNOMb30BaTb Kak CTaHAapTHble,
nocTaensiemMble BMecTe C MporpamMmoli, Tak U CBOU COBCTBEHHble crioBapu. YTobbl UCNOMb30BaTb CBOM Cri0Bapb,
ckonupylite ero Ha USB-HOCUTENb 1 NOAK/OUUTE €ro K LienieBOMy KOMMbIOTEpY. YPOBEHb MyTauuu onpefensier,
CKOMbKO KOMOMHauuii Ha OCHOBE nNpaBW/ COUMa/bHOM WHXeHepunm O6yaeT co3faHo ANs Kak[oro crfiosBa U3
NCXOAHOro crioBapsi.

MMbpuaHaa ataka
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1) Plaintext password recovery —

>
Searching passwords (step 4 of 5) - Hybrid attack
A hybrid attack is similar to dictionary attack, except that you should set your own word mutation rules, II.'
-

Setup at least one wordlist and one file with password mutation rules here,

List of dictionaries
File name File size Full path Add
English.pcd 7 530 888 D \Windows\System32\English. pcd Remove
Up
Dowen
Mutation rules
File name Rules Full path Add
endlish_wards.ini 30055 D Windows\System32Yhvbrid_rulestenglish_w... Remove
Edit
Up
Down
<«<<< Home <« Back Mext == Exit

[1M6praHaa aTaka NOX0OXa Ha C/I0BapHYH0, 3a UCK/IKOYEHNEM TOTO, YTO MOXHO yCTaHaB/MBaTb CBOM COOGCTBEHHbIE
npaswia MyTaumu cnos. [porpaMma MoCTaB/sieTCA C OrpoMHbIM Habopom chaiinioB ¢ npasuiamu. [pocTo
NCMO/b3YiTe TOT, KOTOPbIN Nlyylle BCEro NOAXOAWT 415 Bawein 3agayun. Kpome Toro, rubpugHasi ataka nosBosisiet
[JOMNOMHUTENIbHO COo34aBaTb, PeAakTMpoBate WM M3MEHATb MpasBwia MyTauMu B COOTBETCTBMM C  BallvMMu
NoTpebHOCTAMMN.

ATakKa no mMacke
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@ Plaintext password recovery — >

Searching passwords (step 4 of 5) - Mask attack

If you know that the password begins with ‘loveme’ and followed by a name, you can set the mask ke,
loveme YooY Y Yo Yo Yo to check all possible variants starting with lovemeaaaaaa’ and up to &
lovemezzzzzz'.

Mask syntax tip

Bor - lower-case Latin characters (a..z) A

Bl - upper-case Latin characters (A..Z)

B - full set of spedial characters (1..~ space)

@ - small set of spedial characters {1 @#5%:™&()-_+= space)

Bo? - all printable characters with ASCII codes of 32..127

%™ - all ASCII characters (codes 1..255)

%ud - one digit (0..9)

%uedlx-v) - numbers between x and v indusive >
Password mask | Yow(English.pcd) %ed(0-99) | ==

Custom character sets

Add
Remove
Up

Down

## <<« < Home << Back Mext == Exit

ATaka no Macke fIBfiieTCsl He3aMeHUMbIM UHCTPYMEHTOM, KOrZia Bbl 3HaeTe YacTb Naposs Wim UMeeTe Kakyto-1mbo
nHdopMaLmio 0 HeMm. Hanpumep, ecaim U3BeCTHO, YTO Naposib COCTOUT U3 12 CMMBOJIOB U HaunHaeTcs ¢ 'loveme’, To
JocTaTtoyHo nepebpatb nocnefHne 6 cMMBOJIOB Napons YTobbl yrafate BeCb Naposib. BOT 41151 Yero HyxHa ataka B
Macke. B Hawem nprvMmepe MOXHO YCTaHOBUTb Takyto Macky: loveme%c%c%c%c%c%c

[na nonyyeHnss 6onee noApobHON uHoOpMauuM O TOM, Kak paboTaeT macka, obpamMTecb K Haweih OHnaliH-

AOOKYMEHTaLINN.

3.5.6  MMowck naponeit BUPTyasibHbIX MALUWH

Ecm noTepsiH 1 3a6bin Naposib BUPTYa/ibHOWM MallivHbl, B RWP uMeeTcsi Heo6X04MMblii MHCTPYMEHT A1 noucka
naponeli AocTyna K BMpPTyaibHbIM MalivHaM. Tekylias Bepcusi nporpaMmbl MOAAEPXKMBAET BOCCTAHOB/IEHWE
BUPTYya/ibHbIX MawnH VmWare u Oracle VirtualBox. O6e nporpammbl a8 BUPTYa/M3aUyn UMEOT OYeHb CUSTbHYIO
3alluTy, NO3TOMY MOWCK Naposieil UMeeT psig, 0COGEHHOCTEN, 0 KOTOpbLIX BYeT pacckazaHo HIKe.

YcTaHOBKa Onuuii Nonucka n MeTo10B BOCCTAHOB/1E€HUS
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PaboTa ¢ nporpammom

'L'-f; Lookup passwords for virtual machines - X
Searching virtual machine passwords (step 2 of 4) -
Make sure you set off all options except presumably necessary ones, The recovery process is extremely
slow due to strong encryption used, Be prepared for hours or even days of continuous program's working, -ﬁ-
Lookup methods
[ ]Lockup passwords in Windows cache Search for simple passwards
Deepearning attack [] chedk passwords in most recently used files
[ Primitive dictionary-based attack [ primitive brute-force attadk
[ ] Artificial Inteligence attack [ ]search passwords in Recyde Bin

[]Fingerprint (pattern-based) attack

[ |Extract strings from huge files, induding hiberfil.sys and pagefile.sys (video, archives, etc. will be skipped)
Search big files in root and Windows folders only

] search passwords by scanning physical sectors on a drive

Password mutation level

(®) Favor speed () Favor effidency
|:| Custom recovery Dictionary attack
<<=« Home <« Back Mext == Exit

B camMoM Hauyane Heob6Xxo4MMO OnpeAenmMTbCsi ¢ MeTogaMu noucka. BoccTaHoBMeHMe naposieit BUPTyasibHbIX
MaLLWH - OYeHb 1 OUYEeHb Me/l/IeHHbII NPoLecc, NO3TOMY PEKOMeHAYEeTCs OTK/oUNTL Hambosee 3atpaTtHble MeTofbl
novcka. MoXHO Takxe BbiGpaTb Mo/b30BaTe/lbCKOE BOCCTAHOB/EHME. 3a 3TO OTBeYaeT onuusa 'HacTpaviBaemble
aTaku', KoTopas nepek/oyaeT Mexay HacTpavBaeMbIMy U TOTOBbIMU LabfioHamu atak. Eciv BbiGpaTts nepeBoe, To
BO BpeMsi c/iedyoLux Wwaroe MacTtepa 6yaeT npeasio)KeHo HACTPOUTL oMY BbliGpaHHON ataku. HacTpavBaeMmble
aTtaky nydile NnoaxoAaT A4/ C/iy4Yaes, Korga U3BecTHa K.J1. MHGoopMauust o 3a6biToM napore.

HacTpoiika Katasioros

Reset Windows Password Copyright (c) 2024 Passcape Software. All rights reserved.




PaboTa ¢ nporpammom

@ Lookup passwords for virtual machines - X

Searching passwords (step 3 of 4)

You should provide files and folders required for successful recovery. Typical location for profiles directory:
C:\Jsers, Typical location for program files folder: C:\Program Files.

Files and folders required for successful recovery

Path to Active Directory database

SAM registry file C:\Windows\System 32\ Config\SAM

SYSTEM registry file C:\Windows\System 32\Config\SYSTEM

SECURITY registry file

SOFTWARE registry file

Profiles directory D:izers I

Program files directory

<«<<«< Home <« Back Mext = Exit

Mpv novcke naponei BUPTyasibHbIX MalwuWH crefyeT yAennTs ocoboe BHYMaHue BblIGopy Manok, Heob6XoAUMbIX
ANns aHamsa ¢alinoB M noucka BUPTYyasibHbIX MawuH. Be3 Hux nopbop naponein 6yaeTr HeadpeKTMBEH Wan
nporpamma 6yfeT He B COCTOSHUM OBHapY>XUTb BUPTy&sibHble MawuHbl. B 6onblinHCTBE cryvyaes RWP
aBTOMaTMYECKN NPOV3BOAMUT MOMCK HEOOXOAUMbIX (IAVI0B.

Wwelite B BUAY, NOpsSA0K GyKB AUCKOB MOXET OT/IMUYATLCS OT OPUrMHA/IbHON crucTEMBI!

Mowck 1 pacwmg poBka Nnaposiein BUPTYas1bHbIX MaLlIviH
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ﬁ Lookup passwords for virtual machines - X

Searching virtual machine passwords (step 4 of 4)

Everything is ready now. Click "< < Search Passwords =" button to start scanning your system for lost
passwords, This may take quite some time to complete, Mote that not all passwords can be found but only
simple and vulnerable ones.

-

-
=

¥M name Modified Password Virtual disk path
wp-32 2020-03-... 0 Wmwbox\xp-32'wp-32\Encrypted, vmdk
wp-32 2020-03-... 0 Wmwboxp-32%wp-32p-32. vdi
Windows 10 20h1 0:YWmiWiin 20k 1\Windows 10 20h1.wmdk
Windows XP 32-bit SP3 D:WmiWinXP32Windows XP 32-bit SP3.wmdk
Status
Current module Search for simple passwords

Current progress I
Cwerall progress -

<<<< Home << Back << S5TOP SEARCHIMNG == Exit

Mouck naponeii BUPTya/lbHbIX MallMH MOXET 3aHATb MHOrO0 BpemMeHun. Bce BupTyasibHble MalluHbl WMEHT
XOPOLLYH0 3alnTy. B HEKOTOPbIX C/lyyasix CKOPOCTL Nnepebopa COCTaB/ISIET BCETO HECKO/IbKO Maposieit B CeKyHAY.
|-|03TOMy ana onmmMmsaummn U yBesimieHna CKOpoCTU, UCKIKUYUTE U3 npouecca noucka HeHyXHble BUPTYya/ibHble
MalLIHbI, UCMOMb3YS A1 9TOr0 KOHTEKCTHOE MEH!O.

3.5.7  MMouck naponeii K 3alnpoBaHHbIM AOKYMEHTaMm

Moy BCe COBPEMEHHbIE [OKYMEHTbl MMEIT OYeHb CW/IbHYI0 3aluTy LUMGIPOBaHMEM, U MoAo6pats Naposib,
Hanpumep, nepe6opoM, B 6OMbLUVHCTBE C/lyYaeB, He MpeAcTaB/IieTcs BO3MOXHbIM. [o3ToMy, ec/v naposib
LIMCPOBAHMST A1 [OKYMeHTa He nojo6paH o6biMHLIMKM cpeacTBamy, To RWP - Baw nociegHwid  LiaHc
BOCCTaHOBWUTb €rO.

He cekpeT, 4To MHOrve Mosib30BaTesM UCMO/b3YIOT OAHU U Te Xe (MM HEMHOrO MOAUCGMUMPOBAHHLIE) Maposn U
MpM CO3[aHMM YUYeTHbIX 3anuceil VIHTepHeT, W AN WUdPoBaHUs AoKymMeHToB. B RWP ans  pacluvdpoBkiu
[IOKYMEHTOB MOXHO 3aelicTBOBaTb BCHO MOLLb BCTPOEHHOrO [ABWXKa /18 Moucka Takux naponeii. Ec/m He
BAABaTbCsl B NOAPOGHOCTM, TO HA MEPBbI B3r/sS4 BCe [0BOSbHO TPUBMA/ILHO: MporpaMMa CKaHupyeT cucTemy,
0TOMpaeT HaliieHHble NaposK, a TaKkKe UX KaHaWAaTbl, COCTAB/ISIET BO3MOXHbIE MyTaLun 1 MOAUGMKALIMM Naposiei,
a Ha dwHa/IlbHOM 3Tane BbINOJHSAET NMPOBEPKY BCEX MOJIyUYEHHbIX BapMaHTOB. HECMOTPS Ha KaxyLylocs NpocToTy,
anropUTMbl NPOrpaMMbl OBO/ILHO NPOABUHYTbIE. Hanpumep, TofbKo ofgHa rpynna A/ noucka naponeii CocTouT 13
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HECKOJIbKMX [ecsITKOB MoAyneid. A ecTb ele rpynnbl M3 MoAy/ieil MyTauun, UCKYCCTBEHHO WHTE/IeKTa U T.4. U
..

TekyLLan Bepcus nNporpaMmmbl NOALEPXKMUBAET CefyoL e JOKYMEHTbI:
- JokymeHTbl Microsoft Office 97 n HoBee

- JokymeHTbl B chopmate OpenDocuments: OpenOffice, LibreOffice, MyOffice.
- JokymeHTbl PDF (kak naposnb nosb3oBatesns, Tak U Bragensua).

Bbl60p AMcKa Ansi noncka

) Fast disk search = O x

Fast disk search (step 2 of 4)
Select the disk you want to search

Select a disk

G:\ (HDD, Unknown): 237.77 GB [ = |

Disk G: 237.77 GB

Used space, 26.3%

Fan

| Used space: 62.42 GB

() Freespace: 175.35GB

Free space, 73.7%

<< << Home << Badk | | Mext == | | Exit

Bbl6epute AMCK, Ha KOTOPOM HEOGXOAMMO BbINO/HATL MOWCK [10KYMEHTOB.

Yutute, Kak To/IbKO Bbl BbIGEPETE ANCK U HAKMETe KHOMKY [anee, nporpaMMa cpasy HauyHeT CKaHMpoBaTb AUCK B
¢hoHoBOM pexume. Takum 06pa3oM, K (MHa/IbHOMY AWAUIOry, Kak MpaBWio, Bbl YXE MOSlyuuTe CMUCOK BCEX
HalileHHbIX 3alLMGIPOBaHHbIX AOKYMEHTOB Ha BCEM [MCKeE.

YcTaHOBKa Onuuyii Nnonucka n MeTo10B BOCCTAHOB/1E€HUS
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'L'-f; Lookup passwords for encrypted documents - X
Searching passwords for encrypted documents (step 2 of 4) -
Make sure you set off all options except presumably necessary ones, The recovery process is extremely
slow due to strong encryption used, Be prepared for hours or even days of continuous program's warking. -ﬁ-
Lookup methods
Lookup passwords in Windows cache Search for simple passwords
Deepearning attack Check passwords in most recently used files
Primitive dictionary-based attack Primitive brute-force attadk
Artifidial Inteligence attadk Search passwords in Recyde Bin

Fingerprint (pattern-based) attack
[ |Extract strings from huge files, induding hiberfil.sys and pagefile.sys (video, archives, etc, will be skipped)
Search big files in root and Windows folders only

] search passwords by scanning physical sectors on a drive

Password mutation level

(®) Favor speed () Favor effidency
|:| Custom recovery Dictionary attack
<«<<< Home <« Back Mext == Exit

B camom Hauane HeoGXOo4MMO Onpeaennibcs ¢ MeTogamMu noucka. BoccTaHoBneHue naponeli [10KyMeHTOB
ypesBblYaliHO MefJ/leHHbI npouecc. OCO6EHHO, €C/IM UX HECKO/bKO. [Mo3ToMy, pPeKoMeHAYeTcsi OTK/IUUTL
Havbonee 3aTpaTtHble MeTofbl Moucka. EC/M 4YTO-TO M3BECTHO O Maposie, TO He JIMLIEHHbIM pa3yMHOCTM GyaeT
BbIFIS4€Th BbIGOP MO/Ib30BATENILCKOTO BOCCTAHOB/EHNs. 3a 370 OTBEYaeT onuus 'HacTpavBaemble aTaku',
KoTopasl nepek/oYaeT Mexay HacTpavBaeMbiMK W FOTOBbIMM LLA6/oHaMK aTtak. Ecnm Bblibpatb NepBoe, TO BO
BpemMs cnefytolux waros MacTepa nporpaMmMa npeasoxnT HacTPOUTb ONuUMK BbiGpaHHON ataku. HacTpavBaeMble
aTtaky nydile noaxoAnT A4/ C/iyYaes, KOra M3BecTHa Kakas-nm6o nHdopMalys o 3a6biToM naporse.

HacTpoiika Katasioros
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@ Lockup passwords for encrypted documents - X

Searching passwords (step 3 of 4)

You should provide files and folders required for successful recovery. Typical location for profiles directory:
C:\Jsers, Typical location for program files folder: C:\Program Files.

Files and folders required for successful recovery

Path to Active Directory database

SAM registry file C:\Windows\System 32\ConfigiSAM

SYSTEM registry file C:\Windows\System 32\Config\SYSTEM

SECURITY registry file C:\Windows\System 32\Config\Security w ||

SOFTWARE registry file C:\Windows\System 32\ ConfigiSoftware “ ||

Profiles directory C:iUszers i

Program files directory C:'\Program Files | | —
<«<<«< Home <« Back Mext == Exit

Mpn novcke naponein AnA 3awngPoBaHHbIX [OKYMEHTOB HU B KOEM C/lyyae He CTOWUT npeHebperatb BbIGOPOM
nanok. VHorga OHW XM3HEHHO HeoOGXoAuMbl AN aHam3a diaiioB M kaHAMAatoB Ha naponu. bes Hux nopgbop
MOXeT ObITb MasioadxpekTmBeH. B 6onblinHCTBE ciyyaeB RWP aBTomMatmyecku npousBoAUT NMOMUCK HEOBXOAUMBIX

dpaiinos..

Wwelite B BUAY, NOpsSA0K GyKB AUCKOB MOXET OT/IMUYATLCS OT OPUrMHA/IbHON crucTEMBI!

Mounck n pacwmdg poBka naposiei 3amd poBaHHbIX JOKYMEHTOB
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f'“ Lookup passwords for encrypted documents - X

Searching passwords for encrypted documents (step 4 of 4)

Everything is ready now. Click '<< Search Passwords =" button to start scanning your system for lost ®
passwords, This may take quite some time to complete. Note that not all passwords can be found but only
simple and vulnerable ones.

Document name Modified Passwaord Full path "~
16-2110745354, docx 0&/08/2014 08:07:50 E:'\_defron\defcon20 14 ChallengesiCh:
16-2112500947, docx 0&/08/2014 08:07:50 E:'\_defron\defcon20 1 ChallengesiCh:
16-2123639597, docx 0&/08/2014 08:07:50 E:'\_defron\defcon20 14\ChallengesiCh:
16-2126097362, docx 03/08/2014 08:07:50 E:'_defron\defcon20 14\ChallengesiCh:
16-2133560092, docx 03/08/2014 08:07:50 E:\_defron\defoon20 14\ChallengesiCh:
16-2137835733. docx 08/08/2014 08:07:50 E:'_defcon'defcon20 14 ChallengesCh:
16-2138743865. docx 03/08/2014 08:07:50 E:'_defcon'defcon20 14 ChallengesCh:
16-2141231943. docx 03/03/2014 08:07:50 E:'_defcon'defcon20 14\ ChallengesChe
16-21418 10714, docx 0&/08/2014 08:07:50 E:'\_defron\defcon20 14 ChallengesiCh:
£ >

Status

Current module Search for simple passwords

Current progress

Cwerall progress

<< STOP SEARCHING >3 Exit

<<=« Home <+« Badk

Movck naposeli OKYMEHTOB MOXET 3aHATb OYEHb MHOTO BpeMeHW. Hampumep, MOWCK maposieii K AOKYyMeHTam
Microsoft Office 2013 1M HoBee MOXET COCTaBNATL 1-2 Naposid B CEKyHAY ANA o4HOro AokymeHTa! MNoatomy, ans
ONTMMMU3aLMM N YBENIMYEHNS CKOPOCTV nepebopa, Mo-BO3MOXHOCTV UCK/UUTE M3 Mpouecca Moucka HEHyXHble
[OKYMEHTbl, B Waeasie OCTaBMB TOMbKO OAWH HEO6XOAMMBIA [AOKYMEHT. [ 3TOr0 MOXHO WCMNO/b30BaTb
KOHTEKCTHOE MeHI. B nmpoTvBHOM ciyyae, nporpamMma 6yAeT Npon3BOAUTL MOWCK Naposieit Ans BCeX HaligeHHbIX
[ OKYMEHTOB OfHOBPEMEHHO!

Ecnn Hago o06aBWTL HOBLIM AOKYMEHT, L EMKHWTE MpaBoii KHOMKOW MbIWW Ha Cnncke 1 Bblbepute '[06aBUTb
HOBbIi JOKYMEHT .

B HOBbIX Bepcusax MnporpaMmbl NOSABUNACb BO3MOXHOCTL paclundgposbiBate napomm Aadhaar u  e-pan
(311EKTPOHHbIE AOKYMEHTbI XuTeneii Vingum). DNekTpoHHbIn aokymeHT Aadhaar npeacTtasnseT coboit PDF duaiin,
cofiepXall il YHUKa/bHbIli NepcoHasbHbIA HOMep, KOTOpbIi NpucBauBaeTcs Kaxaomy xuteno NHaumu. Aadhaar
cuMTaeTCs KpynHeiilieil B Mupe cUCcTeMoin buo-naeHmdmkauum. JJokyMeHT e-pan - 3To umdposoli naeHmdmkartop,
Bbl4aHHbIA HanoroBbiM AenaptameHToM WMHAauu. Reset Windows Password vMeeT BCTPOEHHYH MNOALEPXKY
[OKYMeHTOB 060ux TMNoB. [na pacliundpoBkn nokymeHTa Aadhaar/e-pan, LiefikHUTE MPaBOA KHOMKON MbIK Ha
CMN1CKe HalgeHHbIX (alinos, yaaute U3 Cnucka Bce oCTaslbHble AOKYMEHTbI (3TO 3HAYUTE/IbHO YCKOPUT npoLecc
novMcka napons) u 3anycTuTe COOTBETCTBYHOLW YO aTaky. Pacwwudposka PDF daiinos Aadhaar/e-pan
aBTOMaTUYECKN 3aeMCTBYET 7 pa3iMuHbIX BUAOB atak, YTo NO3BONSET AOCTUYL NpakTnyeckn 100% ycnexa.

Reset Windows Password
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3.5.8  TMouCK ceTeBbIX M MOYTOBLIX MApPONei

OpHa 13 3amevatesibHbIX BO3MOXHOCTEN NporpaMmbl - MOUCK U paclumdpoBka CeTeBbIX Naposieil nonb3osareneli
MK. Reset Windows Password nognepxvBaeT OCHOBHble MOMy/spHble 6pay3epbl M MOYTOBbIE K/IMEHTHI.

WHTepdielic pa3but Ha Tpu 3Tana A/ MakCUMasibHOrO YNpoLL, eHWst mpouecca, OCTaBuB cneuvdmuHble AeTasiv Ha
0TKyNn nporpamMme.

) Search for Internet/mail/network passwords — O X
Searching and decrypting network passwords (Step 1 of 3)
Specify what passwords do you want to decrypt and a source drive to search for them, | s *--‘r

What do you want to do

(#®)i5earch for Web passwords stored by Internet Explorer, Edge, Firefox, Chrome and other browsers;

(7 5earch for mail passwords saved by Outlook, Internet (Live) Mail, Thunderbird, Seamonkey, Foxmail, etc,
() Search LAM /W AN/RAS [DSLNPMMIF and other network passwords

() 5earch wireless networks and passwords

Source drive (where Windows directory resides)

'::.llI w

<<« < Home << Back | | Mext == | | Exit

Ha nepBoM LWare MacTepa nporpaMmMa npef/jaraeT BbiGpatb TMN Naposieil Ass noucka W WCXOAHbIA AUCK C
katasiorom Windows. Mo ymonuaHuio, npegsiaraeTcsl NepBblil XeCTKUl UCK C YCTaHOB/EHHOM CUCTEMOIA.
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':':\ Search for Web passwords stored by Internet Explorer, Edge, Firefox, Chrome a... - X

Searching and decrypting network passwords (Step 2 of 3)

Make sure the path to Windows folder was set up correctly and choose valid one, if not, Specify whether | [wa*
you want to search passwords for a single user or for all local users, &

System folders
Windows directory C:\Windows o

Where to search
() search for all local accounts

(®) Search for selected user account

User profiles

Profiles directory C:Vsers

Lser profile directory C:\zersitest o

Advanced options

[ 1 Try to guess password for every found user Master Key. May take quite some time,

<«<<«< Home <« Badk Mext == Exit

Ha cregylowem ware crieqyeT YTo4HUTL pacrnofiokeHve nanku Windows, a Takke B Kakux Katasorax 6yaet
NPou3BOAUTLCA MOWCK MNaposieii: Bo BCeX Npodwnsx nosb3oBatesnieli WM Tofbko B BblGpaHHOM. B nocnegHem
c/lyyae, He06X0A4MMO Bbl6paTh COOTBETCTBYHOLL U1 KaTaslor.

Mo ymonyaHuio nporpaMMa aBTOMaTUYeCKM CKaHUpYeT CUCTEMY Ha Hauume noboi nHdopmaumm (Hanpumep,
TBAL WM OOMEHHbIX CEKPEeToB), KOTopas MOXeT ObiTb MCMofnb3oBaHa ANs paclundpoBkn aaHHbIXx DPAPI 6e3
naponsa nonb3oBatesnisd. OfHaKo, YCTaHOBMB pacLUMPEHHbIi napameTp, MOXHO TakXe 3acTaBuTb nporpammy
yragbiBats naposn Mactep-kntoyeii DPAPI, ncnonb3ysa HEKOTOPbIE Hal4eHHbIE 3N1eMeHTbl. Hanpumep, HaligeHHble
K3LWMpOBaHHble  yueTHble JaHHble, LSA cekpeTbl, napomm 6Gpay3epoB, 6ecnpoBOAHOro/yAaneHHOro
poctyna/DSL/RAS/LAN n pgpyrvme. Kak Tonbko naponb MacTtep-kmtoda DPAPI  yragaH, HeT HUKakKoi
Heob6XoANMOCTV NPefoCcTaBIATL Naposib Nosb3osarens. Mporpamma UCNonb3yeT paclundipoBaHHbIin MacTtep-koy
ONs AeKoANPOBaHUA NM0ObIX AaHHbIX, 3all UL eHHbIX 3TUM K/IH0YOM.

OfHaKo, 3TOT NPoLLEeCC MOXET 3aHATb J,0BO/IbHO 3HAYMTENbHOE BPEMS, B 3aBUCUMOCTA OT KO/IMYeCcTBa HalifeHHbIX
MacTep-kntoyeii 1 naponeli ansa nogbopa.

B JmHa/lbHOM [guanore HaxkatMe KHomku << [louck naponeii >> 3anyckaeT npouecc c6opa, aHa/msa wu
pacWndpPOBKN AaHHbIX. ByabTe Tepne/vBbl, B 3aBUCUMOCTU OT BbIGPaHHbLIX OMUWA U KONMUYecTsa nosb3oBatenel
LleNieBoli CUCTEMbI, 3TOT MPOLIECC MOXET 3aHATb A0BOJIbHO MHOMO BPEMEHMN.
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3.5.8.1 TMowuck Be6 napone, xpaHawmxcs B 6paysepax

Mpy BbIGOpE pexnma noucka VIHTepHeT naposeli, Bbl A0/DKHbLI YBUAETh NMPUMEPHO TaKyto KapTUHKY:

@ Search for Web passwords stored by Internet Explorer, Edge, Firefox, Chrome and other browsers 2

searching and decrypting network passwords (Step 3 of 3)
Everything is ready now. Click ‘<< Search Passwords >>' button to start searching your system for ey

passwords, This may take quite some time depending on options you selected, Double-dick any red item to D
proceed the decryption. Right-dicking the list will bring up the context menu.

URL/name Login Password -
8 htips:/192.158.1.92 _— =

@ htips://109. 155. 124.74: 55809 = ==
'a'htu:::,.’,."www.Easyduplicateﬁnder.cnm === — —
'a'htn:ns:,.’,.’ux'ww.amaznn.cn.uk =T s T
'a'hth:us:,.",.’www.b:mlsmﬁnn.mm i T
'a'hth:us:,.’ﬂngin.yahno.mm T =TT =
'a'hth:us:fﬂogin.yahoo.mm = ==

.e BO439ECD 3286A355958C83FF33C 16983946C 13344 <Mot decrypted yet=
.e.ﬁ.'EIELﬁ.C1#.1EE?E9550418933?4AEDCE35#.9E6168F <Mot decrypted yet=

.e C:win1\5ystem32\configisystemprofie\aAppDataiLo... <Mot decrypted yet=

Found/decrypted 61 / 58

Current module

Current progress

COverall progress

# <« Back <« Search Passwords == Exit

Mporpamma nogaepxusaeT paclundpoBKy naposeli OCHOBHbIX NONyisipHbIX HTepHeT-0603peBateneli:

Internet Explorer

Edge

Firefox

Opera

Chrome

Safari

BonbLMHCTBO Gpay3epoB Ha 6aze ncxogHoro koga Mozilla (Flock, Seamonkey, Pale Moon, Waterfox n 1.4.)
OcHoBHble 6pay3epbl Ha 6a3e ncxogHukos Chromium: 360 Safe Browser, 7Star, Amigo, Brave, Centbrowser,
Chedot, Canary, Coccoc, Comodo Dragon, Elements, Kometa, Orbitum, QQ Browser, Sputnik, Torch, UC
Browser, Uran, Vivaldi.

O603peBaTenM NHTEPHET UCMNO/Mb3YHOT pasHble a/IrOPUTMbl 3aLlUTbl MEPCOHA/TbHBIX AaHHbIX. Maponu criegyoLux
6pay3epoB pacLLnpOBbLIBAOTCSA MIHOBEHHO:

e Internet Explorer 4-6

e Firefox n octanbHble 6pay3epbl Ha ocHoBe Mozilla (ecnn He ycTaHoBNeH MacTep Maposb)

o Crapble Bepcumn Opera (ec/m He ycTaHoB/ieH MacTep Maposb)
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PacwwndpoBka apyrvx gaHHbIX TpebyeT BBoAa AONO/HUTENbHON nHdopMaumn. Kak npasuio, Mactep Maponsa wm
napons nNosb30oBaTesist y4eTHOW 3anucu:

o Internet Explorer 10

e Edge

Firefox (ecnm yctaHoBneH MacTep MNaposb)

Opera (ecnm yctaHoBeH MacTep Maposb)

Chrome

Safari

YTo6bl aKTMBMPOBATL BTOPOI 3Tan paclindpOBKM, MPOCTO ABaX/Abl L E/KHUTE MbILKOW MO 3anucy, BblenieHHol
KpacHbIM LIBETOM.

Bpay3ep Internet Explorer 7-9 TpebyeT TpexaTanHoli pacwundpoBkn. CHavana Heobxogumo Beec URL agpec,

roe 6bin coxpaHeH Naposb, 3aTeM BBECTU Maposib yYeTHOW 3anucu. [eTanm 370 MHTEPEeCHON 3aluTbl, KoTopas
npumeHsieTcs B Internet Explorer 7-9, MOXHO y3HaTb B Halleil cTaTbe.

3.5.8.2 TMouck No4TOBbLIX Naposiein NONynApPHbIX e-mail KIMeHToB

) Search for mail passwords saved by Outlook, Internet (Live) Mail, Thunderbird, Seamonkey, Foxmai... 2%

Searching and decrypting network passwords (Step 3 of 3}

Everything is ready now, Click '< < Search Passwords =" button to start searching your system for || g |

passwords, This may take quite some time depending on options you selected. Double-click any red item to p
proceed the decryption. Right-didkng the list will bring up the context menu.

Server User name Password

L,“El pop.mail.ru (g@2.com)
E_Eﬁépop.mail.ru ({test@mail .ru)
3 pop.netzero.net (test@dom. com)

3 pop.mail.ru (passcape @mail.ru)
&id1

ﬂ I
l m m Il

Found/decrypted 545

Current module

Current progress

Overall progress

<< Back =« Search Passwords == Exit

MopaepxunBaroTca cnefyoL e noYToBble K/IMEHTbI:
e Outlook Express
e Microsoft Office Outlook
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Internet Mail
Internet Live Mail
Windows Mail
TheBat!
Incredimail
Eudora

YuTnTe, HeKoTopble NOYTOBbLIE NAPO/M MOTYT XpaHUTCS B Bpay3epax. 3T0 3aBUCUT OT TOro, paboTasl Nosb30BaTesb
B NMOYTOBOM K/IMEHTE UM YnTasl NoYTy m3 VHTepHeT-0603peBatenis. Maponm Outlook Express, TheBat!, Incredimail,
Eudora n HekoTopbix Bepcuin MS Office Outlook paclumndpoBbiBaOTCS MrHOBEHHO. 151 paclumdipoBKN OCTa/TbHbIX
[JaHHbIX TpebyeTcsl Maposib y4YeTHON 3anvcu. [pocTo ABakAbl L efKHATE MbIWKOW MO Bbl4ENEHHON KpacHbIM
UBETOM 3anucu. 3T0 akTMBMPYEeT BTOPO/ 3Tan aHa/mM3a HaleHHbIX f[aHHbiX. Ecin BBefeHHbI naposb
nosib3oBaTesist NOAXOANT K OCTaUTbHbIM 3anncsM, OHM By AyT AEKOANPOBaHbI aBTOMAaTUYECKM.

3.5.8.3 Mowuck ceteBblx naponeit LAN/WAN/RAS/DSL/VPN/WiFi n 1.4,

b Search LAN/WAN/RAS/DSL/VPN/WiFi and other network passwords X
Searching and decrypting network passwords (Step 3 of 3)
Everything is ready now, Click '< < Search Passwords =" button to start searching your system for g
passwords, This may take quite some time depending on options you selected. Double-click any red item to p
proceed the decryption. Right-didking the list will bring up the context menu.
Type Mame or login Password Comment -
LSA — RAS /Dialup/DSL/VPN et
LSA, -, = RAS Dialup/D5LMNPN fetc. , dom.com
LSA — RLAS Dialup/D5L VPN fete, , ddd
LSA e i = RAS Dialup/DsL NPMfete.
LSA e = RAS Dialup/DsL VPN fetc. , dom.com
LSA =mwET = RAS Dialup/DsL VPN fete.

CRED  C:'winl\system32\... =Notdecypted yet> Credentials file
CRED  C:'Users\1\AppDat... <MNotdecrypted yet: Credentials file
CRED  C:\Users\1\AppDat... <Motdecrypted yet= Credentials file

[l =inl [l R EE R e o T bt Ammesrmbm A b FemAdmmbala Bl

Found/decrypted 26 [ 20

Current module

Current progress

Overall progress

<< Back <« Search Passwords > Exit

[na c6opa ceTeBbix Naposieil nporpaMma MMEeeT HECKOSIbKO MOAY/eR uTeHus U paclumdpoBku cekpeToB LSA,
3all ML EHHOTO XpaHumLLa, MeHegkepa naposneii, Windows Vault n T.4.

PaclundpoBka faHHbIX, XpaHALWNXCcs B cekpetax LSA 1 3alyu,eHHOM XpaHuvL,e npoucxoauT MIHOBEHHO U He
TpebyeT BBOAA A,0MOSHUTE/bHLIX NapaMeTpoB. 3TO PacnpoCTPaHAETCS Ha cefyloL e AaHHbIM:
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¢ KallmpoBaHHble Naposm nosb3oBaTtesel
Maposi HEKOTOPbIX CUCTEMHBIX Y4YeTHbIX 3anucelt, SQL cepBepa, NOMOLLHUKA YAAIEHHOro pa6oyero ctona u

ap.

e [aposnm cepBncoB U Cryx6 3anyckaeMblxX C 3afaBaeMbIMy YUETHBIMU [ aHHbIMU
e HekoTopble ceTeBble Naposn, XpaHuMble Ha cepBepHbiXx OC

e Maposm npoBoAHbIX coeanHeHunii: RAS, DSL, VPN n T.4.

e Maposm cTapbix Bepcuii IE/Outlook/OE/FTP u ap.

e Maposm 6ecnpoBoAHbIX coeguHeHnii WPA/WPA2

e [aposm rpynnoBbIX NOMUTVK JOMeHa

e [lapom VNC

e Maposm yueTHbIX 3anucei Tortoise SVN

e Maposm yueTHbIX 3anucein Open VPN

* [pyroii

Opyrum naponam, 3awuuieHHsim npu nomown DPAPI, asi9 ycnewHoro AekogvMpoBaHus [OMOSHUTENIbHO

Heo6Xx04UMO NpefocTaBUTL Naposib YYETHOW 3anncy Nosib3oBartens:

e Maposu, xpaHsauLrecs B ucnetyep yuyeTHbIX AaHHbIX: passwords for remote computers in your LAN, passwords
for some mail accounts (stored by Microsoft Outlook), MSN Messenger passwords, Internet Explorer 7-9
passwords for Web sites that use Basic Authentication or Digest Access Authentication, Remote Desktop,
RSS feed credentials, etc.

e 3anucu Windows Vault: naporm HekoTopbIx Bepcuii IE/Outlook/Windows Mail, napoim yyeTHbIX 3anucei npu
ncnonb3oBaHun naposns PIN/Picture nnn 6uometpuyeckoin ayteHMdmkaumm (tonbko ans OC Windows 8).

Moapo6Hee o wudpoBaHu DPAPI MOXHO nountaTb B Hall el geTanbHOW cTaTbe, NOCBSILLEHHOM 3TON 3alluTe.

B HeKOTOpbIX CEPBEPHbIX OMEpauUMOHHbIX CUCTEMAax NporpaMma MOXET YCMELIHO 3KCM/lyaTMpoBaTb HalifeHHYyo
HaMK YSI3BMMOCTb, MO3BOJIAIOLLYI0 paclundpoBbiBat naposmm DPAPI 6e3 BBoga napons y4YeTHOW 3anucu
Bnagenbua AaHHbix! JononHuTeNbHas MHGopMauus COAEPXAUTCS B Halleidl CcTaTbe, MOCBALLEHHOW YA3BMMOCTU
cepBepHbix OC.
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3.5.8.4

3.5.9

Mownck 6ecnpoBoAHbIX Maponel

1) Search wireless networks and passwords — O ey

Searching and decrypting network passwords (Step 3 of 3)

Everything is ready now. Click '« < Search Passwords =" button to start searching your system for passwords, | [+
This may take quite some time depending on options you selected, Double-dick any red item to proceed the D
decryption, Right-dicking the list will bring up the context menu.

S5ID Password Authentication Encryption Metwork type Connection mod ™
derevnya... WPAZPSE AES Tinfrastructure Auto

WP AZPSE AES linfrastructure Auto
Toka WP AZPSE BES linfrastructure Auto

WPAZPSE AES linfrastructure Auto

WPAZPSE AES linfrastructure Auto

WPAZPSE AES linfrastructure Auto

WPAZPSE AES Tinfrastructure Auto
Printer WP AZPSE AES Iinfrastructure Auto

WP AZPSE AES linfrastructure Auto

WP APSE AES linfrastructure Auto W
4 >

Found/decrypted

Current module

Current progress

Overall progress

#ﬂ | <<<< Home | | << Back | ‘ << Search Passwords == ‘ | Exit

Maponm 6ecnpoBOAHbIX CeTeil (BCeX Nob3oBatesieil) pacllgpoBbIBAOTCS MIHOBEHHO.

MoWCcK cepuiiHbIX HOMEPOB 1 PETUCTPALMOHHbIX K/HoYel

C nomoLL, bt 3TOM yHKLUMN Bbl MOXETE SIErKO BOCCTAHOBUTL 3a@0bIThIi SIMLLEH3VMOHHBIA K04 WM CepUiiHbIA HoMep,
[axe ecnn onepauyoHHas CUCTEMA He 3arpyXaeTcs Uan eciv Bbl HEe MMeeTe AO0CTyN K Balleli yY4eTHOW 3anmcu Ha
3Tom T1K.

Moy BCce komMmepyeckoe MO noctaBnseTcsa ¢ CepuiitHbIM KOAOM (SIMLEH3VOHHBIM K/IHOUOM), KOTOPbIA NpUBA3bIBAET
nporpamMmMy K KOMMblOTEPY W JAefaeT nporpaMMHOro obecneyeHve NOSHOQYYHKUMOHabHbIM.  [oTepsis
J'II/ILI,EHSVIOHHbII‘/'I KNKY nocsie nepeycrtaHoOBKM nporpamMmmMmHoro OﬁeCﬂeLIEHVIH, Bbl HE nony4dymte A0OCTyNn KO BCEM
dyHKUMSIM NporpaMMbl 40 TeX Nop, MoKa He BBeAeTe 3TOT KoY CcHoBa. MNpeactaBbTe, UTO B OA4MH NpeKpacHbIl
[eHb BaM MOTpeb0oBa/ioCh BbINO/HWUTL NEpeyCcTaHOBKY OMNepauyoHHON CUCTEMbI. DTOMY MOXET npejLlecTBoBaTb
MHOXECTBO NMPWUUMH, OT OBHOBIEHNA CUCTEMbI A0 YAAIEHUS BUPYCOB, UcnpasfieHus npobnem B pabote OC u T.A4.
Mocne nepeyctaHoBkn OC MOXET NoTpeboBaTbCA M nepeycTaHoBKa OCTa/IbHOrO MPOrpaMMHOro obecneyeHvss u
pernctpauus ero 3aHoso. OfHako 6e3 perncTpaumoHHOrO Kya Bbl HE CMOXETe 3T0 chenatb.
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K cuacTbto, 60/bLIMHCTBO MPOrpamMmM XpaHsiT CBOW cepuiiHble HoMepa B peecTpe Windows, 1 NMo3ToMy OHM IErko
MOryT GbITb M3B/IEYEHbl. /19 3T0 M NpefHa3HayeHa AaHHasi qiyHKuMsi nporpaMmbl. Mpy MOMOLWU BCTPOEHHOTO
CKpUNTOBOTO sA3blka, Reset Windows Password MoXeT BOCCTaHOBUTb 3a6blTble /INLEH3NOHHBIE K/HoUK K Goniee uem
1000 nporpammMHbIM NpoAykTam. Kpome Toro, 3To o4eHb NPOCTO faxke A/ HeNoATrOTOB/IEHHOrO No/b30BaTels.

@ Lookup lost CDfproduct keys = -

Searching product keys (step 2 of 3)

Please setup carefully all files and folders required for further recovery. Mote that some user accounts (if ()
you select recovery for a certain user) are used internally by Windows OS5, thus may contain no data. -ﬁ

Where to search

i@ Search for all local accounts

(71 Search for selected user account

Files and folders required for successful recovery

SOFTWARE registry file | C:\Windows\System32\Config\SOFTWARE v E

Profiles directory [C:‘l.l_.lsers v] E

User profile directory

<< Back Mext == Exit

CHavana HeobxoAMMO yKasaTb, XOTUTE /I Bbl BbINOMHUTL MOWCK K/OYEl A1 BCEX JIOKa/lbHbIX NOsb3oBatesnel
CUCTEMbI WK TOMbKO A1 OfHOM BbIOpaHHOW yyeTHON 3anucu. PaclumndpoBka kaoyeli BceX y4eTHbIX 3anuceli
noTpebyeT NpaBUIbHOIO yKasaHus AByX 06s3aTeflbHbIX NapameTpoB:

1. ®aiin peectpa SOFTWARE, koTopblii pacnonioxeH B katanore 'C:\Windows\System32\Config'. Yumrte, 6ykBa
LeneBoro aucka, a takke Windows katasior MoryT 6biTb gpyrumu. Hanpumep, 'D:\Windows', 'E:\Win' u 1.4,

2. Manka c npodmnamu nosnb3oBatesiell. JTO KaTaor, B KOTOPOM GM3NYeCcKn pacnosioxeHbl NPodwman NoKasbHbIX
yuyeTHbIX 3anuceii. na onepaumoHHbix cucteM Windows Vista u Bbile, 0Ha 06bI4HO HasbiBaeTcs 'C:\Users'. Torga
kak Windows XP ncnonb3yet katasior ‘C:\Documents and Settings'. Kak npasuio, nanka ¢ npodwmisgMy Haxoautcs
Ha TOM e Auncke, 4To 1 Katanor Windows, X0Ts 1 Heobs3aTte bHO.

MporpamMmMa nocTapaeTcsi onpefAe/nTb yKasaHHble KaTasiorh camocTosiTesibHo. Bce uTo BaM noTpeGyeTcs, 3710
BbIOPaTL MPEASIOKEHHbI KaTasior U3 Cnuicka WM, B NPOTMBHOM Cjlyyae, yKasaTb €ro camocTosTenibHo. Ecnu
TpebyeTcs OCyW ecTBUTb MOUCK CEpUitHbIX HOMEPOB OMpefesieHHoro MNosb30BaTtesisi, MNpPOCcTO  YCTaHOBWUTE
COOTBETCTBYIOLLYHO OMUMIO 1 [1OMNO/HUATE/bHO BLIGEPUTE UMSI YUETHOI 3anvcK M3 NpeasioKeHHOro Crmcka.
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@ Lookup lost CD/fproduct keys = -

Searching product keys (step 3 of 3)

Everything is ready now. Click '< < Find Keys >>' button to start scanning your system for lost keys. This
may take guite some time depending on options you selected.

Product name Product key Product ID -

Truelmage I_— === e

VisualStudio 8.0 s

VSA 8.0 e e e

Microsoft Office Outlook Connect... 9 S

MSDM 8.0 e —

Visualstudio 8.0 I —- = | _

VisualStudio 9.0 Fe———— |E|

VSA 8.0 _

V5A 9.0 P -

Adnha 272 ar

1| 1] b
Status Keys found: 62

Current user

Current progress
Overall progress

<< Back | ‘ << FIND KEYS > ‘ | Exit

L

Mocne Toro, kak 3afgaHbl BCe HEOOXOAUMbIE HACTPOMKKM, nepeligute K dwHaslbHOMY AMasiory B KOTOPOM HaKmute
KHOMKY '<< Wckatb Knoum >>' ona 3anycka npouecca noucka Kaueil.

[Monck n BOCCTaHOB/IEHME cepw‘/’lelx HOMEPOB MOXET 3aHATb HEKOTOpoe BpemMsA B 3aBUCUMOCTU OT Bbl6paHHbIX
HacTPOeK.

3.6 AKTMBHOCTb Nonb30oBaTens
]

3.6.1  MocnenHss aKTMBHOCTb NO/b30BATENS

JTa ymTa cobupaeT BCHO AOCTYMHYH WHCGIOPMauuio O MOC/eAHUX [AeiCTBMSIX MNo/b3oBaTesis Ha 3TOM
KoMMbloTepE.

Bb160p TMiNna H opmMaLnn
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MMOW

29 Recent user activity

What to display
System-wide data

(®) User-spedific data

Windows directory

Profiles directory

User profile directory

Extract and view history information (step 2 of 4)

Flease, select Windows directory (for example, D:\Windows) or point one manually if the program failes to
detect it. A typical location for profiles directory is C:\Users

Windows directory, User profiles

D:\Windows
D:\Users

John

=< Back

Mext == Exit

lNpexae Bcero, Bbl6epl/ITe, XOTUTE I Bbl NpOoCMaTpmBaTb 06Ll.l,eCVICTeMHbIe nnn nosib3oBatesibCkne AaHHbIE.

YcTaHoBKa h /1bTPOB OTOOPaXKe HUSA

Reset Windows Password
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1) Recent user activity

Extract and view history information (step 3 of 4)
Set up additional output filters to skip unnecessary items.

Cutput filter

() show all
(®) Show items which last modification date fits into the spedified range

Err ks |D1.Dl.2[]18 [E | ||:| 16:14: 56 = |
Toinake: |31.1EI.2D1E= [E- | ||:| 15:14: 56 = |
<« Back Mext == Exit

3ateM yKaxuTte, AO0/HKHbI 1 0T06pa)KaTbCFI BCeE 3arnncu nan ToJIbKO Te, KOTOpble BMNUCbIBAOTCA B OnpenesieHHble

BPEMEHHbIE PaMKW.

[locnegHAA akTMBHOCTb N0J/1b30BaTe/1a

Reset Windows Password
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.y Recent user activity

To sort the list, dick the column's header. Right-dicking the list will bring up the context menu,

Extract and view history information (step 4 of 4)

Type Filefitem name Last accessed Extension Full path ™
Wireless profile history test4 27.08,2018 13:03:23 D:\ProgramC
Wireless profile history test1_enterprise 22.08,2018 13:11:496 D:\ProgramC
Portable device history — Fil, 03.05.20158 12:01:44 \SWDEWPDI
Portable device history GSPIRMCEMXVOL_RU_DVD 03.09,2018 17:50:08 WSWDEWPDI
Portable device histary 2K10LIVE© 03.05,2013 12:01:44 WSWDEWPDI
Portable device history PASSCAPE 03.05,2013 12:01:44 \SWDWPDI
Portable device history LEFI_NTFS 03.05,2015 12:01:44 \SWDEWPDI
Portable device history  Archives 03.05,2018 12:07:12 \SWDEWPDI
Portable device history  Archives 03.05.2018 12:01:44 \SWDEWPDI
Portable device history  Fil, 03.05.20158 12:01:44 \SWDEWPDI
Portable device history  Archives 03.05.20158 12:01:44 \SWDEWPDI
Portable device history  Windows 8_1x64Prof VL ... 11.05.2018 16:35:14 WSWDEWPDI
Portable device histary LEFI_NTFS 03.05,2013 12:01:44 WSWDEWPDI
System installation date  Windows 10 Enterprise 01.05.2018 12:29:33 C:\Windows
Last system shutdown Windows 10 Enterprise 23.10,2018 13:13:38 W
£ >

<« Back

ByabTe Tepnenmsbl, C60p CTATUCTVIKMA MOXET 3aHATb HEKOTOPOEe BpeMsi.

UT06bl CKPbITb HEHYXHbIE 3aMnWUCK, LLLE/IKHUTE MPaBO KHOMKON MbILWIW Ha CMWUCKE W BblGepUTe COOTBETCTBYHOLL Wi
MYHKT MEHI0.

Tekywlan Bepcus nporpammbl NOAAEPXKMBAET CrefyoLyo MHGopMauuo (HeKOTopble 3/1eMeHTbl HEAOCTYMHbI B
cTapbix OC):

MocnepHne duaiinbl B granorax oTKpbITUs/COXpaHeHus
VcTopusa 3anycka 3agad

VicTtopus noaknoueHuii ceTeBbIX AUCKOB

MocnenHve ceTeBble 3/1EMEHTbI NOUCKA

HepnasHue anemMeHTbI noncka ¢alinos 1 nanok

MocnenHve pegakmpyemble A0KyMeHTbl annnetos Windows
MocnepHwnin oTKpbiBaeMblli ktod Regedit

MocnenHve OTKpbIBaeMble 4OKYMEHTI

MocnenHve oTkpbiBaeMble AokyMeHTsl MS Office
MocnenHve yyeTHble 3anucu u coeagunHeHns Outlook
HepnaBHO 3anyLL eHHble NPUMIOXEHUS

MocnenHve 3neMeHTbl 3anyLL, eHHbIX NPUIoKEHWIA
MocnenHve coegnHeHUs yaanieHHOro paboyero ctona
BBegeHHble agpeca Internet Explorer

BBegeHHble nyTn B Explorer

VicTtopusa novcka Explorer

DnemeHTbl NoMoLL, HuKa Explorer

MocnenHve anemMeHTbl JOHOBOV aKTUBHOCTU

Reset Windows Password
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MocnegHve anemeHTbl aKTMBHOCTW paboyero ctona
BecnpoBogHble coeguHeHUs

AKTVBHOCTb yCTpolicTB Bluetooth

VcTopusi nopTaTMBHbIX YCTPOWCTB

[Jarta yctaHoBku Windows

[Jata nocnegHero BbIK/OYEHNS CUCTEMBI

3.6.2  Cramctvka yueTHbIX 3anuceit

JTOT MHCTPYMEHT npefHasHayeH A5 MPOCMOTPa Pas/IMUHOA CTATUCTUKM KaK O6bIYHbIX, TaK W [JOMEHHbIX
nonb3oBaTtenei.

BbI60p TMNa YCTAHOBKU

@ Software installation history — >

Extract and view history information (step 2 of 4)

Please, select Windows directory (for example, D:\Windows) or point one manually if the program failes to
detect it. A typical location for profiles directory is C:\Users

What to display
() system-wide software installations

(®) User-spedific software installations

Windows directory, User profiles

Windows directory D:Windows e
Profiles directory D:\Wsers w
IUser profile directory John w

<< Back Mext == Exit

Bbibepute in yctaHoBkM O Ansa npocMotpa. 3T0 MOXET OblTb /MO0 yCTaHOBKM Nosb3oBartens (nporpammbl,
YCTaHOBJ/IEHHbIE 415 OnNpefeNieHHON yUeTHOW 3anucK), Mbo CUCTEMHbIE YCTaHOBKU (MPOrpamMmbl, [OCTYMNHbIE BCEM
nosb3oBaTtesisiv).
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Tun ydeTHbIX 3anncem

f} Logaon history and statistics —

Extract and view logon statistics (step 3 of 5)
Select the type of the logon account you want to view statistics for, Some types may be unavailable for the I||_'
B

) x

target system.

Type of the logon accounts

@ Regular user accounts
Active Directory accounts

Domain cached accounts

<< Back Mext == Exit

Mocne Toro, kak katanor Windows BblGpaH, nporpaMmMa nonbiTaeTcs onpefenitb, COAEPXMUT /M CUCTEMA Kakve-
NMbo yyeTHble 3anvMcu foMeHa (B AOMOSHEeHVWE K 0ObluHbIM). Bblbepute TN yYeTHbIX 3anuceid, KoTopblii Bac
WHTEpeCYeT, 1 nepeigunte K crnegyowemy Lwary.

Bbl60p oTyeTa
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=y

g Logon history and statistics — Y

Extract and view logon statistics (step 4 of 5)

Select an available report and dick the 'Mext’ to start gathering statistics on the selected report. Please, be I||—|
patient, processing some statistics may take time. |_

Available reports

Logon activity
Last logoffs
Bad password logons
Password age
Account age

<« Back MNext == Exit

Ha aTom aTane Heo6xo4MMO BbIGpaTh OAMH 13 AOCTYMHbIX OTYETOB:

¢ Last logons - oToGpaxaeT gaTy nocnegHero BXxoga nosb3oBatesiei

e Logon activity - nokasblBaeT Hanbosiee akTMBHbIX MOSb30Batesiel

e Last logoffs - K coxaneHuto, 60MbWIMHCTBO Bepcuii Windows nepecTasio COXpaHsTb XXypHan AaTtbl BbiXxoaa.
OpHako HekoTopble CBsA3aHHbIE CBEAEHNS MOXHO HaliTn B pasgenie TlocneHas akTMBHOCTL No/b30BaTtens'.

e Bad password logons - nocnegHuii pas, Korga nosb3oBaTtesib MbiTasiC BOWTM B CBOWM aKKayHT C HEBEPHbIM
naposiem.

e Password age - nocriegHuii pas, Korga nosib3oBatesi MEHs1 CBOW Naposib.

e Account age - Korga 6bin1a co3gaHa y4yeTHas 3anuchb.

HekoTopble oTYeTbl HEAOCTYMHbI A5 K3LUPOBAHHbLIX YYETHbIX 3anucei AOMeHa.

CTaTMCTUKA Y4eTHbIX 3anNnCe
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Extract and view logon statistics (step 5 of 5)
To sort the list, dick the column's header. Right-dicking the list will bring up the context menu,

'E; Last logons
User name Last logon
Administrator 21,11,2010 6:47:20
Guest 30.08,2013 10:05:53
Johin 13.09.2015 17:34: 29
test 04,10,2013 16:17:58
HomeGroupllsers
£

Days ago
2509
1896
1151
1880

RID

000001F4
000001FS
000003Es
000003F0
0000034

Account description

Built-n account for administering the ¢
Built-in account for guest access to th

Built-n account for homegroup access

<« Back Exit

CTammcTMKy MOXHO ckonmpoBaTb B Bycep 06MeHa 1an coxpaHnuTb B duaiin.

3.6.3  cTopus o6opyaoBaHmus

CrammcTka 06opy40BaHns NPOM3BOANT NOUCK YCTAHOB/IEHHONO Xenesa Ha Lenesoit OC 1 copTvpyeT ero no aare

YCTaHOBKN Unn nocsiegHero Ncnosib3o0BaHnA.

Bbi6op kaTtaniora Windows

Reset Windows Password
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'@3 Hardware history X
Extract and view history information (step 2 of 4)
Flease, select Windows directory (for example, D:\Windows) or point one manually if the program failes to
detect it
Windows directory
D Windows e
<« Back Mext == Exit

CHauana Bbl6epute Lenesyto nanky Windows. Mporpamma o6bIYHO AenaeT 370 aBTOMaTUUECKN.

YcTaHoBKa h /1bTPOB OTOOPaXKe HUSA
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@ Hardware history - X
Extract and view history information (step 3 of 4) Il
Set up additional output filters to skip unnecessary items. | | |

Cutput filter

() show all

(®) Show only hardware which installation date fits into the spedified range

() Show only hardware which first arrival or last removal dates fitinto the spedfied range

Err ok |D1.11.2[118 [~ | ||:| 10:38:22 = |
Toake: |DE=.11.2D1E= &~ | ||:| 10:38:22 = |
Advanced output options

Do not show standard system devices

<« Badk Mext = Exit

HacTpolite AononHUTENbHbIE CWMMLTPLI BbIBOAA, YTOGLI MPOMYCTUTL HEHYXHble 3/1EMEHTbL. MOXHO HaCTPOUTbL
nporpammy Tak, 4YToObl OTOGpPAXANIOCh TO/IbKO OGOpYAO0BaHMe, KOTopoe 6blI0 YCTAHOB/IEHO WM 6bI0 BUAUMO

nocrieaHwiA pas 3a yKasaHHyto aaty.

Victopusa xenesa

Copyright (c) 2024 Passcape Software. All rights reserved.
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'E; Hardware history

Extract and view history information (step 4 of 4)

To sort the list, dick the column's header. Right-dicking the list will bring up the context menu,

Device name

681b770dd38081

Generic Monitar
Generic Monitar
Generic Monitor
Generic Monitor
Generic Monitar

£

Bluetooth Device (Personal...
Bluetooth Device (RFCOM. ..

DiscSoft Virtual SCSI CdRo...
DiscSoft Virtual SC5I CdRo...
DiscSsoft Virtual SC5I CdRo...
DiscSoft Virtual SC5I CdRo...
AYAMOYCTPOMCTED HE LWIMH. . .
Audio Device on High Defin...
Audio Device on High Defin...

Description

Microsoft Bluetooth Enum...
Bluetooth Device (Person...
Bluetooth Device (RFCOM...
Generic Mon-PrP Monitor
Generic PnP Manitor

Generic PnP Monitor

Generic PnP Monitor

Generic PnP Maonitor
CD-R.OM Drive

CD-R.OM Drive

CD-R.OM Drive

CD-R.OM Drive

AMD High Definition Audio...
MVIDIA High Definition Audio
Realtek High Definition Audio

First install

11.05.2017 10:13:20
11.05.2017 10:13:21
11.05.2017 10:13:21
20.09,2017 12:17:10
03.05.2017 12:01:00
01.06.2017 10:45:27
03.05.2017 12:06:55
23.08,2017 13:05:08
16.06.2017 11:20:54
30.07.2017 15:55:40
30.07.2017 15:58:11
30.07.2017 15:58:40
23.08.2017 13:03:21
20.09.2017 12:18:57
03.05.2017 12:07:15

Last arrival ™

11.05.2017 10:26:44
11.05.2017 10:26:44
11.05.2017 10:26:44
20.09,2017 12:17:10
01.06,2017 10:35:30
13.10,2017 12:43:53
22.08,2017 9:03:53
13,10, 2017 11:27:24
30.07.2017 15:54:55
30.07.2017 15:55:40
30.07.2017 15:58:11
30.07.2017 15:58:40
13,10, 2017 12:43:32
13,10, 2017 12:43:32
13.10,2017 12:43:32  w

<<« Back

UT06bl OTCOPTMPOBATL CMNCOK, LL|E/IKHATE OAMH 13 CTO/BLOB.

3.6.4  VcTopus yctaHoBOK M0

WcTopusa ycTaHoBkoB MO oTo6paxaeT NporpaMmsl, KOTopble 6blM YCTaHOB/IEHHbIE Ha LIENEeBOoi cucteme.

BbI60p TMNAa YCTAHOBKU

Reset Windows Password
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@ Software installation history

What to display
() system-wide software installations

(®) User-spedific software installations

Windows directory, User profiles

Windows directory D:\Windows
Profiles directory D:\Wsers
User profile directory John

Extract and view history information (step 2 of 4)

Flease, select Windows directory (for example, D:\Windows) or point one manually if the program failes to
detect it. A typical location for profiles directory is C:\Users

=< Back

Mext == Exit

Bbl6epute TMN ycTaHoBKM MO A8 npocMoTpa. JT0 MOXET ObiTb /MO0 YCTAHOBKM MO/b30BaTeNs (MPorpammbl,
YCTaHOB/IEHHbIE /11 ONpeAesieHHol yUeTHO 3anucu), M60 cUCTEMHbIe YCTaHOBKM (MporpaMMmbl, JOCTYMHbIE BCEM

I'IO]'Ib3OBaTefIFIM).

YcTaHoBKa h /1bTPOB OTOOPaXKe HUSA

Reset Windows Password
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'EQ Software installation history — =
Extract and view history information (step 3 of 4) Il
Set up additional output filters to skip unnecessary items. | | |
Cutput filter
(®) show all

() Show items created between given dates only

From date: |n33.11.2n313 | | 11:22:44 B |
To date: l0s.11.2018 | [ 11:22:44 3
Advanced output options

Do not show system components

<« Back Mext == Exit

MoXHo ykasaTtb nporpamme 0T06pa)KaTb BC€ 3/IEMEHTbI UM 3/IEMEHTbLI, CO3A4aHHblE TOJIbKO B Oﬂpe,ﬂ,eﬂeHHblbIVI
NPOMEXyTOK BpeMeHuW. [lononHutensHasa onumsa npusBaHa CKpbiTb HEKOTOPbIE CUCTEMHbIE KOMMOHEHTHLI, TakMe Kak

o6HoBNEHNss OC n T. 4.

NcTopusa yctaHOBOK 10O

Copyright (c) 2024 Passcape Software. All rights reserved.
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E} Software installation history - X
Extract and view history information (step 4 of 4) Iyl
To sort the list, dick the column's header. Right-dicking the list will bring up the context menu, I
E 0O
Product name Version First install Publisher IIRL &
010 Editor 8.0, 1 (64-hit) 29.03,2018 SweetScape Software  hitpsffwww, swe
7-7ip 18.05 (x64) 15.05 Igor Pavlow
ﬁDAEMDN Tools Lite 10.4.0.0190 Disc Soft Ltd http: ff{daemaon-h
FlylinkDC ++ r503-x64 build ... 7.7.503.19663  15.04.2016 FlylinkDIC ++ Team http: fffylinkdc.b
) ImDisk Virtual Disk Driver = LTR Data http: ftr-data.s:
LOphtCrack 7 (Wing4) 7.0.5 Wing4 LOpht Holdings, LLC wwww. 0phtoradk,
@Miu’usoﬂ Mouse and Keybo... 3.2.116.0 Microsoft Corporation  hitpe ffwww. micr
ﬁ!h’lil:msof't Visual Studio 2008... 2.0 Microsoft Corporation  http://go.micros:
ﬁ! Microsoft Visual Studio 2010.., 10,0,50903 Microsoft Corporation  https ffgo.micros:
ﬁ!ﬂmmsmﬁ nakeT Microsoft ... 10.0,50903 Microsoft Corporation  httpeffgo.micros:
L) Mozila Maintenance Service 60,0 Mozilla
|] Microsoft Office Profession...  15.0.4569. 1506 Microsoft Corporation
PDF Info 2,11 211 16,12, 2017 Bureausoft Corpora...  httpeffwww, bure
Total Commander 64-bit (R... 9.0a Ghisler Software G...  http:ffwww. ghis
Vulkan Run Time Libraries 1.... 1.0.11.1 Lunar, Inc. W
£ >
<« Back Exit

UT06bl OTCOPTMPOBATL CMNCOK, LL|E/IKHATE OAMH 13 CTO/BLOB.

3.6.5  Uctopusa ceTeBbIX COeAMHEHWIA

Mctopusa ceteBbIxX COG,D,I/IHEHI/IVI NnoKa3blBaeT BCE€ AOCTYyMNHble CETN, a TakKXe gaty UX YCTaHOBKW W nocnenHero
noAKNKYEeHNA K HUM.

Bbi6op kaTtaniora Windows

Reset Windows Password Copyright (c) 2024 Passcape Software. All rights reserved.
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E‘; Metwork history X
Extract and view history information (step 2 of 4)
Flease, select Windows directory (for example, D:\Windows) or point one manually if the program failes to
detectit.
Windows directory
C:\Windows e
<« Back Mext == Exit

CHauana Bbl6epute Lenesyto nanky Windows. Mporpamma o6blYHO AenaeT 370 3a Bac.

YcTaHoBKa h /1bTPOB OTOOPaXKe HUSA

Reset Windows Password Copyright (c) 2024 Passcape Software. All rights reserved.
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'EQ Metwork history
Extract and view history information (step 3 of 4)
Set up additional output filters to skip unnecessary items.

Cutput filter

(®) show all

(") Show networks which creation date fits into the spedfied range

(") Show networks which last connection date fits into the spedfied range

From date: los.11.2018 | | 11:4m:55 2|
To date: l0s.11.2018 | [ 11:45:55 3
<< Back Mext == Exit

HacTpolite gonosHUTE NbHbIE MMLTPLI BbIBOAA A/18 0TOGPaXKEHMS TONIbKO MHTEPECYIOLLMX Bac CETel.

icTopus ceTeBbIX COeAVNHEHW

Reset Windows Password
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E‘; Metwork history — 5
Extract and view history information (step 4 of 4) Iyl
To sort the list, dick the column's header. Right-dicking the list will bring up the context menu, | I :l
Metwork name Category Type Created Last connec
ACORP-W422G Private Metwork  IEEE 802,11 (Wireless) 04.00,2003 14:01:56 04,06, 2008
ssid_wep Private Metwork  IEEE 802,11 (Wireless) 04.06,2008 14:01:46 04,06, 2008
Metwork 1 Public Metwaork  Ethernet 01.06.20058 10:43:11 01.06.2008
L4 >
<« Back Exit

Ce 06bIUHO cofiepxaT AaTy UX co3aaHusa U Aaty nocnefHero nofgkodeHns. [41s copTMPOBKM ClvcKa Mo gatam,

LL,e/IKHUTE OfIVH M3 COOTBETCTBYHOLL X CTO/BLIOB.

3.6.6  MMouck nocneaHMx OTKPbIBAaEMbIX [JOKYMEHTOB

OC Windows oTcnexuBaeT BCe OTKpbIThIBAEMbIE MO/Ib30BATE/IEM [AOKYMEHTbI, COXPaHAA CCbIIKM Ha HUX B
cneunanbHyto nanky Microsoft, koTopas HaxoauTcsa B npodwmsie nosb3oBarens n HasbiBaeTcs 'Recent’.
'C:\Users\% USERNAME%\AppData\Roaming\Microsoft\Windows\Recent' - 370 cneuvansHas nanka, B KOTOpOWA

Windows XpaHWT CCbISIKU Ha HefaBHO UCMO/Ib30BaHHbIE [,0KYMEHTHI.

Bbl MOXeTe ynpaBnaTb nosegeHneMm Windows u3 meHo [Myck > Hactpoitku > [MepcoHarmsaums > [yck,

nepekoyume onuuio 'CoxpaHaTh 1 NoKasaTb NOC/eAHNE OTKPbIThie NporpaMmsbi’.

3Ta dyHKUMSA NporpaMMbl NpeHa3HaveHa A8 NpocMoTpa Cnucka [oKyMEHTOB U (oaiifioB, KoTopble Gblin HeaBHO

OTKpPbITbI M coxpaHeHbl B Windows narnke 'Recent’.

BbI60p No/1b30BaTe s

Reset Windows Password Copyright (c) 2024 Passcape Software. All rights reserved.
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E‘; Search for recently cpened documents - X

Searching for recent documents (step 2 of 3)

Flease, select Windows directory (for example, D:\Windows) or point one manually if the program fails to
detect it. A typical location for profiles directory is C:\Users

What to display
System-wide data

(®) User-spedific data

Windows directory, User profiles

Windows directory D:\Windows || =

Profiles directory D:\Wsers i —

User profile directory John e
<«<<< Home <« Back Mext = Exit

Bbl6ypaem Npodw/ib No/b3oBaTtessl, CANCOK NocNefHNX JOKYMEHTOB KOTOPOro Hafo OTKPbITh.

Cnuncok nocneaHnx OTKpbiBaeMblX NO/1b30BaTe/1IEM AO0KYMEHTOB

Reset Windows Password Copyright (c) 2024 Passcape Software. All rights reserved.
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'?:\ Search for recently cpened documents - X

Searching for recent documents (step 3 of 3)

Right-dlick the list to display the context menu. Linked but not found files are highlighted with red color, In
most cases, it means that they were moved or deleted, Windows does not hold any datetime information
for some entries, Therefore these entries contain empty data in CreateModify/Accessed columns.

Document name Type File size Created Modified
i 001.3pg ipg 83 349 10/03/2018 18:14:35 01/23/2017 12:54;
£ 1-99999.dic dic 10/08/2018 14:12:41 10/08,/2018 14:12;
£ 1.dic dic 18 10/08/2018 14:13:38 10/08/2018 14:13:
08 123.3dsx wlex 09/14/2015 15:52:25 07/04/2013 11:30:
D 14billion_leaked_passwords.utf  utf 938 760 812 01/25/2018 09:20:24 01/23/2018 09:03:
316 & 796 949 10/03/2018 13:00:08 10/03/2018 16: 18:
i 32.jpg ipg 29 067 09/30/2018 16:45:03  05/04/2013 08:09;
73000, wpr wpr 8 740 944 03/05/2018 10:42:16 03/07/2018 10:20:
access_log 47 386 466 10/01/2018 03:11:29 10/01/2018 14:32:
access_log 4712953 10/01/2018 03:11:29 10/02/2018 03:20:
access_log 14673091 10/01/2018 03:11:29 10022018 14:49; w»
£ >
Processed)found 619 f 391
Current folder

Current progress

<<<< Home << Back << SEARCH FILES >> Exit

Hakmmaem kHomky << MOWCK ®AW/IOB >> 1 Tepne/mMBO XAeM Moka nporpaMma He HaiigeT nocrefHue
OTKpbIBaeMble aiisibl 1 He 3an0SIHUT UMK TabuLy .

Ons Toro 4ToGbl CKPbITb HEHYXHblE 3anucy, L eKHUTE MpPaBoii KHOMKOM MbIW HA CNMCKe U Bbibepute
COOTBETCTBYOLL Uit NYHKT MEHIO.

KpacHbiM LBETOM BblgefieHbl ¢iaiifibl, CCbUIKM Ha KOTOpble OCT&/MCb, HO CaMmMii OHU OblM yAaneHbl WK
nepemeLl eHbl.

3.6.7  MHTepHEeT aKTMBHOCTbL NO/b30BaTENs

VcTopus VHTepHeT o6o3peBartesieli NO3BONSET cobupatb CTaTUCTUKY NocelleHHbix Web cTpaHul, coxpaHeHHbIX
KYKNCOB, COXPaHEHHbIX MOMell aBTo3anoseHna 1 naponeil. MoaagepxmBaroTcs 6paysepbl Internet Explorer 4-11,
Edge, Opera, 6pay3epbl Ha 6a3e Mozilla (Firefox, SeaMonkey wun T.4.), Chromium (Google Chrome,
YandexBrowser, 360 Extreme Explorer u 1.4.)

BbI60p MCTOUYHUKA MHD OpMaLLn

Reset Windows Password Copyright (c) 2024 Passcape Software. All rights reserved.
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) Web history - X

Extract and view history information (step 2 of 5)

Flease, select Windows directory (for example, D:\Windows) or point one manually if the program failes to
detect it. A typical location for profiles directory is C:\Users

What to display
(") web history for all users

(®) User-spedific history

Windows directory, User profiles

Windows directory D:\Windows '
Profiles directory D:\Wsers v
User profile directory John e

<«<<< Home <« Back Mext == Exit

Ha HauasbHOM 3Tane nporpaMmMa npegsaraet BbiGpatb UCTOYHMK MHOPMALMK AN MOMCKa: NMPodw/ib KOHKPETHOTo
no/sib30BaTeNs UM NPOGWIM BCEX NoMb3oBaTteseli CUCTEMBI.

Twvn nHdb opMaumm

Reset Windows Password Copyright (c) 2024 Passcape Software. All rights reserved.
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1) Web history - %
Extract and view history information (step 3 of 5) Il
Flease select browser items you want to search for, T
E
What to search for
Visited sites
Form submission

Password history
Cockies history
Download history

<<=« Home <« Back Mext = Exit

Mo ymon4yaHuio, nporpaMma ocyLyecTBASET MOUCK CeayoL X 3/IEMEHTOB:
e [Moceww eHHbIX Web cTpaHuy,

[JaHHble aBTO3anonHeHus ¢opm

CoxpaHeHHble NOTUHbI 1 Naposn (EC/IM MOXHO pacLundipoBaTs MIHOBEHHO)
KyKkuchbl

VicTopus 3aKkayek (He ona Bcex 6pay3epoB)

D UNLTPLI BpEMEHU

Reset Windows Password Copyright (c) 2024 Passcape Software. All rights reserved.
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'E} Web history — =
Extract and view history information (step 4 of 5) Ipun |
Set up additional output filters to skip unnecessary items, | | |

Cutput filter

(®) Show all
() Show items which last modification date fits into the spedfied range

From date: l11.03.2019 | | 161425 2|
To date: |11.03.2019 | [ 16:14:25 3
<<=« Home <« Back Mext == Exit

MOXHO yCTaHOBUTL AOMNOMHUTESIbHbIE q]/l!'IprbI NO BPEMEHWN, YTOObI nponycTnTb HEHYXHbIE 3J7IEMEHTHI.

Victopua VIHTepHeT

Copyright (c) 2024 Passcape Software. All rights reserved.
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E‘; Web history -
Extract and view history information (step 5 of 5) Iyl
To sort the list, dick the column's header. Right-dicking the list will bring up the context menu, I
E 0O
Browser Type Iser Last used,changed IRL
Mozilla (Firefox)  Visited sites John 11,09, 2006 3:30:41 http: /fwww.google. com.my/
Mozilla (Firefox)  Visited sites John 11,09, 2006 3:31:37 http:/fiohnhaller.com fih/mozila fport. ..
Mozilla (Firefox)  Visited sites John 11.09, 2006 3:31:59 http://portableapps. com/
Mozilla (Firefox)  Visited sites John 11.09, 2006 3:31:59 http://pagead2. googlesyndication.c...
Mozilla (Firefox)  Visited sites John 11.09, 2006 3:31:59 http://pagead2. googlesyndication.c...
Mozila (Firefox)  Visited sites John 11.09, 2008 3:32:06 http://pagead?. googlesyndication.c...
Mozila (Firefox)  Visited sites John 11.09,2008 3:32:53 http://portableapps. com fapps/music.. .
Mozilla (Firefox)  Visited sites John 11.09,2008 3:32:53 http://pagead2. googlesyndication.c...
Mozilla (Firefox)  Visited sites John 11,09, 2006 3:32:53 http://pagead?2. googlesyndication.c...
Mozilla (Firefox)  Visited sites John 11.09, 2006 3:32:53 http:/fpagead2. googlesyndication.c...
Mozilla (Firefox)  Visited sites John 11,09, 2006 3:33:944 http:/fprdownloads.sourceforge. net. ..
Mozilla (Firefox)  Visited sites John 11.09, 2006 3:33:51 http://prdownloads.sourceforge. net. ..
Mozilla (Firefox)  Visited sites John 11.09, 2006 3:496:53 http://prdownloads.sourceforge. net. ..
Mozila (Firefox)  Visited sites John 11.09, 2006 3:33:57 http: ffovh.dl.sourceforge.netfsourc. ..
Mozila (Firefox)  Visited sites John 11.09.2008 3:34:31 http://portableapps. com fapps/devel...
£ >
# <«<<«< Home <« Back Next = Exit

CTammMcTMKy MOXHO cKonuMpoBaTb B Oydep obMeHa wan coxpaHuts B pain. Mpu HeobxogumocTV, UCMoNb3ys
KOHTEKCTHOE MEHI0, Bbl TaKXX€ MOXETe CKpbITb HE MHTEPECYIoL e Bac 3anuciu.

ae 6pay3epbl XPaHAT CIVWCOK NOCceLLeHHbIX VIHTepHET CTpaHuLL?

Internet Explorer

MocelleHHble MecTa xpaHATca B duaine index.dat. index.dat cogepxuT pasnmuHble 3anucu: nocelyeHHble URL-
anpeca 1 oTKpbiBaeMble B Gpay3epe haiinbl nokanbHoro MK, goctyn k Beb-noute, daiinbl cookie n T. 4. dain
6a3bl faHHbIX MMeeT cobctBeHHbIn ¢opmat (Client UrlCache MMF) n BnepBble 6bin nNpeacTaBsfieH C BbIXOAOM
Internet Explorer 5. ®opmar index.dat cpaiina He 6bl1 CUIBHO U3MEHEH C Tex Mop, (wM3nyecKkoe pacnosioXeHve,
O HaK0, MOXET OT/IMYaTbCA:

C:\Users\<sUSERNAME>\AppData\Local\Microsoft\History
C:\Users\<sUSERNAME>\AppData\Local\Microsoft\Windows\History
C:\Users\<sUSERNAME>\AppData\Roaming\Microsoft\Internet Explorer\UserData

Bonee ctapble OnepaunoHHble CucTemsl, HanpuMep, Windows XP, ncnonb3osasm gpyrve nym.

Internet Explorer - BBegeHHble URL agpeca
HKEY_CURRENT_USER\Software\Microsoft\Internet Explorer\TypedURLSs

Microsoft Edge

Reset Windows Password
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Mopo6Ho Internet Explorer, Microsoft Edge xpaHuT ucTtopuio npocmoTtpa Be6-CTpaHuy, Kall, dwaiinbl cookie, a
Takxke pyrytw uHdopmaumio B ogHoMm duaiinie nop HassaHmem WebCacheVO01.dat, kOTopbIiA, KaxKeTcs, SABNseTcs
npeemHukom index.dat. B WebCacheV01.dat HaxoguTtcsa B Katasiore:
C:\Users\<USERNAME>\AppData\Local\Microsoft\Windows\WebCache

Opera (cTapble Bepcun)
VcTopusi nocewy eHHbIX CTpaHuL, XpaHuTcs B chaiinax global history.dat, global.dat n Mink4.dmaiinbl dat B Tekyuem
npodwme nporpammbl. ® aisibl UMerT pa3Hbiil hoopmart (3aBUCUT OT Bepcun Gpay3sepa).

Chrome (a Takxke gpyrme 6pay3epbl Ha 6a3e Chromium)

Bce noceuieHHble URL-aapeca xpaHAaTca B 6a3e gaHHbIX SQLite nog HasBaHueM history. PacnonoxeHue history
oT/MyaeTcsa 1 3aBUCUT OT 6pay3epa. Hanpumep:

C:\Users\<USERNAME>\AppData\Local\Google\Chrome\User Data\Default

Firefox (a Takxe gpyrvue 6paysepbl Ha 6a3e Mozilla)

Web uctopust xpaHutcs mbo B duaiine history.dat (coopmat mork) nm B places.sglite B 6051ee HOBbIX BEPCUSIX.
TunnyHoe pacnosioxxeHune C:
\Users\<USERNAME>\AppData\Roaming\Mozilla\<PROGRAM>\Profiles\<PROFILENAME>. Hanpumep:
C:\Users\<USERNAME>\AppData\Roaming\Mozilla\Firefox\Profiles\owec6tnk.default

ne 6pay3epbl XPaHAT AaHHble aBTO3arnoAHeHUs hopm?

Internet Explorer

Internet Explorer v4-6 coxpaHAeT fAaHHble aBTo3arnosIHEHVs B CNeuvasibHOM PacrosiokeHn peecTpa, HasbiBaeMoMm
3all UL eHHbIM - XpaHuvwem. HecmoTps Ha wndpoBaHve, BCE [aHHble MOXHO [Jerko paclindpoBarb U
NPOCMOTPETb, MOCKOJIbKY K/HOUU LIMQIPOBaHUSA XPaHATCA BMeCTe C 3auluuaeMbiMy AaHHbIMW. PacnonoxeHue
KnoYva peecTpa 3all ML eHHOro XpaHuauLL a:

HKEY_CURRENT_USER\Software\Microsoft\Protected Storage System Provider

Internet Explorer v7-9 uncnonb3yeTt ApYryt WHTEPECHYK TEXHWUKY. BMecTo wudpoBaHua KoHMAEeHUMa TbHbIX
[aHHbIX C MOMOLLbI CTAaTUMECKOro cekpetHoro kya (IE 4-6), KOTopblii MOXHO fErko Bbluuc/UTL, IE 7-9 ans
3allMTbl AaHHbIX UCNoMb3yeT ncxoaHbli URL-agpec B kavecTBe k/ova LWndypoBaHus. Takum obpa3om, He 3Has
Be6-CTpaHuLbl, K KOTOPOI NpuHagiexart onpefesieHHble faHHble, Bbl HE CMOXeTe paclungipoBaTtb CaMu AaHHble.
Bonee nogpobHyo MHGIOPMaLU0 MOXHO Hali 3aeck. Reset Windows Password He nogaepXxvBaeTt nssneveHue
AaHHbIX aBTo3anosiHeHus coopm IE 7-9. 19 aToro nydwe ucnonb3osate PIEPR. Knouu peectpa, rae xpaHsarcA
3aluungpoBaHHble AaHHbIE:

HKEY_CURRENT_USER\Software\Microsoft\Internet ExplorenintelliForms\Storagel
HKEY_CURRENT_USER\Software\Microsoft\Internet Explorer\intelliForms\FormData

Internet Explorer v10+ 1 Microsoft Edge nmeloT el e nyywyto 3awuty. Bece 3anucu gaHHeix xpaxsatca B Windows
Vault n 3awumuieHsl npu nomowi DPAPI. HeT Hukakoli BO3MOXHOCTM paclumdpoBats [AaHHble 6e3
npefocTasB/fieHns Naposib U MacTep-k/ya Bnagenbua. Xuipasd vactb 3ak/yaeTca B ToM, 4To RWP moxer
pacLundypoBaTtb 3TM AaHHble/Naposv MIHOBEHHO, MPY YCOBUKM YTO Bpay3ep COXpaHu ero nog, y4eTHON 3anvchblo
cuctembl. Pacnonoxenne Windows Vault 4515 nonb30BaTe/IbCKUX AaHHbIX:
C:\Users\<sUSERNAME>\AppData\Local\Microsoft\Vault\4BF4C442-9B8A-41A0-B380-DD4A704DDB28

Opera (cTapble Bepcun)

[JaHHble aBTo3anosiHeHus doopM MOXHO 0GHapPYXWTb B CriedytoLLmx daiinax:
C:\Users\<sUSERNAME>\AppData\Roaming\Opera\Profile\typed_history.xml
C:\Users\<sUSERNAME>\AppData\Roaming\Opera\Profile\search_field_history.dat

Reset Windows Password Copyright (c) 2024 Passcape Software. All rights reserved.
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Chrome (n gpyrvne 6pay3epbl Ha 6a3e Chromium)

[aHHble ¢opm aBTO3ano/siHeHWs xpaHsATcsa B duainax history n Web Data, 06a umetoT goopmat SQLite. TnuyHBbIiA
nyTs Ans 6paysepa Chrome:

C:\Users\<USERNAME>\AppData\Local\Google\Chrome\User Data\Default

Firefox (n gpyrvne 6pays3epbl Ha 6a3e Mozilla)

310 60 formhistory.dat (6osiee cTapble Bepcumn 6pay3epa) nnm formhistory.sqglite guaiin. TunmyHoe pacnosioxeHne
C:\Users\<USERNAME>\AppData\Roaming\Mozilla\<PROGRAM>\Profiles\<sPROFILENAME>. K npumepy:
C:\Users\<USERNAME>\AppData\Roaming\Mozilla\Firefox\Profiles\owec6tnk.default\formhistory.sqlite

["ne 6pay3epbl XpaHAT CBOM Napoan?

Internet Explorer
Internet Explorer v4-6 xpaHuT Be6-naponu B 3aLL 1L, eHHOM XpaHuavLe.
HKEY_CURRENT_USER\Software\Microsoft\Protected Storage System Provider

Maponu Internet Explorer v7-9 xpaHATCA B cnefylolemM pasjierse peectpa:
HKEY_CURRENT_USER\Software\Microsoft\Internet ExplorenintelliForms\Storage2

PacnonoxeHvne coxpaHeHHbIX naposeli no ymonyaxuio B Internet Explorer v10:
C:\Users\<sUSERNAME>\AppData\Local\Microsoft\Vault\4BF4C442-9B8A-41A0-B380-DD4A704DDB28
C:\Windows\System32\config\systemprofile\AppData\Local\Microsoft\Vault\4BF4C442-9B8A-41A0-B380-
DD4A704DDB28

HekoTopble Bepcuu IE Takke MOryT coxpaHaTs naponm HTTP basic authentication B xpaHunumwie yyeTHbIX AaHHbIX
(Windows Vista n 6onee no3gHe onepauuoHHble cuctembl). DPAPI ncnonb3yetcs ANs 3alutbl 3TMX 3anuceil.
C:\Users\<USERNAME>\AppData\Roaming\Microsoft\Credentials

MporpaMmma A0CTaTOMHO YMHa, YTOObl N3B/IEeYb HEKOTOPbLIE AOMNOMHUTE/bHLIE AAHHbIE, KOTOPbIE XPaHATCHA B ApYruX
mMecTax. Hanpumep, Reset Windows Password no3sossieT aHam3mpoBaTb 6a3bl gaHHbiXx Chrome ans novcka
3aniemeHToB Internet Explorer, XpaHALLMXCA TaMm Noc/ie nepeHoca AaHHbIX.

Opera (cTapble Bepcun)

Bce naponu xpaHaTca B ¢uaiine wand.dat B 3awinchpoBaHHOM Buae BMECTe C Kyamy aelndgpoBaHus. Mapoau
MOryT ObITb SIETKO pacLIngIPOBaHbl TOSIbKO EC/IN HE YCTaHOBJ/IEH MacTep-naposib.
C:\Users\<sUSERNAME>\AppData\Roaming\Opera\Profile\wand.dat

Chrome (n gpyrne 6pay3sepbl Ha 6a3e Chromium)

Bpay3epbl Ha ocHoBe Chromium 3auyuualoT naponm nonsb3osatenein Windows npu nomouin DPAPI 1 XpaHaT ux B
dhavine Login Data, KoTopblil hakmyeckn ABnseTcs 6a3oli gaHHbix SQLite. TunnyHoe pacnonoxeHwe 3Toro dgiaina
ansa Google Chrome:

C:\Users\<sUSERNAME>\AppData\Local\Google\Chrome\User Data\Default\Login data

Firefox (n gpyrne 6pay3epbl Ha 6a3e Mozilla)

Mozilla npowna gonrvini nyTs pasBuTUS dopMaTta XxpaHeHus naponeii. Vi3HayanbHO 3T0 Obl/1 MPOCTOM TEKCTOBBLIN
davin signons.txt. 3atemM B Bepcum 2 NOSBWICA Signons2.txt, koTopblii nmen npedmkc "#2C" B Havane daiina.
3atem eMy Ha cMeHy npuwien signons3.txt ¢ npedwkcom "#2D" B Bepcun 3 1 T. 4. lNMocne 3Toro 6a3a faHHbIX
signons.sglite Bctynuna B urpy. Ho aTo elie He KoHel, uctopuu. Firefox v32.X 1 Bbllle MMEEeT HOBOE XpaHunvi,e
Ans naponeli - logins.json, KOTopbIA nNpeactaBnset coboii daiin B ¢opmate JSON. HecmoTps Ha KaxkyLlyeecs
pa3Hoobpasue, 3aluTa JaHHbIX NPakTMYecKkn oAnHaKoBa.
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TunuyHoe pacnosioxeHue draiinos: C:
\Users\<USERNAME>\AppData\Roaming\Mozilla\<PROGRAM>\Profiles\<PROFILENAME>.

3.6.8  lcTopus IP agpeco nonb3oBaTteneii

370 HoBelilias MU yHUKasbHas qlyHKUMSl (HA MOMEHT co3faHusi 6o/blie HEeT HU B OfHOW Apyroii nporpaMmme),
No3BO/IsiOLLasl M3B/eUb WUCTOPWIO BHELWHMX IP-agpecoB nosb3oBatesieli B onepauvoHHoli cucteme Windows.
Tenepb Bbl MOXETE MpPOaHa/M3MPOBaTL CETEBYIO aKTMBHOCTL Nofib3oBaTtesieil otcneame IP-agpeca, C KOTOPbIX
OCYLL,eCTB/IS/ICA BbIXOA, B CETb, a TakKe Bpemsl.

AHa/IoTMYHO TeKCTOBbIM MaponsM, Microsoft geknapupyeTt, uto ucTopus IP-afipecoB He XpaHUTCS Hurge B
cucteme. OfHako, 3TO OKa3a/loCb HE COBCEM TaK. HECMOTps Ha To, YTO MHGOpMaLMs 0 BHeLWHKX IP pas6pocaHa
Mo cucTeMeE, OKa3asioCb BMOSIHE PeaslbHO PaclUMPOBLIBATL U BbITAaCKMBATL €€ A/1s /060ro nosib3oBatesis.

BbI60p No/1b30BaTe 1A

‘) User IP address history = O et

The history of IP addresses used by users (step 2 of 4)

| Select Windows directory (for example, D:\Windows) or point one manually if the program fails to detect it
automatically. & typical location for the profiles directory is C:\Users

Where to search
|| (Z)IP history for all users

(#) Spedified user account
Windows directory, User profiles
Windows directory G:\Windows e |r‘ |
Profiles directory G:\Wsers | i
ser profile Patrick e

<< << Home << Back | | Next == | | Exit

BblbepuTte nosib3oBaresig CUCTeMbI, UCTOpPUO IP-afpecoB KOTOPOro HEO6XOANMO N3BJIEYD.
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D unnbTPbI BPEMEHU

‘&) User IP address history = O x
The history of IP addresses used by users (step 3 of 4) Iyl
Set up additional output filters to skip unnecessary items. | D-n-l
Cutput filter
() Display &l

() Display items that fall within the specified date range only

Start date: |n32.nz.2nz4 | | 10:51:32 - |
End date: 02.02.2024 | | 10:51:32 = |
<< Home < Back Mext =» | Exit

Ha cneaytouiem Liare macTepa Bblibepute nepuog, 3a KoTopblii XOTUTE NoyYnTb MHGOPMALWIO.

WcTtopuga IP appecoB nosib3oBaTtesien
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) User IP address history = O x

The history of IP addresses used by users (step 4 of 4)
To sort the list, dick the column's header. Right-dicking the list will bring up the context menu. \ k

Lser IF address Country Last used/changed
Patrick 198.90.116.217 s 20220212 01:49:05
Patrick 198.90.116.217 s 20220212 01:49:05
Patrick 198.90,116,217 s 2022,02,1201:43:49
Patrick 198.90,116,217 s 20220212 01:43:45
Patrick 198.90.116.217 s 20220205 04:14:55
Fatrick 198.90.116.217 s 20220212 01:43:49
Patrick 198.90.116.217 s 20220204 04:5%:43
Patrick 198.90.116.217 s 20220212 17:07:59
Patrick 198.90.116.217 s 20220212 17:.07:59
Patrick 198.90.116.217 s 20220212 17:.07.59
Patrick 198.90,116,217 s 20220209 22:03:39
Patrick 198.90,116,217 s 20220209 22:03:39
Patrick 198.90.116.217 s 20220209 22:03:39
198.90.116.217 2022.02,12 17:48:45
Patrick 198.90.116.217 s 2022.02,10 15:37:30
Patrick 198.90.116.217 s 20220212 01:43:49
## | <<=« Home | << Back | Mext == Exit

MporpaMma u3BfekaeT uctopuio IP nonb3oBateneit M3 Heckonbkux MecT Windows Bk/loUasi Takue, KoTopble
TpebytoT AanbHeileid paclwudpoBkn. Bo Bpemsi pacluMdipoBKM Bbl MOXeTe YBUAETbL 3anpoc Ha naposib
nosib3oBatess.

PacwwundypoBaHHyto nctoputo IP-agpecoB MOXHO CKonmpoBaTtb B 6ydiep o6meHa UM coxpaHuts kak HTML oTyerT.

3.7  KpyMuHanmcTnyeckunin aHaims
|

3.7.1  Vctopusa 3anycka nporpamm

Bbl, HaBepHOe, He yauButechb, HO B OC Windows cylu ecTByeT MHOr0 apTediakToB, K3LLMPYOLWUX nHopmaumio o6
OTKpbIBaEMbIX [OKYMEHTax W 3anyckaembix dainax. OguH m3 Takux - AMCache, KOTOpbIi XpaHWUT AaHHble O
3anyckaemblX M ycTaHaB/mMBaeMbIx nporpammax. AMCache goctyneH HauuHas ¢ Windows 7. B 6ornee cTapbix
onepaupoHHbIX CucTemax A1 XpaHeHusl JaHHbIX O 3anyCckaemblX nporpaMmax ucnonb3osasics dopmar BCF.
dusnyeckn 06a dopmata NpeacTaBaslT  coboli  dmainbl,  Haxogswwmecs B nanke  %WINDIR%
\appcompat\Programs. AMCache.hve 370 06bluHbI oalin peecTpa, Torga kak RecentFileCache.bcf - npocToit
GMHapHBbIA diaiin.
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MporpaMma nogaepxvieaet o6a goopmarta, of4HaKo B ctapom dopmate BCF He cogepxarcsi faHHble 0 BpPeMeHu
3anycka nporpamMm.

Bb160p kaTtasiora Windows

@ Program execution timeline — >

Program execution timeline (step 2 of 3)

Flease, select Windows directory (for example, D:\Windows) or point one manually if the program fails to
detectit. A typical location for profiles directory is C:\Users

Where to search
(®) The system account

A certain local user account

Windows directory, User profiles

Windows directory C:\Windows Yl —
Profiles directory Ciizers

Lser profile directory

<< << Home << Back Mext = Exit

Bblbrpaem katasior Windows, HaiigeHHbIn NporpaMmmoil.

MocneaHne 3anyckaeMble NnporpaMmbl
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@ Yiew program execution timeline — pd

Program execution timeline (step 3 of 3) ]

Right-dlick the list to display the context menu. Linked but not found files are highlighted with red color, In I |
most cases, it means that they were moved or deleted, Mote that the program extracts the original path to m:@
the program that may differ from the real one.

File name Version Display name Publisher Created .0 "~
pingsender,exe 59.0.2 firefox mozilla foundation 12/23/2020 18:20:56
helper.exe 59.0.2 firefox mozilla corporation 12/23/2020 18:20:56
wifipr.exe 4,3,1.515 wireless pass.., passcape software  01/19/2021 17:56:05
dinfo.exe 01/20/2021 10:33:28
setup.exe 9,0,000.4 amd software advanced micro d...  01/20/2021 10:35:43
radeoninstaller. exe 9,0,0,8 amd software advanced micro d... 01202021 10:35:43
amddeanuputility.exe 1,5, 7,0 amddeanup ... advanced micro d...  01/20/2021 10:35:43
atisetup.exe 2,0.000.4 catalyst™ co...  advanced micro d... 01/20/2021 10:35:43
AMDSplashScoreen.exe 1.0.0,1 todo: <radeo,.. todo; <advanced... 01/20/2021 10;35:43
installmanagerapp.exe  1.0.0,1 amd installer advanced micro d...  01/20,/2021 10:35:43
WOr EXe 11.4.1. 1061 windows pass... passcape software  01/27/2021 15:14:33 W
£ >

Processed)found

Current file

Current progress

<<<< Home << Back << SEARCH FILES >= Exit

HakmmaeMm kHomky << MOVICK ®ANNOB >> 1 xgem noka nporpaMma BbINO/HUT NOMCK 1 aHasn3 doaiiios.
Cnmncok haiiioB MOXHO OTCOPTUPOBATL MO AaTe U COXpaHWUTbL B TeKCTOBbI un HTML daiin.

KpacHbIM LIBETOM BblfefieHbl (iaii/bl, CCbIfKM Ha KOTOpble OCTa/IUCb, HO CaMW OHW He O6HapyXeHbl. Hanpumep,
ObI/IM NepeMeLL, eHbl U Y Aa/eHsl.

3.7.2  BpemeHHas LiKana akTMBHocT Windows

BpemMeHHas wkaJsia - 310 cpaBHUTEIbHO HoBas diyHKuma Windows 10, nosiBMBLIascs Bnepsble B Bepcun 1803.
OHa nokasbIBaeT BaLly MpoLU/y0 akTMBHOCTb, TO, Haj, YeM Bbl paboTasin paHee. Hanpumep, NpuioXKeHus, KoTopble
Bbl OTKPbIK, (halifnbl, KOTOpble Bbl UCMOMb30BasM, Be6G-CcaliThl, KOTOpbIE Bbl NpocMaTpuBa/m 1 T.4. B Windows 10
HaCTPOVKM BPEMEHHOM LKaslbl HAXOAATCA B MeHt0 ycK -> HacTpoiiku -> KoHdouaeHUMaIbHOCTb -> VicTopus
nenctBuii. Ecnm Bbl XxotuTe 3anpetits Windows cobupaTts AaHHble O Ballei akTMBHOCTU, NPOCTO CHUMUTE
chnaxkok psaom ¢ Hagnucbto TlokasblBaTb UCTOPUID MOE ak TUBHOCTY HA 3T OM YCTPOACTBE'.

<USER_PROFILE>\AppData\Local\ConnectedDevicesPlatform asnsaetcsa gomawHum katanorom asig CPDS
guaiinos. ®aiin CPDS, ckopee Bcero, o3HayaeT Connected Platform Device Settings. 310 dhaitn B doopmate JSON,
KOTOPbI COAEPXMUT HACTPOINKK AN ynpaBneHns npodmaem BpeMeHHol LWKasbl. [TOMUMO 06LLL X HACTPOEK,
yKa3aHHbI BbILLE KaTasior CoOAepXuT 40 Tpex daiinos .CPDS, cO0TBETCTBYIOLLUX /IOKa/IbHOM, JLOMEHHOW U
yuyeTHoli 3anucu Malikpocodir B npodumsie nosb3oBaTtensi.
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BpemeHHas wkana Windows 10 XpaHWT akTMBHOCTb Nosib3oBaTesns B dhaiine ActivitiesCache.db,
npefcTaBnstoLw,uii coboi 6asy gaHHbIX SQLite. Bbl MOXeTe HailTv 3Ty 6a3y B kaTtasiore
<USER_PROFILE>\AppData\Local\ConnectedDevicesPlatform\<PROFILE_NAME>\ActivitiesCache.db

Moy BcsA uHdpopmaums, oTHOCSLLascs K akTMBHOCTU NOJb30Bate s, CBefeHa B napy 1abnuu, aToin 6asbl:
Activity Packageld u Activity. No ymonuyaHuio, 3annucu n3 Tabaui, XxpaHsaTcs cucTteMoii B TeueHne 30 aHen oo
Tex nop, noka He ByAyT NOMEYEHbI KaK yAaIeHHbIE.

Reset Windows Password oTo6paxaeT B y0004MTaEMOM BUAE XPaHsilL Mecsi BO BpeMeHHo wkane Windows
[aHHble 06 aKTMBHOCTU 1060ro nosib3oBatens. Mporpamma n3B/iekaeT TakKe HEKOTOPYIO AOMOHUTE/TBHYHO
nHdpopmaupmo. Hanprmep, Hag Kakoi nporpammoli paboTast onpefeneHHbIli Nofb3oBaTesib, Korga v Kak gosro,
[ OKYMEHTbI, KOTOPbIE OH OTKPbIBAS U3 NPUIOXKEHNS, aKTUBHOE 1 00LL ee BPeMS MCMNO/b30BaHNs, akTMBHOE
YCTPOICTBO U T.A4,.

Takum 06pa3om, NporpaMmMa 3Ha4UTeNIbHO YNPOLLaeT UCMO/Mb30BaHNE Y aHaIM3 BPEMEHHOW LLIKa/lbl aKTMBHOCTH,
HeXesM YeM PYyYHOI pasbop v aHanms. 3-luaroBblii pabounii NpoLecc NOMOXET BaM BbIGpaTh HaUa/lbHY0 YUYETHYHO
3an1cb, HACTPOUTbL [OMOMHUTESbHbIE BPEMEHHbIE (MILTPbI Y 0TOBPa3UTL BPEMEHHYIO LLIKa/y aKTMBHOCTU
nonb3osartens. pocTo, kak 1-2-3.

BbI60p y4eTHOW 3an1cuy A1 aHasin3a BpeMeHHOM WKanbl Windows

ﬁ Windows Timeline _ - "

User activity history in Windows (step 2 of 4)

Select Windows directory (for example, D:Windows) or point one manually if the program fails to detect it
automatically. A typical location for the profiles directory is C:YUsers

Where to search
{7 all local users

(®) Spedified user account

Windows directory, User profiles

Windows directory C:\Windows vall—
Profiles directory Ciilzers =
User profile directory Admin e

#ﬁ << << Home <« Back Mext == Exit
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Bb|6ep|/|Te nosib30BaTte i, UCTOPUID aKTUBHOCTU KOTOPOr0 HY)XHO MPOCMOTPETL. 10 yMOM4YaHWio, OTMEYEeHbl BCe
nonb3oBartesin.

HacTpoiika o 1bTPOB OTOBPAKEHUA BPEMEHHOM LUKa/1bl aKTUBHOCTU

) Windows Timeline — O >
User activity history in Windows (step 3 of 4) Iyl
Set up additional output filters to skip unnecessary items. | T : |
Cutput filter
(®) show all
() Show only activities started within the specdfied range
() Show only activities ended within the specified range
Start date: |3D.D3.2I322 | | 17:38:25 = |
End date: |3IZI.IZ-3.2IZ|22 || 17:38:25 : |
<< << Home <« Back Mext = Exit

HacTpoiika [0nosHUTENIbHLIX BPEMEHHbLIX CMMLTPOB MO3BOJISIET MNPOMYCTUTL MOKa3 HEHY)XHOW aKTMBHOCTU
nosib3oBaTesen.

BpemeHHasa WwKasia akimBHoct Windows

Copyright (c) 2024 Passcape Software. All rights reserved.
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) Windows Timeline — O x
User activity history in Windows (stepd4of4) = oopmor
To sort the list, dick the column's header. Right-dicking the list will bring up the context menu. If you need to skip some I l
unnecessary items, just start typing something into the filter box right below the column header. The program supports m:@
multiple filters simultaneously.
| DESKTOP, Windows 10 Pro 20H2 19041, 1.amde4fre.vb_release, 191206-1406 |
Application Docum... | Activityt... | Activity started Activity ended Active... | Totalu... | Applicat *
Al Ol o O < L) <Al S <Al O <Al O < B
notepad exe Clipboard... 20220222 16:35:45 20220222 16:35:45 L Systen
notepad exe Clipboard... 202202 22 16:35:58 20220222 16:35:53 W Systen
Command Prompt Opening 20220111 15:20:21 %Systen| _
Settings Cpening 2022 02.07 08:47:06 windows|
windows immersive. .. LIsing 20220207 08:4705 2020207084730 25 25 windows
File Explorer Cpening 2022 02.07 08:43:15 Microsaf
Microsoft Windows.... Llsing 20220207 08:48:15 2022.02.0708:43:20 5 5 Microsaf
Microsoft Windows.... Lsing 20220207 08:43:25 2022020708:43.43 18 18 Microsaf
cmd exe Llsing 20220207 08:43:47 2022 0207085014 &7 a7 W Systen
cmd exe Lsing 20220207 08:54:08 20220207 08:56:10 94 122 W Systen
windows immersive... Llsing 20220222 153750 202202221538:30 40 40 windows
OneMote Opening 202202 22 15:38:50 Microsof
Microsaft Office ON... Ising 20220222 15:38:48 202202 22153851 3 3 Microsof
Word Opening 202202 22 15:38:58 Microsof
Word 123docx  Opening 20220222 15:35:.02 Microsof
Microsaft Office WI... 123.docx  Using 20220222 15:38:58 20220222153501 3 3 Microsof
Microsoft Office W1... 123.docx  Using 20220222 15:38:54 202202 22153914 20 20 Microsof
e Phrucmirne WYFD VF 73 1R-10-16 Mmoot T
L | i b
#ﬁ <<<< Home << Back MNext == Exit

Excel-nogo6Has Tabnuua no3BossieT Hanbosiee yA006HO NpeAcTaBUTL M3BMEUYEHHbIE M3 6asbl AaHHble. MOXHO
OTCOPTUPOBATbL Tab/uLy, L,e/KHYB Ha 3arofioBke cTo/16ua. Ecnvm Bam HY)XHO OTGM/IbTPOBATL HEHYXXHbIE 3/IEMEHTHI,
MPOCTO HAa4YHMTE BBOAWTL TEKCT B NOMe qmbTpa NPsMO Nog 3aro/ioBKOM cTonbua. Mporpamma nogaepxusaet
HECKO/IbKO CW/IbTPOB OfHOBPEMEHHO.

BOT KpaTKkoe onucaHune Toro, Kakasi MHIopMaLIMa COAEPXUTCS B KXKA0M CTOMGLE TabmLbl.

Application - kpaTkoe MS MPUIOXKEHUS, KOTOPOE CreHEPMPOBASIo 3anMcb 06 aKTMBHOCTY NO/b30BaTE S
Document name - duaiis, KOTopblii NONb30BaTe b OTKPLIBA UM PefaKkTMPOBasl B MPUIOXKEHUN

Activity type - Tun onepauun. Hanpymep: oTnpaBka yBeLOM/IEHNS, ay TeHTU(MKaLUS, OTKpbITe
npunoxexuns/dainna/URL, pegakmpoBaHme npunoxeHus/dainna/URL, onepauus ¢ 6ydepom 06MeHa, cnuctemHast

onepauys.

Activity started - Bpems Ha4ana akTMBHOCTU

Activity ended - BpemMs OKOH4YaHWS aKTMBHOCTU
Active usage - CKOMbKO BpeMeHu (B CeKyHAax) NpuioxeHne 6bi10 B ¢ookyce Nnosb3oBatesnis Y MHTEHCUBHO MM

MCnonb30Ba/10Cb

Total usage - cKO/IbKO BCEro BpeMeHH (B CeKyHAax) NPUIOXKEHWE NCNO/b30BaUI0Ch NO/Ib30BaTe/IeM
Application path - nonHbIi NyTb K NPUIOXKEHWIO

Reset Windows Password
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3.7.3

Document location - nosHbIA NyTb K fOKYMEHTY (KOTOPbIA OTKPbIBA/ICS/pefaKkTMpoBasiCs B MPUTOXKEHNN)

Parent application - pogutenbckoe NpuIoKeHne TeKyLL el akTMBHOCTW. Hanpumep, A8 onepauyn BCTaBku B
6ychbep obmMeHa 3T0 NPUIOXKEHNE, U3 KOTOPOTO GbIIM CKOMMPOBaHbI AaHHbIE.

Source host - URL-agpec, npeAcTaB/isitoLL A KpocCnIaTthopMeHHOe ConocTaB/ieHne NaeHTMGMKaToOpoB 415
NPUIOKEHNS

Clipboard content - cogepxumoe 6ydepa obMeHa Windows (Tonibko ecnim Activity type - onepauus ¢ 6ydepom
o6meHa).

User - ums nosnb3osaresns. Obpamre BHUMaHWe, YTO OA4MH NPodw/ib NOb30BaTENA MOXET COAepXaTb 3 YUETHbIX
3anucu. Takum obpa3om, 3TOT CTONBEL, MOXET CoaepXatb 40 3 pasHbIX UMEH A1 O4HOro Npodwmis nosb3oBaresis.
Account type - Mn nonb30BaTtesisi: JIOKasbHbIA, LOMEHHbIA UK yyeTHas 3anvcb Maiikpocodir

User status - nokasbiBaeT, BOB/IEYEH /M M0/Ib30BaTe/lb B paboTy C NPUIOKEHUEM

User timezone - 4acoBO1 NOSIC, B KOTOPOM YCTPONCTBO, UCMOMb3YEMOE A5 CO34aHNs akTMBHOCTU, HAXOAWIOCh
BO BPEMS CO34aHUS aKTMBHOCTY

Device - Ha3BaHWe yCTpoiicTBa (BK/OUAs ero Mogesb, TUn 1 Npou3BOAMTESIs), NCNOb3YEMOro A1 CO34aHus
aKTMBHOCTU

Status - cocTosiHie, Ucnonb3yemoe AN naeHmdwmkauum o6bekTa akTMBHOCTU: akTMBHO, 0OHOB/IEHO, YA aeHo WK
NPOVIHOPMPOBAHO

AHann3 Windows Media

Ymnuta gna akcnepmsbl Windows Media aHamsmpyeT 1 oTobpaxaeT B yA00604MTaeMoM diopmaTe apTediakTbl
duoTorpadwmii n Buaeo, Kotopble xpaHsATcsa B npunoxeHun Windows Photos. Windows Photos npegocTtaBnset
OrPOMHOE KO/IMYECTBO MHGIOPMaLmn, KoTopasi MOXeT ObITb Mosie3Ha ciefoBarteniamM npy NpoBeAeHun udpoBoro
KPUMVHa/IMCTUHECKOT0 aHaun3a.

MpunoxeHne Windows Photos gocTynHo B onepaunoHHbIX cucteMax HaduHas ¢ Windows 10 n B 60/1ee no3aHmx
Bepcuax. basa faHHbIX NPUIoXKEHNS HaXo4UTCH B:

C:\Users\%username%
\AppData\Local\Packages\Microsoft.Windows.Photos_8wekyb3d8bbwe\LocalState\MediaDb.v1.sglite

[JononHutensHble oTo, BUAEO M Mefna 6a3bl AaHHbIX MOXHO HaliT NO TakUM Ny TSAM:
C:\Users\%username%\AppData\Local\Packages\Microsoft.ZuneVideo_8wekyb3d8bbwe
C:\Users\%username%\AppData\Local\Packages\Microsoft.ZuneMusic_8wekyb3d8bbwe

Bbl MOXeTe ncnonb3osatb QQ}[HKLLVII‘O PE3EPBHOI0 KONMpPoBaHWA NporpaMmmel, YTOObI COXpaHnTb AaHHble OANA
,u,aaneVlLuero aHa/ms3a.
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‘&) Windows media forensics — O >
Windows media forensics (step 3 of 4) T
Select the type of analysis in order to proceed, Mote, the program displays items listed in Windows media
library only.
. Fs
Photo analysis 7
Photos A
A summary report table with all found photo and picture items =
Faces
Alist of faces detected in photos 3
ii§" Persons
‘&#' 2 ist of found people
Tags
A list of objects detected in photo and ranged by tags
Character recognition
QCR, recognized characters and words
Locations
Detected locations where photos were taken
im's Dates taken
Detected dates when photos were taken -
| ced Home | | < Back Mewt == Eit

Yminuta ansa akcnepm3abl Windows Media cOCTOMT U3 HECKOJIbKMX YacTeld:
BubnnoTeka M306pakeHuit

BubnunoTeka Buaeo

AKT/BHOCTb NOJib30BaTENS

Bunbnmoteka npunoxeHns Photo

AKTVBHOCTb Nnosb3oBarens B Photos

Bunbnmoteka npunoxeHns Media player

AKTMBHOCTb nosib3oBatesisa B Media player

3.7.3.1 BubnnoTeka N306paKeHni
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3.7.3.1.1 N306paxeHuns

f-ﬁl A sumnrary report table with all found photo and picture items — O >

Windows media forensics (step 4 of 4)
To sort the list, dick the column's header. Right-dicking the list will bring up the context menu, If you need

to skip some unnecessary items, just start typing something into the filter box right below the column E
header. The program supports multiple filters simultaneously. L
File.item name | Date taken | Recognized ohjects | Recognized tet =
] <Al L S <Al je :_'—"-JI:. » B B S <Al jo ;|
123 | aclaf40-6(5d-41... 2018.10.0511:18:54  screenshot, screencap, screengrab, sc... KaKayr+lalo, KakA
124 | nik jpg 20180912 20:31:53  outdoor, outside, outdoors, person, tre...
125 | apple_watch,png  2018.07.02 14:05:56  blue
126  Untitled png 20181018 20:52:34  screenshot, screencap, screengrab, sc... LOphtCrack 77 1.4
127 | new jpg 20180525 15:06:08  document, documents, paper, papers poc, AEPAIIMSI, C
128 |catZjpg 20180516 14:34:44  cat, cats. pet, pets
170 | mmd ] i WA NR A1C 14-74-21 ot et et eede =
1| i | ’
screenshot, screencap, screengrab, LOphtCrack 7-v 7 | 4WinMN[Unnamed Session
screenshots MEMNU, Import, Reports, HELP, cracked:,
Out:, CPUUblizabon:, LBFHTCRACK,
A3FDBOFSSBEECEBFCTEASSE,
BFBETF704FB25A1841570B4,
47DET11FS2ETBE18F4FR544,
A0288754F82EBEE1 25098F,
4SDEIESDE4ASTEICECS TS84,

% | << Home | | <« Back | Newt. Eit

DTOT OTYET COAEPXUT 00LL Y0 MHGopMauuio o dioTorpadmsx U M306pakeHusaxX. A NMEHHO:
e VIvs daiina

Korga caenaHa dhotorpadms

Pacno3HaHHble 06LEKTHI (PaHXUpPoBaHWe Mo 3apaHee onpeeneHHbIM Teram)
PacnosHaHHbI TekcT. ObpatiTe BHUMaHUE, MeXAyHapoaHble CUMBO/IbI HE pacno3HATCA A0/DKHBIM 06pa3oM,
€C/IN B UCXOAHOI onepauyioHHOM CUcTeEME He YCTaHOB/IEH COOTBETCTBYHOLLL U A3bIK.
Konnuectso nuu, HalifeHHbIX Ha dhoTorpagmm

Pasmep dainna

LLinpnHa n3obpaxeHus

BbicoTa U306pakeHust

CipaHa

PervioH

KoopguHaTb! LMpoTh!

KoopgmHaTbl 40ArOThI

Moanuchk K N306paxeHnto

MonHbIA NyTb K doaiiny

ABTOp 1306paxeHns

ABTOpPCKOE NpaBo Ha N306paxeHns

MyTs K gy6nunkaty, ecnv HangeH

KauyecTBo n30bpaxeHus

MpounssoauTens kamepsl

Reset Windows Password Copyright (c) 2024 Passcape Software. All rights reserved.
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Mopesnb kamepbl

[Jnadparma kamepbl

®oKyCcHOe paccTosiHue Kamepbl

ISO

Bbloepxka kamepbl

MpunoxeHne B KOTOPOM peakTMpOBa/IOCh N306paxeHne
Bpems co3gaHva/uMeHeHuns/peakTmposaHus

Bpems nocnepHero npocmotpa B 6ubnoTeke

Ha3BaHune anibboma, K KOTOpOMY MPUHAAIEXUT N306pakeHne

Tabmmua oTyeTa CoaemKuUT Nosist QMIbTPOB, PACNOIOXKEHHbIE MPSIMO NOJ 3arofioBKamMu CToM6LoB. ST qM/bTPbI
MOXHO MCMOJIb30BaTh A/ COPTUPOBKN HEHYXHbIX 3/IEMEHTOB WM A1 GbICTPOro Nnomcka onpeaeseHHbIX
n306pakeHuii. Hanprmep, ecniv Bam HY>XHO MPOBEPUTL, €CTb /I KakMe-Mb0 CKPUHLLOTLI C KpeAUTHLIMU KapTamu,
npocTo BBeAuTe ‘visa' B qMrbTp 'Pacno3HaHHbIli TEKCT, UTOObl HaliTn Bce haiisibl M306pakeHuid, cogepxallne
C/0BO 'Visa'.

Bbl MOXeTe UCnosib30BaTtb KOHTEKCTHOE MEHI0 AJ/19 KONMMPOBAHWUA OTAE/bHbIX AaHHbIX WX BCEro TekcTa B 6yd)ep
06meHa, COXpaHeHuA oT4eETa B C*)aﬁﬂ nnn co3anaHne apxvsea c Bbl6paHHbIMVI 3anmcamun.

3.7.3.1.2 Jlnya
D) Alist of faces detected in photos — O >
Windows media forensics (step 4 of 4)
To sort the list, dick the column's header. Right-dicking the list will bring up the context menu. If you need Ly
to skip some unnecessary items, just start typing something into the filter box right below the column |l
header, The program supports multiple filters simultaneously. an
File/tem name | Person ID | Pose | Width | Height | Face expr... | Smile prob... | Full path o
Ji Al SO <t O <Als O <Alls O <Alls O <Al S| <Al Jol R R =
12U | demotUEdd jpa 1 42 43 4 ChlsershAdl—
121 | Screenshot 2017-... 183 117 113 100% C:\Users'Adi
122 | hotdem_ru_6191... 2 40 40 4 C:ilUsers'Ad
123 | hotdem_ru_9509. .. 3 51 91 100% C:iUsers ' Adi
124 | 1352947747_06]... 70 70 100% C:ilzers'Ad
125  debabb jpg 141 1 121 121 3 A C:\Users'Ad
126 | IMG_30062017_.. 3z 32 4 Cilsers'Ad «
1| Il | [ 2

C:%Users'Saofia™Pictures \FLINde5atb jpg

i

#ﬁ | g Home | | < Back Dlesd =3 Eit
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OTuet /luua coaepXuT CNMCOK HaaeHHbIX /UL, U X CBOMCTB:
Vims doaiina B KOTOPOM 6bI/10 Hali4EHO Lo
MpeHmdwmkaTop yenoBeka

Mosvuua mnmua

LUnpuHa (B nukcensx)

BbicoTa (B nUKcensx)

BbipaxeHune

BepoaTtHOCTb y/bIOKK

MosHbIN NyTb K chaiiny n3obpaxeHus

YTo6bl HAMTM Apyrve Mua, CBSI3aHHbIE C 3TVM YE/I0BEKOM, OTKpOIiTe oTUeT J1oau.

3.7.3.1.3 Mogn

&) Alist of found people — O >

Windows media forensics (step 4 of 4)
To sort the list, dick the column's header. Right-dicking the list will bring up the context menu. If you need oy

to skip some unnecessary items, just start typing something into the filter box right below the calumn
header, The program supports multiple filters simultaneously.

Person ID | Name | Best face on phato | Found in photos | -
D Of <A P <Al 3| <All: »
47 (135 IMG_6643 jpa 1
42 (136 good(14 jpg 1
137 IMG_6630jpa 1
139 x2 001 jpg 1 E
140 IMG_BE62 jpg 1
141 debabhb jpg 1
47 (147 57300312.JPG 1
48 (149 IMG_6771jpa 1 -
Photos with selected persan de5asb.jpg ki

C:%Users' Saofia’Pictures \FLIN'de5atb jpg

% | << Home | | << Back etz Exit

B otuete Jltoan oTobpaxaroTcs fiogu, CrpynnmpoBaHHble no naeHmdmkartopy. Kaxaas 3anucb COLepXuT:
o lneHTMdmkaTop NepcoHs!

VM5 (oTobpaxkaeTcs To/IbKO ecsim Nnosb3oBaTes/lb HeNoCPeACTBEHHO 3a4a/1 ero paHee)

daiin n3obpaxeHusi, coaepxalmin ootorpagmio Hambosiee BbICOKOro kKayecTsa

KonnuectBo dotorpadmii ¢ HailAeHHbIM YeT0BEKOM

Reset Windows Password Copyright (c) 2024 Passcape Software. All rights reserved.
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UT06bI MPOCMOTPETL 60/bLLE hoTOrpadmii C 3TMM YesIOBEKOM, OTMETbTE €ro B Tabsuue, 3aTteM Bblbepute guaiin
n306paXkeHns 13 BbinagaroLlero cnucka nog, rabnmuei.

3.7.3.1.4 Tarun

) Alist of objects detected in photo and ranged by tags — O >

Windows media forensics (step 4 of 4)
To sort the list, dick the column's header. Right-dicking the list will bring up the context menu. If you need

to skip some unnecessary items, just start typing something into the filter box right below the column E’i
header, The program supports multiple filters simultaneously. an

Tag ID | Tag name | Primary | Found in photos | =

2] < Of <A Ol Of <A D =
2 [ 175 kitchens }
28 | 117 lake Yes 15
29 | 117 lakes 15
a0 |17 pond 15
3 119 Leqo Yes 11
32 |[119 block 11
33 | 115 blocks 11

M (12 bam fes 4 -

Photos with selected tag apple_watch.png bl

C:4Users'Sofia*Picturesapple_watch png  Corfidence 13%

## | <ece Home | | << Back | Mext Exit

B Tabnumue TeroB 0ToGpakaeTCcs CNMCOK OOBLEKTOB 1 hoTorpadmii, CBA3aHHbIX C 3TMK o6bekTamn. Kakabliii Ter
obnagaeT cneayroLL MM CBOMCTBaMM:

o neHTMdmkaTop Tara

e HassaHue Tara

e OCHOBHO UM HeT

o KonmuyecTtBo 1306paXkeHUii ¢ 3TMM T3rom

Reset Windows Password Copyright (c) 2024 Passcape Software. All rights reserved.
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3.7.3.1.5 Pacno3HaBaHue TeKcTa

ﬁ OCR, recognized characters and words

Windows media forensics (step 4 of 4)

header. The program supports multiple filters simultaneously.

O

To sort the list, dick the column's header. Right-dicking the list will bring up the context menu, If you need
to skip some unnecessary items, just start typing something into the filter box right below the column

[:‘%

File/item name | Recognized word | Indexonte... | Width | Height | Textangle | Ful path =
O <A O <A O] <Al S| <hlls O] <Al O] <Al S <Al O
6771 Untitled png HELP 0 24 & CilUsers,
6772 Untitled png cracked: 0 42 5 Chlsersh —
6773 Untitled png Ot 0 21 8 C:\Usersh —
£774| Untitled png CPU ] 13 g C:ilsersh
&775 | Untitled png Iblizabon: 1 45 5 C:lsersh,
6776 Untitled png LEPHTCRACK 1] 227 18 Cilsersh
|E‘???| |Intitled nna 48 n 17 3 Al Iﬂer:"-. 1
1111

| C:\Users‘test’ Untitled png

il

<< Back Exit

#ﬁ | << Home | |

Windows Photo nmeeT npocToli MexaH13M OnTMYecKoro pacno3HaBaHns CUMBOJIOB. Bbl MOXeTe NCNonb30BaTh
oyHKLMIO pacno3HaBaHus TekcTa A5 Novcka TekcTa 1 aHamsa ero CBOMCTB:

Vims dhaiina nsobpaxeHus

PacnosHaHHOe c/10BO

MHAaekc cnosa B TEKCTOBOW CTPOKE, HAUMHAsA € Hy s

LLinpnHa cnoBa B nukcenax

BbicoTa cnoBa

Yron Hak/ioHa

MonHbIA NyTb K doaiiny

3a6aBHo, YTO MOMMMO OYEBWAHOIO UCMO/b30BaHUA, 3Ta oy HKLMS MOXET MAEHTUHWMLUMPOBAaTL HEKOTOPbIE BUbI
BO/SIHbIX 3HAKOB Ha M306PAXEHMSIX.

Copyright (c) 2024 Passcape Software. All rights reserved.
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3.7.3.1.6 MecTononoXXeHus

‘%) Detected locations where photos were taken — O >

Windows media forensics (step 4 of 4)

To sort the list, dick the column's header. Right-dicking the list will bring up the context menu, If you need
to skip some unnecessary items, just start typing something into the filter box right below the column 7
header. The program supports multiple filters simultaneously.

Location | Region | Courtry | Photos |
0] <A O] <All: S <Al SO <A je
1 |Castle Wales United Kingdom 7
2 |Castle Wales United Kingdom 1
3 |Castle Wales United Kingdom &
4 | Castle Wales United Kingdom 11
b | Castle Wales United Kingdom 1
& |Castle Wales United Kingdom 1
Photos taken in this location apple_iphone_12_pro_02.jpg o

D:4\Users' Test 2\Fictures‘apple_iphone_12.

#ﬁ | <<<< Home | | << Back et > —

Ecnn ncxogHosle n3obpaxeHns cogepxar Kakme-nmoo Tern EXIF, cBsi3aHHble C MECTONOJIOKEHNEM, 3Ta
MHdopMaums NCnosb3yeTcs AN 3anosHeHUs Tabnubl Me CTONOJIOKEHWNIA:

e TO4yHOE mMecTo

PervoH

CipaHa

®oTorpadmu, caenaHHble B 3TOM MecTe

BO/bLUMHCTBO MOBU/IbHBIX YCTPOWCTB XPaHAT MeTafaHHble C MHGopMaLMein 0 MECTOMOJIOXKEHWN B CO34aBaeMbIX
nmun doTorpadmsix.

Reset Windows Password Copyright (c) 2024 Passcape Software. All rights reserved.
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3.7.3.1.7 [atbl co3gaHunii

[ 2t

) Detected dates when photos were taken — O >

Windows media forensics (step 4 of 4)
To sort the list, dick the column's header. Right-dicking the list will bring up the context menu, If you need

to skip some unnecessary items, just start typing something into the filter box right below the column E
header. The program suppaorts multiple filters simultaneoushy.
Year | Month | Day | Photos | -
| <Al S| <Al S| <Al | <Al ju
125 (2013 5 29 1
126 (2018 6 17 1
127 [ 2018 7 2 1 | |
128 (2013 9 12 1 E
129 ( 2018 10 5 1
130 | 2018 10 18 3
131 (2018 12 28 10 =
Photos taken at selected date Untitled. png e

C:MUsers'Sofia*Pictures\ Lntitled png 20181018 20:52:34

% | << Home | | << Back Mt =3 Eit |

OTUeT 0 AaTe CbEMKM YA06EH, €C/IM BaM HY)XXHO 0TO6PasuTb BpeMsi, Koraa 6biiv caenaHbl CHUMKK, 1 dhoTorpadmm
3a onpeaesnieHHyto aary.

Reset Windows Password Copyright (c) 2024 Passcape Software. All rights reserved.
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3.7.3.1.8 Mopgenn kamep

) Camera models found in image metadata — O >

Windows media forensics (step 4 of 4)
To sort the list, dick the column's header. Right-dicking the list will bring up the context menu, If you need e

to skip some unnecessary items, just start typing something into the filter box right below the column
header. The program suppaorts multiple filters simultaneously.

Camera model | Images | B
;:l <Al ’J <Al 'J
4 | Canon Powershot Addl rd
5 | Canon PowerShot ASED 2 N
& | «Samsung D70 /D75 /573 250
7 | X600,D630,FESS0D 1 =
& |Canon EOS 5D Mark 11 63
5 |iPhone 7 13 o
10 | COOLPIX P4 19
11 | iPhone 12 Pro 2 -

Photos taken using this camera apple_iphone_12_pro_02.jpg o
: C:%Users'Sofia*Pictures\apple_iphone_12_

#ﬁ | << Home | | <« Back et = Exit

B 3TOM OT4HETE M306PAKEHUSA FPYNNMPYHOTCS N0 MOAENsM Kamep, UCMOMb3yeMblX A/11 ChEMKU.

Reset Windows Password Copyright (c) 2024 Passcape Software. All rights reserved.
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3.7.3.1.9 lpounssoguTenn Kamep

) Camera models found in image metadata — O >

Windows media forensics (step 4 of 4)
To sort the list, dick the column's header. Right-dicking the list will bring up the context menu, If you need e

to skip some unnecessary items, just start typing something into the filter box right below the column
header. The program suppaorts multiple filters simultaneously.

Camera model | Images | B
;:l <Al ’J <Al 'J
4 | Canon Powershot Addl rd
5 | Canon PowerShot ASED 2 N
& | «Samsung D70 /D75 /573 250
7 | X600,D630,FESS0D 1 =
& |Canon EOS 5D Mark 11 63
5 |iPhone 7 13 o
10 | COOLPIX P4 19
11 | iPhone 12 Pro 2 -

Photos taken using this camera apple_iphone_12_pro_02.jpg o
: C:%Users'Sofia*Pictures\apple_iphone_12_

#ﬁ | << Home | | <« Back et = Exit

To Xe, 4To 1 B NpeabiayLLeM oTUeTe, HO 3/IEMEHTbI CTPYNMNMPOBaHbI Mo NPOM3BOAUTENSIM Kamep.

Reset Windows Password Copyright (c) 2024 Passcape Software. All rights reserved.
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3.7.3.1.10 MynbtmeaniiHbie NPUNOXKEHNS

%) Media applications used for photo editing — O >
Windows media forensics (step 4 of 4)
To sort the list, dick the column's header. Right-dicking the list will bring up the context menu, If you need e
to skip some unnecessary items, just start typing something into the filter box right below the column ‘ 7
header. The program supports multiple filters simultaneoushy. -5
Application | Photos | -
;:l <Al ’J <Al ’J 3
1 |Windows Photo Editor 10.0.10011.16334 1 1
2 | MNporparmma uvdposoi 08patoTky nsobpaxeHwid Komnadma A, 2
3 paintnet 4013 1
4 |ACDSee 18 1
5 (102 g
6 (902 1
7 | Adobe Photoshop C54 Windows 1
8 | Adobe Photoshoo CS Windows 22 4
Photos edited using this application 9554283, jpg ot
’;ﬂ;ﬁa-;:u“lﬁ C:MUsershSofia*Pictures 5554283 jpg

[ o |

o o 3 - 1
% | <<<< Home | | << Back | Next | Euit |

JTOT OTUET CO3/a€ET CMUCOK BCEX HaEeHHbIX NMPorpaMm peaakTMpoBaHus My ibTMeaua 1 doTopesakTopos.

Reset Windows Password Copyright (c) 2024 Passcape Software. All rights reserved.
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3.7.3.1.11 Anb6ombl

) Alist of photo albums — O >
Windows media forensics (step 4 of 4)
To sort the list, dick the column's header. Right-dicking the list will bring up the context menu, If you need e
to skip some unnecessary items, just start typing something into the filter box right below the column L)
header. The program supports multiple filters simultaneously. a6
Album name Photos Start date End date Created

j::l 20| }3 | }-} 2[R }-} 2[R }-} 2[R ;3

1 | Thursday, Aprl 7, 2011 13 200110407 11:53:12 20011.04.07 13:01:49 20200514 09:0

2 | Friday, December 20, 20159 18 2019122017:03:46 20191220 18:5342  2020.05.14 09:0

1 1l ]

Fhotos of this album 4554283.jpg w

_f--f'“"“:\,.&. C:hUsershSofia*Pictures 5554283 jpg
T LR
% | << Home | | <« Back | Tt | Eit |

B 3TOM oTueTe oTobpaxkatoTcst anbboMbl, co3gaHHble npunoxeHnem Windows Photo.

3.7.3.2 Bupgeo 6ubnmoteka

Reset Windows Password
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3.7.3.2.1 Bugeo thainnbl

) A summary report with all found video items — O >

Windows media forensics (step 4 of 4)
To sort the list, dick the column's header. Right-dicking the list will bring up the context menu, If you need

to skip some unnecessary items, just start typing something into the filter box right below the column E
header. The program supports multiple filters simultaneously. L
File/item name | File size | Duration | Width | Height | Faces | Full patl =
0] <A Jol T jol ik Ll <as Of <lli> O] <. O] <. O
1 | IMG_6150 MOV 9381204 00:00:29 720 1280 0 C:\User
2 | IMG_6191 MOV 9356761 00:00:29 T20 1280 0 CAlser =
3 | Defying Gravity 1x01. HDTV 72... 2014709658 00:43:56 1280 T20 176 Chlser
4 | Defying Gravity 1x02 HDTV 72... 1761318645 00:41:48 1280 720 207 Chlser
5 | Defying Gravity 1x03 HDTV 72... 1645754885 00:-42:58 1280 720 200 CilUser
& | Defying Gravity 1x04 HDTV 72... 1671484042 00:42:55 1280 J20 158  Cilser
‘T Defving Gravity 1x05 HDTV.72... 1745448121 00:42:52 1280 720 149 CZ"\US:-'F 7
111

C:\UsershSofia%Pictures \Video
Projects'Defying Gravity
101 . HDTV . 720p x 264 rus eng mly

% | <<<< Home | | << Back | Next | Exit |

BuaeooTyeT BK/IHOYAET B ce65 06LL Y0 CBOAHYH MHAopMauumio 06 anieMeHTax Buaeo B dotoraniepee Windows. A
WUMEHHO:

Vims Buaeodmaiina

Pasmep dainna

MpofomkuTenibHOCTL BUA,EO

Pasmep (WwwuprHa 1 BbicOTa) BMAEO

KonnuectBo o6HapyXeHHbIX 1L,

MonHbIA NyTb K doaiiny

ABTOp BUAEO

ABTOpPCKOEe NpaBo Ha BUAEO

3aronoBok Buaeo

MyTs K Ay6nunkaty, ecnv OH HaaeH

[Jata npoussoacTtBa UM MOHTMPOBaHWSA

Bpems co3gaHus/usMeHeHus/pefakTmpoBaHus

Bpems nocnegHero npocmotpa B 6ubanoteke

HasBaHuve anbboma, K KOTOpPOMY MPUHAAIEXUT 3TO BUAEO

Reset Windows Password Copyright (c) 2024 Passcape Software. All rights reserved.
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3.7.3.2.2 Jlnya

f-nl A list of faces detected in video files — | w0

Windows media forensics (step 4 of 4)
To sort the list, dick the column's header. Right-dicking the list will bring up the context menu, If you need .

to skip some unnecessary items, just start typing something into the filter box right below the column 7
header. The program supports multiple filters simultaneoushy. L=
File.item name | Person 1D | Pose | Width | Height | Offsettime | Face expr... | Smile probabil <
;:l <A ’J <Al 'J ’J ’J <A 'J <Al ’J 1.1k ’J <Al ,\3' =
& | Defying Gravity 1x03.... 1 00: 3 £
7 | Defying Gravity 1x06.... 45 2 287 286 00:00:21 3 Ji
& | Defying Gravity 1x06.... 1 243 243 00.00:28 3 0
9 | Defying Gravity Tx04.... 82 1 322 322 00:00:28 3 0%
10 | Defying Gravity Tx04.... 1 157 153 00:00:35 3 0%
11 | Defying Gravity 1x05.... 19 4 372 373 00:00:28 3 0
| 12 | Defying Gravity 1x01.... 5 e 00:00:35 100% -
" il ’
C:\UsershSofia%Pictures \Video 00:00:28
Projects’Defying Gravity
105 HDTV . 720p x 264 rus eng mlv

% | <<<< Home | | << Back | | Exit

JTOT OTUeT U3BNeKaeT MHGIOPMaLMIO O HaEHHbIX B BUAEO NNLAX U 0TOGpaKaeT UX CBOlCTBa:
VimMsi Buaeoduaiiia B KOTOPOM HaiigeHo nnuo

VaeHTndwmkaTtop yenoseka

lNonoxeHve nuua

LLinpuHa v BbicoTa MULa B NMKCeNsx

Bpems oT Hauyana BuAeo, rae HaingeHo nnuo

BbipaxxeHne

BeposATHOCTb Y bIOKY

MonHbIA NyTb K BUAeodainny

K/IMKHWTE MbILWKOM Ha M306pakKeHnn ninua, YTobbl NPOCMOTPETL MOMHYHO CLEHY, B KOTOPOIi OHO 6bI10 HaWAEHO.

Reset Windows Password Copyright (c) 2024 Passcape Software. All rights reserved.
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3.7.3.2.3 Jlrogn

) Alist of found people — O >

Windows media forensics (step 4 of 4)
To sort the list, dick the column's header. Right-dicking the list will bring up the context menu, If you need

to skip some unnecessary items, just start typing something into the filter box right below the column E
header. The program supports multiple filters simultaneously. L=
Person ID | Name | Found in scenes | -
Jol TR o] T SO <Al P =
1 19 8
2 20 ¥
3 |2 7
4 |22 7
5 |23 5
6 (24 4
7 |25 25
a8 126 6 ]
Video scenes with this person Defying Gravity 1x01.HOTV., 720p. x264.rus.eng.mkyv 00:01:09 -

C:\Usersh\Sofia“Pictures \Video 00:01:09
Projects’Defying Gravity
101 . HDTV 7 20p x 264 rus eng mlv

<<z Home | | << Back | Mewt =: | Eit

STOT OTUET AenaeT ToXe camoe, YTo OTHET A/19 uaeHmdwmKkaumm naei Ha doTorpadmsx, 3a Tem 1L b
WCK/KOYEHMEM, YTO BMECTO ¢hoTorpadmii Mcnonb3yrTcsa Bugeodalinel. B Hem Bcero 3 nons:

o geHMdmkaTop YesnoBeka

¢ Vs yenoeka. OTobpaxaeTcs NyCcTbiM, €C/IM NO/Ib30BaTESb HE 3a4a/1 €0 HENOCPEACTBEHHO.

e KonmMyecTBo CLEH, B KOTOpPbIX HalgeHo 3To MU0

YT06bl NPOCMOTPETL CLIEHBI C 3TUM YE/IOBEKOM, BbIAENMTE €ro B Tab/mLe, a 3aTeM BbiGepuTe CLEHy 13
BbiNagatolL ero cnucka nog tabnmueii.

Reset Windows Password Copyright (c) 2024 Passcape Software. All rights reserved.
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3.7.3.2.4 Tarn

f-ﬁl A list of objects detected in video files and ranged by tags — O

to skip some unnecessary items, just start typing something into the filter box right below the column
header. The program supports multiple filters simultaneously.

>
Windows media forensics (step 4 of 4)
To sort the list, dick the column's header, Right-dicking the list will bring up the context menu, If you need AN
jw
e
Fs

Tag ID | Tag name | Primany | Found in =cenes |
;:l <Al ’J 1.1l ,\3' Al 'J <Al ’J
4 (11 bar Yes a
A |13 kid fes 7
6 (113 children 7
7 (13 child 7
8 (13 kids 7
9 (114 kizs Yes 47
10 | 114 kizzes 470
11 1114 kissing 470 ]
Initial video frame with the selected tag Defying Gravity 1x05.HOTV., 720p. x264.rus. eng.mky 00:07:41 -
C:\Usersh\Sofia“Pictures \Video Confidence 47%
Projects’Defying Gravity
105 HDTV . 720p x 264 rus eng iy

% | <<<< Home | | << Back Mext =z Exit

B Tabnuue TeroB 3/1eMeHTbl BUAEO rpynnUpyoTcs No HaligeHHbIM Teram. Kaxablii Ter obnagaet creay o, umm
CBOWCTBAMU:

e VigeHTMdwmkartop Tara

e HaumeHoBaHve Tara

e OCHOBHO 1M BCNOMOTaTe/bHbIi

e Ko/mMuyecTBO CLEH, B KOTOPbIX OH HaligeH

Mose co CnMcKoM nog, Tabnmuein CoAepXXuT CNUCOK BUAE0 CO BPEMEHHBLIM CMELLLEHNEM, B KOTOPOM 6bl
o6HapyxeH Ter. B Hauane uayT CLEHbI C Hanbosiee BePOATHLIMU COBMNageHUsAMM.

Reset Windows Password Copyright (c) 2024 Passcape Software. All rights reserved.
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3.7.3.2.5 [atbl npon3BoAcTBa

Reset Windows Password

‘) Detected dates when video files were produced — O >

Windows media forensics (step 4 of 4)
To sort the list, dick the column's header. Right-dicking the list will bring up the context menu, If you need

L o)
to skip some unnecessary items, just start typing something into the filter box right below the column 7
header. The program suppaorts multiple filters simultaneously. L=
Year | Month | Day | Video tems |
] <Al S <Al S <Al S <Al ju;
1 2019 7 o 6
2 | 2022 3 21 2
3 | 2022 4 26 1
Video files created at selected date Defying Gravity 1x01.HDTV. 720p.x264.rus. eng.mky w

C:\Usersh\Sofia“Pictures \Video 2019.07.30 131547
Projects'Defying Gravity
101 . HDTV . 720p x 264 rus eng mlv

% | <<<< Home | | << Back Mewt =z Exit

OTueT 0 gaTe co3AaHusl yao6eH, ec/im Bam HYXHO CrpynnmpoBaTh BUAEO 3/IEMEHTLI MO BPEMEHM X
CO3aHVS/KOMMUALAN,

Copyright (c) 2024 Passcape Software. All rights reserved.
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3.7.3.2.6 Anbbombl

f‘\l A list of video albums _ O v

Windows media forensics (step 4 of 4)
To sort the list, dick the column's header. Right-dicking the list will bring up the context menu, If you need Al

to skip some unnecessary items, just start typing something into the filter box right below the column
header. The program suppaorts multiple filters simultaneously.

Album name Video ite... | Start date End date Created
j::l 2[5 }3 A= }-} 20} }-} 20} }-} 20} ;3
1  MNew video 20211031 170
2 | Home 202204 26 14:1
3 |Cat 2 20220321 120949 20220321 121028 2022 04 .26 14:1
" il ’
Video files in this album Defying Gravity 1x01.HOTV. 720p. x254.rus. eng. mkyv -

C:\UsershSofia“Pictures \Video
Projects’Defying Gravity
101 HDTV . 720p x 264 rus eng mly

#ﬁ | <=<< Home | << Back [ Next | Exit

B 3TOM oTueTe oTobpaxkaroTcs BMaeoasibboMbl, Co3gaHHble B npunoxeHun Windows Photo.

3.7.3.3 [eiicTBMA NONb30BaTeNsi B Meana 6ubnoteke

Reset Windows Password Copyright (c) 2024 Passcape Software. All rights reserved.
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3.7.3.3.1 MpocmoTpbl anlbbOMOB

f-nl Album view statistics

Windows media forensics (step 4 of 4)

To sort the list, dick the column's header. Right-dicking the list will bring up the context menu, If you need
to skip some unnecessary items, just start typing something into the filter box right below the column
header. The program supports multiple filters simultaneously.

O

et

Album name | View date |
;:l 2[5 ’J 2[5 ’J
1 | Frday. December 20, 2015 2020.09.16 12:31:55
2 | Thursday, Apl 7, 2011 20201204 18:27:38
3  Home 2022 0426 14:15:03
% | <<<< Home | <« Back et

g

CramicTvka npocmoTpa no dioTo- 1 Bueo-asib6oMam.

Reset Windows Password
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3.7.3.3.2 MpocmoTpsl harinos

¥0) Media view statistics — O >

Windows media forensics (step 4 of 4)
To sort the list, dick the column's header. Right-dicking the list will bring up the context menu, If you need

to skip some unnecessary items, just start typing something into the filter box right below the column
header. The program supparts multiple filters simultaneously.

File.item name | View date | -
] <Al S <Al ju
TIEE( 11y UL | UDLELE | FLIE
1323 36 (2)jpa 2021.06.22 17:01:40
1324 | <DELETED 2021.06.22 17:01:53
1325| slugs af 2021.06.22 1702:16
1326 | wh jpg 2021.06.22 17.02:24
1327 | what png 2021 0622 17.02:34
1328| IMG_27032017_163558 png 2021.06.22 17.02:47 =
1325| hotdem_ru_615106730251236060372 jpg 2021.06.22 17:02:56 -

% | << Home | | <« Back | Mext =3 | Exit

CramcTuka npocMoTpoB ¢poTo- 1 BUAEeo-thainios B 6nbnmnoteke dhotorpadmin Windows.

Reset Windows Password Copyright (c) 2024 Passcape Software. All rights reserved.
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3.7.3.3.3 VcTopusa nmnopTta
— O x

E;‘ A history of import actions

Windows media forensics (step 4 of 4)
To sort the list, dick the column's header. Right-dicking the list will bring up the context menu, If you need
to skip some unnecessary items, just start typing something into the filter box right below the column UI

header. The program supports multiple filters simultaneously.
Date Target directony Impart fram Total tem
;:}' 2[5 ;3 2[5 ;3 2[5 ;3 2[5 ;3
C:\UsershSofia"Pictures 8

1 | 2022.04.26 15:14:23

4|

y

| <« Back

#ﬁ | << Home |

VicTopusa onepauuii umnopTa B bubanoteke dioTtorpadmii Windows.

Copyright (c) 2024 Passcape Software. All rights reserved.
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3.7.3.3.4 cTopunsa noucka

) A history of search requests — O >

Windows media forensics (step 4 of 4)
To sort the list, dick the column's header. Right-dicking the list will bring up the context menu, If you need
to skip some unnecessary items, just start typing something into the filter box right below the column §
header. The program supports multiple filters simultaneoushy.

Date | Search string | Found tems | -
| <Al ;J| <Al S <Al jo
g | AR 10107 Lats 11
5 120220426 15:01:14  cat 15
10 | 20220426 15:0244  visa 3 —
11 | 20220426 150710  cats 11
12 | 202204 26 150747 Cats 11 3
13 | 202204 26 15:15:08 Recent 836
14 | 202204 26 15:15:18 Recent 436 B
15 | 202204 26 15:16:25  gravit &

g

% | << Home | | <« Back Mewxt =

VicTopumsa nonckoBbix 3anpocos B Windows Photo.

Reset Windows Password Copyright (c) 2024 Passcape Software. All rights reserved.
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3.7.3.3.5 BblNOXXEHHbIE JaHHbIe

ﬁ Media files shared by user _ 0 w8

Windows media forensics (step 4 of 4)
To sort the list, dick the column's header. Right-dicking the list will bring up the context menu, If you need

to skip some unnecessary items, just start typing something into the filter box right below the column
header, The program suppaorts multiple filters simultaneoushy.

Date | Mame | Full path
L] <Al S <Al S Al jo
1 | 20220426 150922 catljpg C:%Users® Sofia’Fictures
2 2220426150934 catljpg C:%Users™Sofia’Fictures
3 | 20220426 15:10:13  whatpng C:%Users™Sofia’Pictures*FLIN
4 | 20220426 151135 21530 _boro.dad3dnujpg C:%Users™\Sofia"Fictures FLN
1 I ]

C:4Users'Sofia*Pictures'cat 1 jpg

#ﬁ | << Home | <« Back | Mt | Eit |

VicTopusa 31eMEHTOB, KOTOPbIMW NOMb30BaTe/lb NoAeNUACa N3 6mbnmotekn doTorpadmin Windows.

Reset Windows Password Copyright (c) 2024 Passcape Software. All rights reserved.
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3.7.3.3.6 VcTopunsa nevatu

ﬁ Media files shared by user _ 0 w8

Windows media forensics (step 4 of 4)
To sort the list, dick the column's header. Right-dicking the list will bring up the context menu, If you need

to skip some unnecessary items, just start typing something into the filter box right below the column
header, The program suppaorts multiple filters simultaneoushy.

Date | Mame | Full path
L] <Al S <Al S Al jo
1 | 20220426 150922 catljpg C:%Users® Sofia’Fictures
2 2220426150934 catljpg C:%Users™Sofia’Fictures
3 | 20220426 15:10:13  whatpng C:%Users™Sofia’Pictures*FLIN
4 | 20220426 151135 21530 _boro.dad3dnujpg C:%Users™\Sofia"Fictures FLN
1 I ]

C:4Users'Sofia*Pictures'cat 1 jpg

#ﬁ | << Home | <« Back | Mt | Eit |

VicTopnsa 3N1eMeHTOB, HanevyaTaHHbIX Nosb3oBaTesiemM B 6ubnmoteke guotorpadmii Windows.

3.7.3.4 ®oT0 6MbNMOTEKA

Reset Windows Password Copyright (c) 2024 Passcape Software. All rights reserved.
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3.7.3.4.1 N306paxeHuns

f‘? A general report table with found photo and picture items — O 4
Windows media forensics (step 4 of 4)
To sort the list, dick the column's header. Right-dicking the list will bring up the context menu, If you need e
to skip some unnecessary items, just start typing something into the filter box right below the column 7
header. The program supports multiple filters simultaneoushy. L=
File/ftem name | File size | Width | Height | Created | Modified | &
D | <A Ll Pl O <> Of <Al D <A L[=E
1 IMG_1440.JPG 9352 160 156 20231206 1204:26 20231204 232027
2 IMG_1431.JPG 202183 960 960 20231205 12:04:27 2023.11.2511:06:45
3 [ IMG_1429.PNG 2240332 0 0 20231206 12:04:27  2023.11.2511:06:44
4 | IMG_1Z35 HEIC 1639336 2750 J6E6 20231205 12:05:35  2023.11.1923:39:55
5 [ IMG_1423 PNG 257817 1] 0 20231205 12:04:36  2023.11.20 22:55:00
& |IMG_1424 PMG 854954 1] 0 20231205 12:04:31  2023.11.20 22:55:00
p l? IMG 1130 HFIC 18291R5 lﬂ 0 M2 1205 120k-35 231119 23-39-h5 , [
11}
<« Back | Mext == Exit

#ﬁ | <<« Home | |

B aTOM oTUHeTE coaepXUTcs MHGopMaums 06 N306pakeHnsIX, KOTopble XpaHATCS B nporpamme Photos
(OnepauuoHHble Cuctembl Windows 10 1 HoBee):
Vims darina

Pasmep dainna

LLinprHa nsobpaxeHus

BbicoTa n306paxeHunst

[ata co3gaHvsi 1 nocnefHero U3MeHeHus
Korga caenaHa dhotorpadms

Bpems go6aBneHus B 61MbInoTeky
KoopauHatsl LWnpoThl

KoopavHatsl fonrotsl

TecToBble Taru, ec/m ecTb

Copyright (c) 2024 Passcape Software. All rights reserved.
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3.7.3.4.2 MecTa

a

‘) Detected locations where photos were taken = O >
Windows media forensics (step 4 of 4)
To sort the list, dick the column's header. Right-dicking the list will bring up the context menu, If you need e
to skip some unnecessary items, just start typing something into the filter box right below the column 7
header. The program supports multiple filters simultaneously. L]
Location | Region | Country | Latitude | &
O | <A P <A P <A Pl P
8 |Castle Wales United Kingdom  51.48 =
9 |[Vyborg Leningrad Russia 601
10 | Castle Wales United Kingdom 5143
11 | VWybarg Leningrad Russia 6071
12 | London England United Kingdom 51.48
13 | Vyborg Leningrad Russia e0.71
14 | Castle Wales United Kingdom 51.48 | -
1 1] 1 4
#ﬁ | <« <« Home | | <« Back Mext == Exit

BO/bLIVHCTBO MOBU/bHbIX YCTPOWCTB XPaHAT MeTafaHHble 0 MECTONOMOXEHWUN, TAe Gbln cAenaHbl qoTorpadmn.

Ecnm Takas nHgoopmauya umeeTcsi, To OHa ByeT oTobpaxeHa B AaHHON Tabnuue, a UMEHHO:
HaceneHHblIli NyHKT

PervioH

CtpaHa

ToyHasa WwupoTta

TouyHas pgonrota

Reset Windows Password
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3.7.3.4.3 [atbl co3gaHunii

) Detected dates when photos were taken = O >

Windows media forensics (step 4 of 4)
To sort the list, dick the column's header. Right-dicking the list will bring up the context menu, If you need AN

to skip some unnecessary items, just start typing something into the filter box right below the column
header. The program supports multiple filters simultaneoushy.

Date taken | Images | -
<Al ‘;::' |

jo. <Al ‘;::'
633 | September 2020

634 | September 2021

635 | September 2022

636 | September 2023

637 | September 21

638 | September 21, 2012

635 | September 21, 2016

640 | September 22

Photos taken at selected date
I §

Ypao6Has rpynnmpoBka dooTorpadmii u n3obpakeHuii No gate CbeMKU. B Tabnunue MoXHO BblbpaTtb rpynnupoBKY
no rogam uam mecsiuaM U NoCMOTPEeTb, Kakne dioTo Obln chenaHbl B BbibpaHHOE BPeEMS.

— o Rt o R

4

<«<«< Home | | <« Back | et == Exit

Reset Windows Password Copyright (c) 2024 Passcape Software. All rights reserved.
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3.7.3.4.4 Bugeo

) A general report with all found video items = O et
Windows media forensics (step 4 of 4)
To sort the list, dick the column's header. Right-dicking the list will bring up the context menu, If you need to skip L
SOmE unnecessary items, just start typing something into the filker box right below the column header, The
program supparts multiple filters simultaneoushy.
File/tem name File size Created Modified Date added f -~
0| < P <> O <A PO <A | <Al o
M| IMG_1050.MOY 3374391 2231205120705 202304 26091729 2 2023120817.3338 C
35 | IMG_1051. MOV 70559 20231205 120706 202304 26 091729  2023120817:3338 C!
36 | IMG_1054 MOV 3391548 20231206 120704 2023042609179 20231208173338
37 IMG_1174. MOV 671714 2023120612064 202304 26 091729  2023120817:33.38 C
38 | IMG_1242 MOV 1765483 20231205 120640 20230426 091729 20231208173338 C
35 | IMG_1267 MOV 1795231 20231205 1206:39 202304 26 091729  2023120817:3338 CI=
40 | IMG_1175.MOV 85458708 20231205 120652 202304 26091729 2231208173338 C
* L h
C:\Users\John\Pictures \Imported TMG_1174.1
## | «<<z< Home << Back | : Exit

Buaeo BkoyaeT B cebs MHGOPMAaLW0 0 BUAEO 3/IEMEHTAX, KOTOPble XpaHATCs B nporpamMmMe Photos. A MMeHHO:

¢ /v Bugeodaina

Pasmep danna
Bpems co3gaHva/uMmeHeHuns/pefaktmpoBaHus
MonHbIv NyTh K doaviny
MpopomkuTeNnsHOCTL BULEO

3.7.3.5 [eicTBusA nonb3osaresns B ho10 6M6MoTEKE

Reset Windows Password
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3.7.3.5.1 VcTtopunsa noucka

f’? A history of search requests B = %

Windows media forensics (step 4 of 4)
To sort the list, dick the column's header. Right-dicking the list will bring up the context menu, If you need to skip
SOME unnecessary items, just start typing something into the filker box right below the column header., The
program supparts multiple filters simultaneoushy.

Search type | Search string |
| <A P <A P
1 Text admin
2 | Text passpo
3 | Text fur
4 Tex bite
5 | Text lgazdwsx
& | Date April 2011
7 | Location ["United Kingdom","England”,"London]

#ﬂ | << << Home << Back Mextes Exit

McTopyrsi MOMCKOBbLIX 3anpocoB B nporpamMmMe Photos.

3.7.3.6 Mepua npourpbiBatesb

Reset Windows Password
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3.7.3.6.1 NcnonHutenu

) A list of music artists = O et

Windows media forensics (step 4 of 4)
To sort the list, dick the column's header. Right-dicking the list will bring up the context menu, If you need to skip e

SOME unnecessary items, just start typing something into the filker box right below the column header, The E
program supparts multiple filters simultaneoushy.

Agtist | -
p <Al pl =
36 | Yelo
37 | Ozzy Osboume
32 | Queen
39 | Modem Talking
40 | Unah Heep
41 | Davy Knowles & Back Door Slam
42 | Cool Before
41 | Eminem i

% | <<« < Home << Back | Mext == Exit |

JTOT OTYET COAEPXKUT CNUCOK apTUcToB B Meana MpourpbiBaTesie (Media Player, He Windows Media Player !).

Reset Windows Password Copyright (c) 2024 Passcape Software. All rights reserved.
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3.7.3.6.2 Anbbombl

f’“ Alist of music albums - .

*
Windows media forensics (step 4 of 4)
To sort the list, dick the column's header. Right-dicking the list will bring up the context menu, If you need to skip e

SOME unnecessary items, just start typing something into the filker box right below the column header. The
program supparts multiple filters simultaneously.

Mugic album | Artist | Genre | Relea... | Duration | Date =
2| <Al }:2'| <Al p| Al p| Al p| e p| =
37 | Rock "M Raoll [US Capital 50... John Lennon Rock 1575 39m:54s 2017
13 | Cyclone Tangerine Dream Mew Age 1978 38m:40s 2000
35 | Rockoon Tangerine Dream Mew Age 1952 57m:40s 2000
40 | Solid Pleasure Yelo Blectronic 1980 40m:56= 2011
41 | Le Parc Tangerine Dream Mew Age 1585 41m:42s 2000
42 | Renegadez Of Funk RATM Altemative 2003 Tm:23s 201°
431 | Bombtrack RATM Altermative 1553 10m:6s 201 -

1 i 2

i+
W
W

% | <<<< Home << Back Mext=: Exit

MonHbIli cnncok Bcex anbbomoB, xpaHawmxcs B nporpamve Media Player. Tabnvua COaepXuT:
o Ima ansboma

o VImMa ncnonHutens

My3blKa/lbHbIl XaHp

B kakom rogy 6b11 penns

O6L ee NpoAoMKUTENBHOCTL a/lbboma

Bpemsa fo6asneHys Ha KoMMboTep

Reset Windows Password Copyright (c) 2024 Passcape Software. All rights reserved.
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3.7.3.6.3 MnainncTbl

F T

) Found playlists = O et

Windows media forensics (step 4 of 4)
To sort the list, dick the column's header. Right-dicking the list will bring up the context menu, If you need to skip -

SOME unnecessary items, just start typing something into the filker box right below the column header. The
program supparts multiple filters simultaneoushy.

Mame | Totali... | Modfied | Ui -
O | <Al p| <Al }::n| <Al p| M= O
36 | artist - album 16 20030311 08:01:18 E:AMyMusic'it—
37 | Brazzaville - 21st Century Gid (RU, ZAKCD 072) 14 2021408-13 06:07:36 E Wy MusicE =
38 | Brazzaville - 2002 (RU, ZAKCD008) 11 2021-08-13 06:06:38 E:MyMusichE
39 | Brazzaville - Brazzaville in Istanbul (RL, ZAKCD 078) 11 202140813 06:07:50 E Wy MusicE
40 | Brazzaville - Dream-5ea (U, SCS-011) 11 20210813 06:14:18 E:\MyMusichE
41 | Brazzaville - East LA, Breeze ltd. edition) (RU, ZAKC... 14 20210813 060726 E:\MyMusichE
42 | Brazzaville - Hastings Street (RU, ZAKCD 036) 15 20210813 06.07.04 E:\MyMusichE «

1 Ml .3

% | <<<< Home << Back Mext == Exit

Cnncok Bcex NneinmcToB, xpaHsawuxcs B Media Player.

Reset Windows Password Copyright (c) 2024 Passcape Software. All rights reserved.
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3.7.3.6.4 Ayano OOpPOXKKK

) A list of audio tracks = O

*
Windows media forensics (step 4 of 4)
To sort the list, dick the column's header. Right-dicking the list will bring up the context menu, If you need to skip e

SOME unnecessary items, just start typing something into the filker box right below the column header. The fw]
program supparts multiple filters simultaneously. &“h

Mame | Music album | Track | Relea... | Duration | Date adde «

£ | <Al p| <Al p| <All> p| <All: )::-| <All: )::-| Hi> OIS

50 | Knowing Me, Knowing You Thank *ou forthe Music Di... 1 1995 4m:Zs 2008-03-1"

51 | People Meed Love Thank *ou forthe Music Di... 1 1995 2m:46s 2008-03-1:

52 | The Winner Takes it All Thank *ou for the Music Di... 1 1995 4m:5ds 2008-03-

53 | Accelerd Good for Too Long 1 2013 Tm:d2s 2022-08-0:

B4 | Act |: Overture Handel: Imeneo, HWY 41 1 2016 4m:56s 201 8-02-0¢

55 | Act ll: Ada: Deh! Maiutate; ... Handel: Imeneo, HWY 41 1 2016 2m:23s 2018-02-0¢

56 | Aint Much of Mothin® Three Miles from Awvalon 1 2016 4m:52s 208070~

4 1l |

i~
W
W

% | <<«<< Home | << Back | = Exit

AyanoaopoxKn BKIKOYaET B Ce6 CnefyoLLyro MHGopMaLmio:
Mva tpeka

HavmeHoBaHue anb6oma

Homep Tpeka B anbbome

[arta penunza anb6oma

MpopomxkutensHOCTL Tpeka

Bpemsi fobaBneHns Ha KoMnbloTep

Tun ayavo doopmara

MonHbIf NyTb K TPEKY

Reset Windows Password Copyright (c) 2024 Passcape Software. All rights reserved.
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3.7.3.6.5 Bungeomarepuasnsbl

) A general report with all found video items = O et
Windows media forensics (step 4 of 4)
To sort the list, dick the column's header. Right-dicking the list will bring up the context menu. If you need to skip e
SOME unnecessary items, just start typing something into the filker box right below the column header. The ‘ )
program supparts multiple filters simultaneoushy. -“H
Mame | Duration | Modfied | Ui -
O | <Al p| <Al p| <Al p| <Al o
59 | Defying Gravity Tx13.HDTV 720p x264d rus.... 472m:30s 2019-07-30 049:09:00 E:VideosDefying Gravi
60 | House.of Cards 2013.501E01.1080p BluR... 55m:57s 2023-11-29 14:56:05 EMVideo'House of Can| =
61 | House.of Cards 2013.501E02.1080p.BluR... 50m:3s 2023-11-29 14:45:55 E:*\Video“House of Can
62 | House.of Cards 2013.501E03.1080p BluR... 5Im:43s 2023-11-29 14:53:31 E:MVideo“House of Can
63 |House.of Cards 2013 .501E04.1080p BluR... 48m:56s 2023-11-291501:10  EMVideoHouse of Can
64 | House.of Cards 2013 .501E05.1080p BluR... 52m:53s 2023-11-2913:.44:52 EMVideoHouse of Can
6% | House.of Cards.2013.501E06.1080p BluR... 50m:46s 2023-11-25 145811 E:“Video“House of Can =
4 1117 b
% | <<<< Home | | << Back MExt == Exit

Bupaeodhaiinibl BkIHOUaET B cebsi MHGopmaumio 06 anemeHTax Buaeo B nporpamme Media Player. A umeHHo:

¢ /v Bugeodaina

o [1pofo/mKnTeNIbHOCTL BUAEO

e Bpewms nocnegHero nameHeHns
o [lonHbIA NyTs K chaiiny

Reset Windows Password
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PaboTa ¢ nporpammom

3.7.3.6.6 OHNaliH 3N1eMeHTbI

F -
ey Online links or stream media = O >

Windows media forensics (step 4 of 4)
To sort the list, dick the column's header. Right-dicking the list will bring up the context menu, If you need to skip e

SOME unnecessary items, just start typing something into the filker box right below the column header, The
program supports multiple filters simultaneously.

U |
Al 8]
https:/#cdn flowplayer com/a30bd6bc38b-4 b c-abf5-37633d4faeal/hls /de ¥bca 7-2db 3-4685-8160- .

https://soundcloud comfuturegenerationofficial ‘arcando-when-4m-gone-with-micah-martin
https:/Awww youtube comswatch Pv=vB59 ™ TaY]

wra| =T

% | << Home << Back Mext=: Exit

[aHHbIA OTYET BK/OUYAET B CEBS CChISIKM HA OHMalH UM NOTOKOBbLIE BUAEO, KOTOpble xpaHATcs B Media Player.

3.7.3.7 [leictBMSA NoNb30oBaTeNns B Meana npourpbisatene

Reset Windows Password Copyright (c) 2024 Passcape Software. All rights reserved.




PaboTa ¢ nporpammom

3.7.3.7.1 UcTtopwus thaiinos

) Media files viewed or played recently = O it

Windows media forensics (step 4 of 4)
To sort the list, dick the column's header. Right-dicking the list will bring up the context menu, If you need to skip

SOME unnecessary items, just start typing something into the filker box right below the column header. The
program supparts multiple filters simultaneoushy.

Ui | Date | -
O | <Al p| <Al p|
21 | EiVideo\Upload s01.WEB-OL. 1080p. LostFilm*\Upload s01...  2024-04-01 03:43:32
22 | EXMideohUpload s01.WEB-DL. 1080p. LostFilmUpload s01...  2024-04-01 08:43:35

E-vVideo'Upload s01. WEB-DL.1080p LostFim'Upload s01...  2024-04-01 08:43.47
E-vVideoUpload =01 WEB-DL.1080p LostFim\Upload s01...  2024-04-01 08:44:17
E-vVideo'Upload 201 . WEB-DL.1080p LostFim'Upload 201...  2024-04-01 08:44:24
https:/Awww youtube comAwatch Pv=vB53 ™ TaYl 2024-02-26 09:16:20
https://soundcloud.comfuturegenerationofficial ‘arcando-w ... 2024-02-26 0591746
28 | https:/Yedn flowplayer com/a30lbdébof98b-47be-abf5-5763. .. 2024-02-26 09:18.46

24
25
26
27

1|

1
W

% | <<<< Home << Back Mex Exit

daiinbl, KOTOpblEe OTKPLIBUMCH B NocriegHee Bpemsi B Media Player.

3.74  3anucku Windows

3anucku (Sticky Notes) - 310 npunoxeHve Microsoft Ana 3ameTok Ha paboyem cTone, KOTOPoe BXOAMUT B COCTaB
Windows, HaunHasa ¢ Windows 7.

Reset Windows Password ymeeT oTobpaxaTb COXpaHeHHble (M HEKOTOpbIE YAa/IEHHbIE) 3an1CKN ANsi BCEX

nosnb3oBateneii Windows, a Takxe A9 BCEX NoALEPXKMBAEMbIX ONePaLMOHHbIX CUCTEM (B pa3HbIX BEPCUSX
Windows 3anuckmn XpaHATCS B pasHbIX MecTax).

Bb160p Nosib3oBatens
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) Sticky Motes — >
View Windows Sticky Notes (step 2 of 4)

Please, select Windows directory (for example, D: Windows) or point one manually if the program fails to
detectit. A typical location for profiles directory is C:\Users

Where to search
(®) all local users

() A certain local user account

Windows directory, User profiles
Windows directory C:\Windows Al —

Profiles directory C:Vsers all—

IUser profile directory

## << << Home << Back Mext =3 Exit

Ha nepeom Lare MacTep nporpaMmbl NpeasiaraeT BbibpaTtb YUeTHYI0 3anuchb, YbM 3am1cKu HaM Hado Haitu. MMo-
YMOaHUI0 Npeg/iaraeTcsl MOUCK AJ1s BCEX JIOKa/IbHbIX NOSb30BaTesiei.

YcTaHOBKa (O U1LTPOB OTOBPaKE HUSA

Reset Windows Password Copyright (c) 2024 Passcape Software. All rights reserved.
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&) Sticky Motes — >
View Windows Sticky MNotes (step 3 of 4) Igunl
Set up additional output filters to skip unnecessary items, | ] : |

Cutput filter

(®) Show &l

() Show only items created between given dates

() show only items whose last modification date fits into the specified range

Start date: l04.03.2022 | | 10:38:46 <]
End date: l04.03.2022 | [ 10:39:46 3|
< <<< Home << Back Mext == Exit

Ecnn 3anncok o4eHb MHOrO, MOXHO BK/OUMTL OMUMIO MOUCKa NO JaTe co3faHusa wan no pate nocrsiefHero

N3MEHEHNA.

3anuckm Windows

Copyright (c) 2024 Passcape Software. All rights reserved.
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&) Sticky Motes — >

View Windows Sticky Notes (step 4 of 4)
To sort the list, dick the column's header. Right-didking the list will bring up the context menu.

Nk

Lser Text Created Modified Opened Alveany
test windows7 notes 01/25/2022 11:43:43  01/25/2022 11:50:14
test TecT 123 01/25/2022 11:43:43 01252022 11:43:43

shared folder is \WWIN-LA.., 01/25/2022 11:46:48  01/25/2022 11:55:02
test deleted 01/28/2022 15:31:57  01/28/2022 15:32:01 Mo Mo
test test with picture underital ... 01/28/2022 13:01:04 01/28/2022 16:10:23 Mo Mo
test My first note §F0% ! multi... 01/28/2022 12:58:53  01/28/2022 13::01:02 Mo Mo
£ >

shared folder is \N\WIN-LAPTOP\1.>

## << << Home << Back Mext > Exit

HaligeHHble 3anncky oTobpaxatoTcs B TOl LiBETOBOI ramme, B KOTOPOW OHM 6bln co3gaHbl. MNporpamma
nogaepxmsaet 3anucku Windows 10 ¢ BK/IIOYEHHbIMW KapTMHKamMu. HaligeHHble 3annckn MOXHO CKOMMpoBaTh B
6ydiep o6mMeHa U coxpaHnTb B doalin.

3.7.5  OTcnexuBaHue JoCTyna K Kamepe U MUKPOGOHY

31y dyHkumio Reset Windows Password MOXHO MCNO/Ib30BaTh B KaUecTBe CyAe6HON 3KCNepT3bl, YTOObI
BbIICHUTb, Kakasi mporpaMmma Wiy NpoLecc UCnosib30Basim MUKPOOH Wn kamepy (a Takke HEKOTopble
[OMNO/HUTESbHbIE YCTPOWCTBA, Takmne Kak AaTinku MecTononoxeHns, ecnm Windows xpaHuT Takyo MHGIOpMaLmio),
Korga v Kak Jo/ro A/UCA NOCNeLHUIA ceaHc.

Windows XpaHuT 3Ty nHdiopMauyio B K/oyax peectpa
HKEY_CURRENT_USER\SOFTWARE\Microsoft\Windows\CurrentVersion\CapabilityAccessManager\ConsentSto
re\microphone
HKEY_CURRENT_USER\SOFTWARE\Microsoft\Windows\CurrentVersion\CapabilityAccessManager\ConsentSto
re\webcam

[JaHHbIA MHCTPYMEHT MOXHO TaKXe UCNOMb30BaTh A1 06HAPYXEeHUs BPEAOHOCHBIX NPOLECCOB 1 MPOrpamm,
BEAYLLMX CKPbITYIO C/IEXKY 3a NO/b30BaTe/ISIMU.

Reset Windows Password Copyright (c) 2024 Passcape Software. All rights reserved.
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Bb160p Nosib30oBaTe1s

@ Carnera and microphone access tracking — >

Processes tracking access to the camera and microphone (step 2 of 4)

Flease, select Windows directory (for example, D: \Windows) or point one manually if the program fails to
detect it. A typical location for profiles directory is C:\Users

Where to search
{) The system account

(®) & certain local user account

Windows directory, User profiles

Windows directory E:\Windows vl —
Profiles directory E:Vzers il —
Liser profile directory test [

#ﬁ <<<< Home << Back Mext = Exit

s novcka vHdopMauym o nocneaHeM AOCTyNe K Kamepe ¥ MUKPOoHy, cHauasla Heo6X0AMMO BbIopaTb YUETHYHO
3anuch Nosb3oBatess.

YcTaHoBKa h1/IbTPOB OTOOPaKE HUSA

Reset Windows Password Copyright (c) 2024 Passcape Software. All rights reserved.
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— et

@ Camera and microphone access tracking

Processes tracking access to the camera and microphone (step 3 of 4) Il
Set up additional output filters to skip unnecessary items, | 7 : |

Cutput filter

{®) Show al
() Show only items that conform to the given date range

Start date: l04.03.2022 | [ 13:04:31 3
End date: l04.03.2022 | [ 13:04:31 3
<<= Home <+ Back Mext = Exit

N5 yao6CcTBa MOXHO TaKKe BbICTABUTL OMLMIO OTOGPAKEHMUS 38 KOHKPETHBbIA Nepuos.

JOoCTyrn K KaMepe 1 MUKPOM OHY

Copyright (c) 2024 Passcape Software. All rights reserved.
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@ Carnera and microphone access tracking

Processes tracking access to the camera and microphone (step 4 of 4)
To sort the list, dick the column's header. Right-dicking the list will bring up the context menu.

of

Microsoft BioEnrollment

2021,11. 27 08:06: 21

Profile name  Hardware Application Last access started Last access stopped

test Microphone TeamViewer.exe 2021.09.28 15:11:07 2021.09,28 15:11:41
test Microphone  Microsoft SkypeApp 2021.06.08 12:39:22 2021.06.08 12:40:35
test Webcam opera.exe 2021,05.06 15:94%: 54 2021.05.08 16:45:02
test Webcam Opera,.exe 2021,02,09 16:26:29 2021.02.09 16:26:32
test Webcam TeamViewer.exe 2021.09.28 15:00:46 2021.09,28 15:00:53
test Webcam microsoft windowscamera 2021.09.13 08:06: 24 2021.05.13 08:068:31
test Webcam Microsoft SkypeApp 2021.06.08 12:40:34 2021.06.058 12:40:34

2021.11.27 08:06:25

£ >

#ﬁ <« << Home

MporpaMma Takxe NpoV3BOAWT NOUCK MHGIOpMaLIMK O NMoc/iegHeM 40CTyne NporpaMm U K ApyrM ycTpolicTBaMm, He
TO/IbKO K Kamepe 1 MUKPOdioHy. Hamnpumep, K ycTpoiicTBam Bluetooth.

<< Back

m
et
()
()
Irm
=,
=

3.7.6  WcTopus 6ydepa o6meHa

VIHCTpYMEHT A4N15 u3BfeveHus nctopum bydepa o6mMeHa no3BosiseT paclundipoBbiBaET TEKCT, 306paxeHus], a
Takke Apyryo nHdiopmauymio, XxpaHswyrcs B bydepe oomeHa Windows. Bydep obmeHa Windows ounwyaetcs
KaxxAblii pas, Korga nosib3oBartesib BbIXOAUT U3 cucTeMbl. OfHaKo, ecsim BkaoYeHa onumus 'YicTopusa bydepa
obmeHa', cucteMa coxpaHsieT nHoopmaumio 13 6ycepa obmeHa. Takum 06pa3oM, AaHHble MOTyT ObiTb U3B/IEYEHbI
N paclundpoBaHbl Aaxe Nocsie 3aBepLleHns paboTbl onepaLumoHHOM CUCTEMbI. VIMEHHO AN AN 3TOro 1
npefHa3Ha4YeH HOBbIA NHCTPYMEHT.

BbI6op y4eTHOW 3anvcy bydepa obmMmeHa

Reset Windows Password
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%) Clipboard history — O >

View Windows clipboard history (step 2 of 4)

Select Windows directory (for example, D: Windows) or point one manually if the program fails to detect it
automatically, A typical location for the profiles directory is C:\Users

Where to search
(®) all local users

() Spedfied user account

Windows directory, User profiles

Windows directory C:\Windows Al

Profiles directory C:isers all—

User profile directory

#ﬁ << << Home << Back Mext =3 Exit

Bbl6epute yueTHyt 3anuch, U3 KOTOPO/ BaM HY>XHO U3B/eUYb UCTopuio Gydiepa o6meHa. Mo ymMonuaHmio 3afaHbl
BC€ JIOKa/IbHble MO/Ib30BaTe .

Hactpoiika BpeMeHHbIX dU1bTPOB bydhepa obMeHa

Reset Windows Password Copyright (c) 2024 Passcape Software. All rights reserved.
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&) Clipboard history - O X
View Windows clipboard history (step 3 of 4} Il
Set up additional output filters to skip unnecessary items, | ] : |
Cutput filter
(®) Show &l
() Show only items that conform to the given date range
Start date: |3EI.EI3.2|322 | | 15:53:42 = |
End date: |3D.D3.2EI22 || 15:53:42 B |
<<« < Home << Back Mext == Exit

HacTpoliiTe BpeMeHHble w/bTpbl, HTOObI MPOMYCTUTL OTOBPAXKEHNE HEHYXXHbIX 3anucein 6ydepa obmeHa.

Nctopusa bydepa obmeHa Windows

Copyright (c) 2024 Passcape Software. All rights reserved.
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‘&) Clipboard history — O >

View Windows clipboard history (step 4 of 4) il

To sort the list, dick the column's header. Right-dicking the list will bring up the context menu. The items
highlighted in red should be decrypted additionally by providing the user logon passwords. Just dick the red H]
item you want to decrypt.

Type Data type Content Created User Application &3
k Pinned Text 2022-03-10T08:10:47Z  Admin
x Pinned Locale 2022-03-11T06:35:40Z  Admin

APinned 2022-03-11T06: 35: 9402
k Finned Text 2022-03-11T05:22:30Z  Admin
T Timeline Copy 2022.03.23 15:560:41 Admin (Local ... {6DE09377-6AFD-44
T Timeline Copy 2022.03,23 15:50:55 Admin (Local ... {6DB09377-GAFD-44
FT Timaline rnw I NT P AGETA Admin 1 Aral TEMARNGITT-AAFN-44 <
£ >

https: /fdocs. microsoft, comen-us fuwpfapiwindows, applicationmodel . datatran

<< << Home << Back Mext > Exit

Mporpamma nogpepxusaeT 3 mna 6ydiepa obmeHa Windows, gaHHble M3 KOTOPbIX MOXHO pacLuungpoBaTb nocsie
nepesarpysku CUCTEMbI:

1. 2nemeHTbI Gydiepa 06MeHa, XpaHsilmecs B 6a3e AaHHbIX BPEMEHHO Wwkasibl Windows.

2. 3akpenneHHas uctopus bydepa oomeHa (TpebyeTcsa [oNoHUTENbHAaA pacLlungpoBka). UTobbl 3akpennts
(coxpaHnTb) anemeHT bydrepa 06MeHa, BbI30BUTE UCTOPUIO Bydepa, Haxxas kiasuwy ¢ norotmnom Windows
+V, 3aTeM B KOHTEKCTHOM MEHI0 3/1leMeHTa BblbepuTte '3akpenTsb'.

3.

Tunbl gaHHbIX Copy/Paste B cTonbue Tun gaHHbIX' 03HaYatoT, YTo (PaKTUHECKUX aHHble He COXpaHeHbI (CTonbew,

CopepXrmoe Bcerfa nycT), a NpucyTCTBYET TO/bKO 3anuch 06 onepauumn ¢ 6ydepom. PaclumndpoBaHHble Cnncok

C ucTopueii Bychepa oGMeHa CoaepXUT HEKOTOPYHO A0MOSHUTENbHYIO MOJIE3HY0 MHAOPMAaLMIO, Takyo Kak

Ha3BaHWe NMPUIOKEHNS U [OKYMEHTa, FAe BbiNo/HsMach onepauysi ¢ 6ydiepom, Korga 6blia BbinosHeHa onepauys
nT.A4.

N5 paclndpOBKM HEKOTOPbIX AaHHbIX MOXET NoTpeGoBaTbCs Naposib Nosib30BaTesis Ha BXxog. OfHAKO B 3TOM HeT
Heo6Xx0AMMOCTY, eC/IM 3TO Gbl/T NOC/IEAHUIA 3aUI0TMHEHHBI B CMCTEMY MO/Ib30BaTE b.

Reset Windows Password Copyright (c) 2024 Passcape Software. All rights reserved.
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PaboTa ¢ nporpammom

3.7.7  Wctopus USB

B KpyMUHaMcTMUeCKoi akcnepTuse YyacTo TpebyeTcs y3Hatb kakue USB ycTpoicTBa Obln NOAK/OUYEHbI K
KoMnboTepy u Korga. Mockonsbky Windows XpaHuT ciefibl BCEX NOAKMH0YaeMbIX v oTkaovaembix USB
YCTPOICTB, TO cAenartbL 3T0 JOBOJbHO NPOCTO.

VIHCTPYMEHT A9 NPOCMOTpa UCTOPUM MOAK/IUYAEMbIX HAKONUTENER NO3BO/ISIET Y3HaThL Kakue yCTpoicTBa Obun

NOAK/HOYEHBI K KOMMbIOTEPY U KOrAa, UX pasmep, CepuiiHbIii HOMEp, a Takxe ApYryt TEXHUYECKYH UHGIopMaLMLo,
Hanpumep, TabuLy pasfiesioB 1 rfaBHY0 3arpy304Hyi0 3anvchb BO BPEMS NOAK/IOUYEHUSI.

Bb160p kaTasiora OnepaunnoHHon CucteMbl

) USB history - | X

View USB attach/detach history (step 2 of 3)
Select Windows directory (for example, D: Windows) or point one manually if the program fails to detect it

automatically,
Windows directory
C:Windows v | r- |
= CJADMIN-PC B Legend
':'-.-.Ei.}-':I John Sl L R u:'_?_‘: Administrator
g WDAG Uity Account 202202 07 03:33:50 & User
.‘T’g Default Accourt 2022 02.07 08:33:50 ? —
e Guest 2022.02.07 08:33:50 o Ooerato
4o Administrator 2022.02.07 08:33:50 -y UpErator

L:_I Computer account
€& Account is locked out
&i Microsoft/Liveld

% | <«<«< Home | | <« Back | | MNext == | | Exit

BblbepuTe katanor Windows gns noncka nHdopMauum o HakonuTensix.

Nctopusa USB

Reset Windows Password Copyright (c) 2024 Passcape Software. All rights reserved.
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3.7.8

Reset Windows Password

) USB history - | X
View USB attach/detach history (step 3 of 3) ==
To sort the list, dick the column's header. Right-dicking the list will bring up the context menu. If you need
to skip some unnecessary items, just start typing something into the filter box right below the calumn E@
header, The program supports multiple filters simultaneously.
Device name | Mamufact... | Drive | Capacity (GB) | Attach time | Eject time -
| <A j.::'l <Al SO« O <Al j.:'| <Al j:‘| Al j & =
1 | USB FLASH DRIVE 3 384 2020.06.25 13:35:21
2 |USB FLASH DRIVE 3 384 20200625 13:42:06  2020.06.25 17:08:39
3 | BUP Slim BK Seagate 3 531.51 2020.06.25 17:09:05
4 |USB FLASH DRIVE 3 202006 26 17:44:56 202006 26 17:.44:56
5 |USBE FLASH DRIVE 3 184 2020.06.26 17:44:57  2020.06.26 17.48:38
& | Extreme SanDisk 3 hB43 202006 26 17:48:56 202006 26 17:45:58
7 | BExtreme SanDisk 3 5843 20200626 17:48:58 20200626 17:43:53
& | Extreme SanDisk 3 hB43 202006 26 17:49:08 202006 26 18:24:48
5 | Extreme SanDisk 3 ha43 20200703 174216 2020.07.03 174217
10 | Extreme SanDisk 3 h843 20200703 17:42:17
11 | USB FLASH DRIVE 3 384 20200706 11:28:3>  2020.07.06 11:28:49
12 | BExtreme SanDisk 3 h843 202007 1017:49:17 20200711 15:42:46
13 | Storage Device Mass 3 20200711 154254 |
4| i | 3
Type of the storage devices ||_,|5|3 || |
## | <<=« Home | | << Back MHext == | Exit

Mo-ymon4yaHuio, nporpaMma oTobpaxaeT ucTopuio nogkaoveHnii USB, HO noaaepxmsatTcs n gpyrue Tvnbl
HakonuTtenei: 1394, ATA, ATAPI, FIBRE, Virtual File Backup Storages, ISCSI, MMC, RAID, SAS, SATA, SCSI,
SD, SSA, Storage Spaces, Virtual Storages.

MOHUTOP NCNO/Ib30BAHUA CUCTEMHbIX PECYPCOB

MOHUTOP MCNOJb30BaHNA CUCTEMHBIX pecypcoB (SRUM) aBnseTcsa Hef00UEeHEHHbIM, HO OT 3TOr0 OTHIOAb He
6ecnosnesHbIM apTehakToM KpUMUHAIMCTUYECKOTO pacciefoBaHns, KOTOPbIA MOXET pacckasaTb, YTO NPOUCXOAN/IO0
Ha KOMMNbOTEPE B onpeAesieHHbIi MOMeHT BpeMeHn. SRUM xpaHuT (kak npasuno, 3a nociefHue ABa Mecsua)
cneabl akKTMBHOCTU NOfb30BaTesield U NPOLLECCOoB, CTATUCTUKY MO OTNPAaB/EHHLIM W NOJTyYEHHbIM CETEBLIM JaHHbIM,
pacLUMpPeHHY0 NOMUHYTHYHO MHpopMaLmio 06 NCMNOMb30BaHMM MPOLECCOPHOro BPEMEHH, KaBmaTtypbl MbILLK,
avcka u T.4.

MoHUTOP MCNOMb30BaHWA CUCTEMHbBIX PECYPCOB BNepBble yBUAEN CBET ¢ Bbixogom Windows 8. ®un3nyeckn, Bce
AaHHble SRUM xpaHsaTcs B diaiine SRUMDB.DAT, KoTopbliii Haxoautcs B katasiore %0WINDIRY0\System32\sru 1
npeacTaBnseT coboi 6a3y AaHHbIX B doopmate Extensible Storage Engine.

Bb160p kaTasiora OnepaunioHHo CUucteMbl

Copyright (c) 2024 Passcape Software. All rights reserved.
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‘&) System Resource Usage Monitor — O x

Analyze system resource usage (step 2 of 4)
Select Windows directory (for example, D:'Wiindows) or peint one manually if the program fails to detect it

automatically,
Windows directary
E:\Windows w “‘— |
= CJ DESKTOP-23PS6ES B Legend
"-..?-" ser 20200802 (=172 r_?_': Administrator
a= WOAGUtility Accournt ©  ser
."E Default Account ",‘:," Guest
.‘E Guest ae bUES
) - ,,Q-, Operator
a@ Administrator

|-=:ﬂ| Computer account
€& Account is locked out
&i Microsaft/Liveld

% | <<<< Home << Back | | Mext == | | Exit

[na npocmoTpa 1 aHanimza SRUM nporpamme B NepByto ovyepedb HEO6X0AUMO yKa3aTb NyTb K Katasiory
Windows.

Bb160p pexrma 0ToBpaKe HUS

Reset Windows Password Copyright (c) 2024 Passcape Software. All rights reserved.
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‘&) System Resource Usage Monitor — O et
Analyze system resource usage (step 3 of 4)
Select between a full detailed mode and overall statistics view. |_,V’1.¢|

Data view mode

() Uzer-friendly view

Mode description

Full view - provides an exhaustive information about what was happening on a machine and when. You can filter
out unnecessary items, track application or user activities such as hardware usage, network data sentfreceived,

etc,

ser-friendly view - shows mosty an overall statistics on a certain user account and date.

## | ===« Home << Back | | Hext == | | Exit

B nporpaMmMe npeaycMoTpeHO [Ba pexumMa /1 0ToGpaKeHUs AaHHbIX: NMOMHbIA, 471 BbiBOAA BCE A0CTYMNHO
VHGOpMaLMK, 1 KPaTKUiA, KOTOPbI NPAYET M3GLITOYHYI0 MHPOPMALMIO 1 NOoKa3biBaeT 06LL Y CTATUCTUKY MO

nonb3oBatesiAaM 1 gatam.

SRUM - nonHasg nHd opmaums

Copyright (c) 2024 Passcape Software. All rights reserved.
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‘&) System Resource Usage Monitor — O x
Analyze system resource usage (step 4 of 4)

To sort the list, dick the column's header. Right-dicking the list will bring up the context menu. If you need to skip |_,v\ |

SO0Me unnecessary items, just start typing something into the filter box right below the column header. The @
program supports multiple filters simultaneously.

| Iser | Application | Time stamp | Bytes sent | Bytes received | Network inteface *
e anit [ 1mozilla [5¢ 1 Al ;IZ'| Al ;IZ'| TR ;IZ'| TR jo
25 | ant.ghosh ‘device‘harddiskvolum... 202008.01 22:38:00 4435 4161 Microsoft Hyper-V
49 | ant.ghosh ‘device‘harddiskvolum... 20200801 23:46:00 6950 6812 Microsaoft Hyper-\
58 |anit.ghosh ‘device“harddiskvolum... 20200802 00:48:00 66373 2740 Microsoft Hyper-V'|
64 |anit.ghosh ‘device“harddiskvolum... 202008.02 01:45.00 70606 107881 Microsoft Hyper-V 3
6% |anit.ghosh “device“harddiskvolum... 2020.08.02 02:50.00 68487 104572 Microsoft Hyper-V
78 | ant.ghosh ‘device“harddiskvolum... 20200802 03:51:00 70533 108268 Microsoft Hyper-V
86 | anit.ghosh ‘device“harddiskvolum... 20200802 04:52:00 63423 104457 Microsoft Hyper-W
54 | anit.ghosh ‘device“harddiskvolum... 20200802 05:53:00 70634 107330 Microsoft Hyper-\
105 | anit.ghosh ‘device“harddiskvolum... 20200802 06:54:00 63440 104439 Microsoft Hyper-V
111 | anit.ghosh ‘device“harddiskvolum... 20200802 07:55:00 70846 108143 Microsaoft Hyper-\
121 | anit.ghosh ‘device“harddiskvolum... 2020.08.02 08:56:00 68755 104866 Microsoft Hyper-V
127 | anit.ghosh ‘device“harddiskvolum... 2020.08.02 09:57.00 71215 108508 Microsoft Hyper-V
140 |anit.ghesh ‘device“harddiskvolum... 2020.08.02 10:58:00 68593 105062 Microsoft Hyper-V
41 1l b

Bvailable reports Metwork data usage f=|

#ﬁ | <<<< Home | << Back Mext == Exit

MHTepecyioLLyto Bac MHGOPMAaLMI0 MOXHO NMPOCMOTPETL BbIGPAB OfHY U3 AOCTYMHbIX TabuLy;
- BpeMeHHas! LiKasia npuioxeHuii

- Vicnonb3oBaHne pecypcoB

- CeTeBble COeAMHEHUs

- CeTeBble aHHble

3afava. Y3HaTb Koraa v CKOMbKO 6b110 NPOYMTaHO U OTNPaB/IeHo CeTeBbIX AaHHbIX B 6pay3epe Firefox
nosib3oBatesniem anit.ghosh.

PeweHuve. Hanuwem B qmnbTp 1 MMeHeM nosib3oBaTtens ‘anit.ghosh’, a B none ¢ npunoxexHvem - 'Mozilla' nim
'Firefox'. B pe3ynbTate nosyymMm CTaTUCTVKY MO NOMb30BaTesto, Kak NokasaHo Ha KapTUHKE BbliLLe.

O6L,as nHchopmaums A1 Bcex Tabnul; MMs Nonb3oBatess, NPUNoXeHne, Aata, Korga nHopmaums obina
3aHeceHa B 6a3y AaHHbIX.

[ocTynHasi nHchopmaumsa ana Tabnmupl '‘BpemeHHas wkana npunoxeruid. CPU timeline, CPU cycles, cycles
breakdown, cycles attribute, cycles attribute breakdown, cycles WOB, cycles WOB breakdown, disk timeline,
disk raw, network timeline, network tail raw, network bytes raw, metered network timeline, metered network tail
raw, metered network bytes raw, rendered timeline, rendered, dirtied timeline, dirtied, propagated timeline,
propagated, display required timeline, display required, in focus, user input timeline, user input, keyboard input
timeline, keyboard input, mouse input, audio in timeline, audio in, audio out timeline, audio out, PSM foreground,
flags, end time, timeline end, duration, span.
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Reset Windows Password




PaboTa ¢ nporpammom

JocTtynHas nHdopmaumsa ana tabnuupl 'icnonb3oBaHne pecypcos': face time, foreground cycle time, foreground
bytes read, foreground bytes write, foreground context switches, foreground number of flushes, foreground read
operations, foreground write operations, background cycle time, background bytes read, background bytes write,
background context switches, background number of flushes, background read operations, background write
operations.

JocTtynHas vHdopmaumsa ana tabnuupl 'Push-ysegomnenuns Windows': notification type, network type, payload
size.

JocTtynHas vHdopmaumsa ana tabnuupl 'CeTeBble coeuHeHns": connection started, connection time, network
interface, interface type, profile ID, profile flags.

JocTtynHas nHdopmaumsa gna tabnuupl 'CeTeBble faHHble': bytes sent, bytes received, network interface, interface
type, profile ID, profile flags.

SRUM - 061asa ctTatmctmka

‘) System Resource Usage Monitor — O *
Analyze system resource usage (step 4 of 4)
To sort the list, dick the column's header. Right-dicking the list will bring up the context menu. If you need to skip |_q /A
sOme unnecessary items, just start typing something into the filker box right below the column header. The @
program supports multiple filters simultaneously.
Application | CPU time | Disk (MB) | Metwork (MB) | Metered ... | Display update | In focus tim
0| i Pl Pl Of <A Pl<a O] <A Pl Pls
1 chrome exe 27 32 163 799 865
2 | software_reporter too... 206 s}
3 | iexplore exe 120 113 553 2615 3254
4 | explorer.exe H6 129 2365 935
5 | thunderbird exe 55 439 3 1278 5256
& | Microsoft. WindowsC... 19 50 36 115
7| Git-2.30.1-32bit tmp ) 15 148 34
g | Microsoft WindowsC... 9 12
9 Microsoft Windows 5... 8 2 293 239
10 | VS5Codium exe ¥ 13 0.01 182 22
11 | svchost.exe G &6
12 | powershell exe G 19 4 -
4 1] »
Available reports Izer Start date: [2020.08.01 |5
Application timeline | = |anit.ghosh = End date: [2021.02. 14 |5
## | <«<«< Home < Back [Ext == Exit

O6uLas cTaTMcTMKa Mo onpeaeneHHoMy Nosib30BaTeslio 3a BbiGpaHHbI nepuog,
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3.7.9  0O6o3pe.atenb 6a3 gaHHbIX Windows Search

Windows Search - 3T0 pgecktonHas novckoBasi niatgopma Ans WHAEeKCauMu KOHTEeHTa, paspaboTaHHast
Kopnopauuein Maiikpocodor. Windows Search co3gaet nHaekc ¢aiinios, A0OKYMEHTOB, 3/1eKTPOHHbIX MUCEM, Marnok,
nporpamm, 3ameTok, dooTorpadmii, uctopumn VHTepHeTa 1 T.M., a Takke COAEePXMMOro dminos. Liens nHaekcaumu
COCTOWUT B TOM, YTOObl MPEANIOKMUTL NOIL30BATENAM ObICTPbLIA MHKPEMEHTHbI MOUCK Ha OCHOBE COAEPXUMOro U1
MeTafaHHbIX, TaKUX Kak aBTopbl, AaTbl, /04U, UMEHA 1 TUMNbI daRIoB, NX pasmMep 1 Ap.

Basa paHHbIx Windows Search npefocTaBfsieT LUEHHbIA UCTOYHUK MHGopMauun A8 cyfaebHoro cregosatens.
[aHHble xpaHAaTca BHYTPM ogHoro draiina B doopmate Extensible Storage Engine B criefytolem Kartasore:
%SY STEMDRIVE%\ProgramData\Microsoft\Search\Data\Applications\Windows\Windows.edb

Windows 11 XpaHWT fAaHHble M MHAEKC noucka B 6a3e faHHbIX SQLite ¢ umeHem Windows.db n umeet
aHanornyHyto Windows 10 cTpyKTypy.

O6o3peBatesib Windows Search - 3T0 MHCTpyMeHT Ans aHam3a 6asbl AaHHbIX U OTObpaKeHusi cobpaHHol B
pe3y/bTare uHgekcaumm nHdopmauum B yaoboumtaeMom Bue.

) Windows Search database explorer — O X

Analyzing Windows Search database (step 2 of 3)

Select the disk drive with installed Windows 7 or higher OS5, The program does not display drives if they do not
contain any found Windows Search databases. If you want to provide a custom location, switch to manual mode. H]

Database location

(#) Disk drives with found database

C:\ (550, SATA): 418.91GB L)

() Custom location to the Windows Search database (Windows.edb file)

<< << Home << Back Mext == Exit

B nepByl ouvepegb, HeoOXO4MMO yKasaTb MyTb K 6ase AaHHbIX. MOXHO cpenarmb 3T0 /mbo BbibpaB [uUCK
(nporpaMmMa 0TOGpaXkaeT TONbKO Te AMCKWU, Ha KOTOpbIX Gblia obHapyXeHa 6asa AaHHbIX), MO0 yKa3aB MOJHbIN
NyTb K 6a3e AaHHbIX BPYUHYIO.
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&) Windows Search database explorer — O x
Analyzing Windows Search database (step 3 of 3)
The Windows Search database is represented as a directory tree. You can explore the indexed folders stored inside the
database, select files that belong to the folders, view the files' properties and content, Use the context menu to copy or H]
save the data.
Directory tree File list 28 81 | Searchitem o
= |=:_| Windows 10 Enterprise LTSC 2019 177| <Al jo
__ file: s me Property name Property value
@iehistur'_.r: b Watch out! MIMEType MAFL/IPM Mote.... &
g I:lcs':: P E e IsDeleted False
P Last o Search_Access... 0
= mapi15: Hello laman temFolderPathD... famanirformant... |=
=NV Ia"t - temPathDisplay  fiaman.informant...
= = {5-1-5-21-2425377081-3129° Goodjob, butdy. Search_lastind...  0.000000
= = iaman informant @nist gov Communication_...  iaman informant. ..
=N, ttem mapil15:./{5-1-5-...
= Contacts/ IsRead True
F= Sync lssues/ Importance 3
r-— oy temParticipants spy
= [F= Sert tems/ FagStatus 0
r— %jl_}l_;‘l_a—! Pl‘zl-; MESSEQE_FI‘GM.I“L... 16DEB8Z1ARD2Z. ..
= = StickyNotes: Message_FromM... spy -
= A/ LUSE device may be easily detected. -
= P;E:1_;21;24253Wﬂ81_3129 So, try another method.
naotes s
4 i LI | T LI | [ 2
<<<< Home | =<<Back | | Nextmm——| | Exit |

Mporpamma co3gaeT CNMCOK BCEeX HalifeHHbIX 3/IEMEHTOB 1 0TOOpaXKaeT ero Ha /IEBOI NaHenn nog B Buae epesa
katanoroB. TakvM 06pa3oM, AepeBO KaTasioroB SBASETCHA poauTenieM ANA AWCKA, 3MEKTPOHHON MoYTbl, UCTOPUM
VHTepHeTa, aKkTMBHOCTU MOJIb30BaTesieil 1 Apyrux nanok. Kak Tosbko BbibpaHa kakas-mbo nanka B naHem gepesa
Kata/sioros, nporpaMMa 3anofiHAET CPEeAHIo nNaHeflb CO CNWCKOM ¢aiinoB, oTobpaxas Tam 3/IeMEHTHI,
npuHagiexawine BblbpaHHO nanke. YTobbl MpPOCMOTPeTb [AOCTyMHble CBOWCTBa (MpaBas NaHesb), MNpPOCTo
Bble/ITe COOTBETCTBYHOLLL A oA WM SNIEMEHT.

OnbITHbIE NO/Ib30BATENIM MOTYT BOCNO/b30BATLCS AONOHUTE/TbHON ONuUMen Ana co3faHns Cnnckos CoB,
coepxallnx Bce NpouHAEeKCUPOBaHHbIe C/10Ba M3 6a3bl AaHHbIX MOWUCKa. DTN CNoBapu MOXHO ByaeT
MCNOMb30BaTh NO3Ke ANA faSbHELLEero aHanmsa cucTemMbl Un B i1060M nporpammHOM obecneveHun ans
BOCCTaHOB/IEHUSA Naposeil.
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3.7.10

3.7.11

IcTOpMSt KOP3UHbI

Kop3unHa Windows 310 a/1eMeHT rpadmyeckoro nHtepdeiica, npegHasHaveHHblli 418 yaaneHus ap/blikos, ¢iainios
1 nanok, 0 KOTOPOM BCE 3HAOT, HO KOTOPbI/ BCE 3abbIBalOT YNCTUTL Nepuogmnyeckn. KopsmHa MoxeT
ncnonb3oBatbCA A1 BOCCTaHOB/IEHNA YAa/IeHHbIX AaHHbIX, HanpumMmep, B cfiecteBme oLl NoKN.

YacTo nosb3oBarenn 3abbiBatoT, YTO HEOUMLL, EHHasA kKOp3uHa B Windows XpaHWUT UX YUKW, naposin, UCTOPHUIO,
UcXofHble Koabl U T.4. MMo3ToMy 419 3KCNepToB KOp3uHa - Hanbosiee NpocToli cNoco6 aHanm3a nocaeaHuX
[elcTBMil NoNb3oBaTeNns u yaaneHHbIX UM alinos.

) Recycle bin history — O X
Analyze files deleted by users (step 2 of 2) "
To sart the list, dlick the column's header. Right-clicking the list will bring up the context menu. If you need ’ 4,
to skip some unnecessary items, just start typing something into the filter box right below the calumn (| @
header. The program supports multiple filters simultaneously.

| Username | Drive | Type | Mame | Date deleted | Size | Ful =
P4 <Al ;::' | = Al j::' | Al )t:' | | )t:' | | )t:' | 2.0 [} )t:' |
Fats T | JEIN [P rne JUIST =50y d U LEL EULL U L8 1£.35. U1 JETT [
2335 | John CA File RU-30m-NumPassrar 20220609 151855 341334041 CA
2337 | John Ch File kivafoods in.gz 20220522 12:59:31 1337357871 Ch
2342 | John Ch File Kaspersky Source Co... 20220624 15:23:26 373451104 Ch
Z35 | John CA File Mestle zip 20220523 091404 5704951 Ch
ZH5 | John CA File Hosting-master zip 20220524 10:08:20 6946166 CH
2364 | John CA File mirtesen i rar 202206.0913:38:58 601959032 CH
2385 | John CA File Combo (2).rar 2022052213.44.03 3231708 CH
2353 | John Ch File ural_toys_ru. 7z 20220609 133404 9032732 Ch
2402 | Jahn Ch File toshiba txt 2022 0622 12:29:21 43785613 £ =
2414 | John Ch File I million combo.rar 2022052213014 36990249 CH
2426 | John Ch File Operation Bussia @M... 20220522 13:4618 1597654231 Ch
2431 | John CA File somyMessus 88 tut 20220522 122757 1330 Ch
2434 | John CA File mil.ru.zip 202206520 16:28:31 13100000 CH
2445 | John CA File lada_part1 zip 2022 0520162710 5456336 Chw-
41 1l |4

#ﬁ | <<<< Home | | << Back Mext =2 Exit

Mpwn 3anycke MHCTpyMeHTa 'MIcTOpusa KOP3UHbI', NporpamMmma CKaH/pYEeT XecTKue AMCKU, MPOU3BOAMUT MONCK
KOp3MH BCcex ycTaHoB/eHHbIX OC Windows 4151 Bcex yYeTHbIX 3anvceil U CBOAWUT HallAeHHbIe AaHHble B OfHY
Tab/muy. s GbICTPOro NOMCKa HY>KHOro 3/IeMeHTa B Tab/mue MOXHO MCNo/b30BaTh wibTpbl. Hanpumep, 4Tobbl
HainTn Bce yaaneHHble Apblku, BBeauTe ".Ink' (6e3 KaBblueK) B qMbTP C MMeHeM diaiina. BbibpaHHble 3/1EMEHTDI
MOXXHO COXPaHWTb B *.Zip apXxuB.

YaaneHHsbli pabounia cton

OTa qyHKUMA nNporpammbl NPeaocTaBnseT KPUMUHUINCTUYECKYIO MHAIOPMaLmio 06 yaaneHHbIX MOAKMOYEHUAX Mo
NpOTOKO/Y yAaieHHoro paboyero ctona B Windows.
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MpoTokon ypaneHHoro pa6ouero ctosia (RDP) - 3To nponprieTapHblii NPOTOKOs, paspaboTaHHbIi KomnaHuel
Microsoft. OH no3BossieT Nob3oBaTeNIIM YA /IEHHO NOAKoUYATLCS K KOMMbloTepy Ha 6a3e Windows no ceteBomy
COeAVHEHNI0 U nofyyatb AO0CTYN K yAasieHHoOMYy pa6ouemy CTofly, MPUIOKeHUAM W daiinam yaaneHHoro MK,
Mocne nogk/loyYeHns No/b3oBaTesls MOXET B3aMMOelicTBOBaTb C yAasieHHbIM paGouMM CTO/IOM, 3anyckaTb
MPUIOXKEHUsT U NepegaBatb (@bl MeXAy JIOKalbHbIM U yAasieHHbIM KomnbloTepamu. RDP  noggepxuBaeT
pasfMuHble lyHKUMK, BK/OYas MepeHanpaBfieHe ayamno v Buaeo, o6MeH npuHtepamy u Gydepom obMmeHa, a
TaKXKe yAasIeHHY0 NMOMOLLb.

) Remote Desktop = O x

Remote Desktop forensics (step 2 of 4)

Select what do you want to audit: remote desktop connections and passwords, remote desktop logs or
remote desktop cache.

Auditing mode
(%) Remote Desktop connections and passwords
(") Remote Desktop event logs

(Z) Remote Desktop image cache

£<<< Home £ < Back | Next == Exit

B cyne6Hbix paccriefjoBaHUsIX KpaiiHe BaXHO co6MpaTh KaXAblii BO3MOXHbIA (yparMeHT [oKasaTtesbCTs,
CBSI3aHHbIX C yAa/IleHHbIMU MOAKMHOUYEHUSIMI, BK/IOYasi COXPAHEHHY MHAOPMALMIO 0 BXoae, 3anvicu AelCTBUA U
no6ble M306paKeHNs yaaNeHHOro paboyero CTo/1a, KOTopble MOrYT GbiTb K3LUIVPOBAHbl. 3TOT KOHKPETHbI pasgen
nporpammbl NpegHasHaueH UMEHHO A 3TOro.

3.7.11.1 CoepguHeHMs 1 Napoaun yaaneHHoro paboyero crona

Bo Bpems nogkl04eHns Nonb30BaTeNs K yaasieHHOMY KOMMbIOTEPY Yepe3 NPOTOKO/ yAa/IeHHOro paboyero crona,
yyeTHble [aHHble YAA/IEHHOTO KOMMbKOTEpa K3WMPYHTCS JIOKa/IbHO (EC/IM  MoJib30oBaTte/lb  yCTaHOBWI
COOTBETCTBYIOLL M1 NapaMeTp) A1 06ecneyeHnst NocneayoLL eli aBToMmatMyeckol ay TeHTUdmKaumm.
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K3liMpoBaHHblE yuYeTHble [aHHble XPaHSATCS B MeHe[Xepe Y4YeTHbIX [faHHbiXx Windows, KOTopblii siBfisieTcst
3all MLLEeHHOM 06/1acTblo AN XpaHeHWsl MpUBaTHOW WHGopMauun. Hanpumep, CeKpeToB, TOKEHOB, Maposiein u
Apyroii vHdopMauyn Ans  ayTeHTMdmKaummM. 3To0 MO3BOMSIET MO/b30BATE/O  MOAK/OUATLCS K yAa/IEHHOMY
KOMMNbiOTEPY, HE BBOAS KAXAbI/ pas UMsI 1 Naposib YYETHOW 3anuncu.

Reset Windows Password MoOXeT u3Bfekatb M paclingpoBbiBatb YyyeTHble faHHble RDP, XxpaHswiveca B
MeHe[Kepe yyeTHbIX gaHHbIX Windows, BykBasibHO 3a ABa NPOCTbIX Lwara.

BbI6Op y4eTHOW 3anvcu

I ﬁ Remote Desktop . 0 %

| Remote Desktop connections and passwords (step 3 of 4) - ;

Select Windows directory (for example, D:Windows) or point one manually if the program fails to detect it
automatically. A typical location for the profiles directory is C:\Users

Where to search

All local users

(#) Specified user account

Windows directory, User profiles

Windows directory E:Windows.old o | = |
|| Profiles directory E:\Users e |[h|
Liser profile RathbunymM e |

#ﬁ | <«<<< Home | | <+ Back | | Mext =3 | | Exit
|

CHavana BBegute katasior Windows M yuyeTHyl 3anucb nonb3oBatens, A8 KOTOPOA HYXHO CKaHMpOBaTb
COXpaHeHHble yyeTHble AaHHble RDP.

MoAK/IYEeHVS 1 Napoan yaasleHHOro paboyero ctona
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[ ﬁ Remote Desktop _ O

X
Remote Desktop connections and passwords (step 4 of 4) £ s
For additional operations, use the table's context menu. —
—D

Remote PC | Remote name | Password | Created

O | <Al

Al Of <ar: Of <A o

1 152 168 .44 136 powa M 1erls0f Juby 26 2019 - 12:05:

L | 11l b

#ﬁ | << << Home | | << Back Mext = Exit

Ecnm TpebyeTcsi, BBeAuUTe Ha 3anpoc NporpaMMbl Naposib Ha BXOA, B yueTHyto 3anuch. Mocsie 3Toro, nporpaMma
pacwudpyeT HaligeHHble yueTHble AaHHblie RDP, a Takxe apeca yAaeHHOro KOMMboTepa, AaTbl NOAK/OYUEHNS 1
APYryio COMyTCTBYIOLLYHO MHCOPMAaLWIO.

Ec/m Bam HyXHO paclumdipoBaTts Apyrve Mnaposm, XpaHswuecss B MeHemkepe Y4eTHbIX AaHHbix Windows,
nepekslounTeCh Ha MHCTPYMEHT BOCCTAHOB/IEHUS CETEBbIX NAPO/Iei.

3.7.11.2 TMpocmoTp cobbITUIA yaaneHHOro paboyero cTona

Mpy “CnoNb30BaHUN KIMEHTA CNYXObl TEPMUHASIOB (TaKXXe M3BECTHOIO KakK NOAK/IIYEHNE K yaaneHHoMy paboyemy
cTony) B Windows pas/inyHble cobbITVS, CBA3aHHbIE C K/IMEHTOM, COXPaAHAKTCA Y MOTYT 6blTb NPOCMOTPEHBI NO3Xe
C nomoLy bt MpocmoTpLLmka cobbiii (Event Viewer). [ npocMoTpa COObITUIA, CBA3AHHbIX C K/TMEHTOM C/y>Obl
TEepMUHA/IoB, OTKpOTe [POCMOTPLWLIMK COGbIWIA, nepeligute B pasgen "KypHasbl MNpUIoXeHui n  Ccnyxe",
pa3sepHuTe nanky "Microsoft" n Bbibepute xypHan "TerminalSenices-ClientActiveXCore".

MpOCMOTPLLMK COBbITWIA - 3TO MHCTPyMeHT B Windows, KOTOpbIi NO3BOMSET MO/b30BATeNIIM NPOCMaTpMBaTh 1
ynpaBnAaTbe CUCTEMHLIMU 1 MPUIOXKEHYECKMMM XY pPHa1amn. O HAKO OH MOXET ObITb AOCTYMEH TO/IbKO Nocsie BXxoaa
B y4eTHy 3anucb. Ewle opHoil npobnemoli sBfsieTcs TO, YTO COObITVS, CBAA3@aHHbIE C yAaeHHbIM paboymm
CTO/IOM, pas3bpocaHbl N0 pas3HbIM XypHasiaMm M He orpaHuyeHbl TOMIbKO OAHWMM XypHasioM “"TerminalSenvices-
ClientActiveXCore".
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[aHHas dyHKUMS nporpammbl pellaeT 06e npobrieMbl, Cobupass Kak MOXHO 60/blie COObITUIA, CBSI3aHHbIX C
nogknoyveHnsmn RDP 1 u3Bnekas  [ONOSHUTENbHbIE  AaHHble M3  XypHasioB  “"TerminalSenices-
RemoteConnectionManager", "RemoteDesktopSenices-RdpCoreTS", "TerminalSenices-LocalSessionManager",
"System" u "Security".

Bb160p kaTtasiora Windows

!. ) Remote Desktop = O 4

Remote Desktop event logs (step 3 of 4) -

Select Windows directory (for example, D:\Windows) or point one manually if the program fails to detect it
automatically. A typical location for the profiles directory is C:\Users

|~ Where to search
() All local users
Spedfied user account

L SLLLILINIL

Windows directory, User profiles

Windows directory E:\Windows.old e | = |
Profiles directory E:\Users
Lser profile

!
| ## | << << Home | | <« Back Mext =3 Exit
|

[n1s 3TOro yKaxuTe KaTasor, B KOTOPOM ycTaHoB/ieHa Windows.

MPOCMOTP XYPHaUT0B YAa/1EHHOIro paboyero cTosia
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) Remote Desktop = O X

Remote Desktop event logs (step 4 of 4) El e
For additional operations, use the table's context menu. —

*
*
*

[T}

Event Time Address Target domain

1185 | RDP cache file 2020.05.18-06:18:18  152.168.10.182
1160 | RDP Cliert Active X is trying to connect to the server

1161 | RDP cache file

1162 | RDP Cliert ActiveX is trying to connect to the server

1163 | RDP Cliert ActiveX is trying to connect to the server

1164 | RDP Cliert ActiveX is trying to connect to the server

1165 | ROP ClientActiveX is trying to connect to the server

1166 | RDP cache file

1167 | RDP ClientActiveX is trying to connect to the server

1168 | RDP Cliert Active X is trying to connect to the server

1169 | RDP Cliert Active X is trying to connect to the server

1170 | RDP Cliert ActiveX is trying to connect to the server

1171 | RDF Cliert ActiveX is trying to connect to the server

1172 | RDP Cliert ActiveX is trying to connect to the server

L] 2

1

| ==<<«< Home | << Back lext == Exit |

Mpu npocmoTpe xypHasioB RDP Bbl MOXeTe MCMNO/b30BaTb KOHTEKCTHOE MEHI0 A/ COXPaHeHus Cnucka B Buae
otyeta HTML.

O6paTVITe BHMMaHME, NONCKa N aHa/In3 BCEX 3JIEMEHTOB XYpPHa/la MOXET 3aHATb HEKOTOPOE BPEMA.

3.7.11.3 Kaw yganeHHoro pabouyero crona

KalwwmpoBaHue n3obpaxeHuid, nepegatoLuxcs no nNpoTokosy ypaneHHoro pabodyero ctona B Windows, nossonsier
YyYWnTs NPOVM3BOAUTENILHOCTL YA &EHHbIX MOAKIIOYEHUA, COXPaHAs Npu 3TOM KOMUIO 3KpaHa YyAasieHHOro
pabouyero ctona Ha K/MEHTCKOM YCTpolicTBE. DTO NO3BONSET kKMeHTy RDP 6bICTPO BbINOSHATL NEPEPUCOBKY, HE
nepefasas Mo CeTM BeCb 3KpaH YAa/IeHHOro paboyero ctosia npyv 06HOB/IEHNM, a TOMIbKO N3MEHEHHYI0 ero 4acTb.

Korga ycrtaHaB/mBaeTca ypasieHHasa ceccusl, knmeHT RDP u3HayasibHO nosiyyaeT MOJIHYK KapTy 3KpaHa oT
cepBepa M COXpaHsieT ero B Kawe B namaAm. Bce nocregyiowne 06HOBMEHUS yAa/leHHOro paboyero crona
npuxogAat B BUAe ,qeana-cwleUJ,eHmﬁ, KOTOpPble ONnUCbIBaldT MU3MEHEHUA, BHECEHHble B 3KpaH C MOMEeHTa
nocfiefHero O6GHOB/IEHNA. 3Ta TeXHUKa 3HAUUTENIbHO YydllaeT OT3bIBUMBOCTb W MPOPUCOBKWM, OCOBEHHO B
c/nyyasnx, Korga ceteBoe CoeJUHeHVe NMEEeT OrpaHUYeHHY0 NPOMYCKHY CMOCOBHOCTL WM BbICOKYHO 3a[ePXKY.
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Copepxvvoe Kk3wWa namsTM 3aTteM  coxpaHsietTca B cpaiinax n ".bin" B nanke C:
\Users\<user>\AppData\Local\Microsoft\Terminal Server Client\Cache". BuHapHas cTpykTypa daiiios ".bmc" wn
".bin" He AOKyMeHTMpOBaHa komnaHuein Microsoft.

®aiinbl kawa 6UTOBbIX KapT COCTOSIT M3 yparMeHToB (MMTOK), 06bIMHO pasmepoM 64 Ha 64 NuKcens, npyu 3ToM
Kavkfasi namMTka npeAcTaB/isieT onpeAesieHHy0 YacTb YAa/leHHOr0 9KpaHa. HekoTopble MaMTKM K3lla CoXpaHsiioTcs
3aTemM 13 namsi B goaiinibl ".bin" 1 AOCTYNHbI AaXe Noc/ie 3aBepLUeHs yaa/ieHHO ceccum.

Mpu nomowu Reset Windows Password MOXHO BOCCTAHOBUTb MCXOAHOE M30GpaKeHue yAa/ieHHOTO 3KpaHa uu,

Mo KpaiiHeil Mmepe, ero 4acTb, UCMO/b3YH0 Onepauyyn nepetackmBaHnst nmMTok. OfHAKo, 3T0 MOXET NoTpeGoBaTh
HEKOTOPbIX YCUMNIA U BPpEMEHM.

BbI6Op y4e THOI 3anncK, C KOTOPbIN Obl BXOA B YAaU/IEHHbIV pabo4yunii CTosl

f ‘&) Remote Desktop = O x|

Remote Desktop image cache (step 3 of 4)

Select Windows directory (for example, D:\Windows) or point one manually if the program fails to detect it
automatically. A typical location for the profiles directory is C:\Users

Where to search

All local users

(#) Specified user account

Windows directory, User profiles

Windows directory E:\Windows.old o | = |
Profiles directory E:\sers e | — |
Liser profile RathbunyM e

#ﬁ | <« << Home | | << Back Mext == Exit

BbibepuTe y4yeTHyl 3anvcb Mo/b30BaTens, A1S KOTOpPO HEOOGXOAMMO BbINO/HUTL MOUCK K3lla yAasleHHOro
pabouero cTona.

MpoCMOTP K3lla yaasieHHOro pabo4yero crosia
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) Remote Desktop = O et

Remote Desktop image cache (step 4 of 4) EI e

Remote Desktop cache files are organized into tles, usually 64x64 pixels, with each tile representing a portion of the 0 EQ
remote screen. Use the drag-and-drop operations to swap the tiles and reconstruct the original image. You can also save 3
the tiles as images files for further analysis.

nec your se s Sy

Security | ﬂ or school cess work| B3 AdBHELHE
i Hello PIN  Windows i i .
arith a Pl e ss= Jn=in optic
AF LN a r | QN 1IN W -
jerprint  ; Hello Fing Windows =
sted settin Relimory k to learn lable—clicntly unavain is curre  This opt D)
| ]
RDP cache file Cache0000.bin [=| RDP screen width 1820 |G|
<<<< Home << Back ext== Exit
|

MpocMoTp U pefakpoBaHue kalwa RDP. Vcnonb3yiite onepauyy nepetackuBaHWe AJs 3aMeHbl MObIX ABYX
thparmeHTOB. EC/M Bbl XOTUTE COXPaHWTL BCIO GUTOBYIO KapTy, OTAE/bHYIO MAUTKY WM BCE NUTKU Cpasy,
BblIGEPUTE COOTBETCTBYHOLLL WA MYHKT KOHTEKCTHOTO MEHIO.

3.7.12 CucteMHble cObbITUA

OnepauunoHHas cuctema Windows NOCTOSIHHO BeAET 3anucCb B XXYpHasl pa3HbIX COObITUIA, KOTOPble BO3HWKAKOT B
cucteme. Hanpumep, 370 MOryT 6biTb NpPoO6/AEMbl B YCTaHOBKE YCTPOWCTB, OWWKNOKM B paboTe NPWUIOKEHUI,
YBEAOM/IEHUS O KPUTUYECKUX COObITUSIX 6e3onacHocTM 1 T.4. CobbITMA perncTpupyroTcs B xypHasiax Windows B
XPOHOSI0rMYECKOM NOpsiAKE U NOMOratoT YCTPaHATb OLUMOKM, BbINOMHATL AMArHOCTUKY WM MOHWUTOPUHT CUCTEMBI,
nogaepxmBats ee 6e3onacHocTb. XKypHan cobbITUii npeAcTaBnseT coboin *.evx daiin. Kaxabii evtx daiin
COOTBETCTBYET OMNpeAesieHHOMY WCTOYHUKY COObITUIA UM KOMMOHEHTY OnepauuoHHON cuctemMbl. Hanpumep, B
system.euvx 3anncbiBatOTCH CUCTEMHbIE COBLITUA. B security.evx coxpaHslTcs BCe cobbITus 6e30nacHOCTU.
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YnuTta 471 NpocMoTpa CoGbiiii NpeAcTaBsieT co6oli NPoCTelLnii KOMMOHEHT NPOrpaMMbl, KOTOPbI NO3BO/ISET
oTo6paxaTb OCHOBHble CO6bITUS, NpoMcxogslL Ve B ornepaumoHHoii cucteme Windows Vista u HoBee. Hanpumep,
3arpyska/BblknoueHe OC, BXog B/BbIXOA 13 YUETHOI 3anncK, yCTaHOBKa JpaiiBepa 1 T.4,.

Bb160p kaTtasiora Windows

'E; Systern events
Extract and view history information (step 2 of 4)

Please, select Windows directary (for example, D:\Windows) or point one manually if the program failes to
detect it.

Windows directory

C:Windows

<< << Home << Back Mext == Exit

CHavana Heobxogmmo Bbibpatb nanky Windows, B KOTOPOi HaXOAATCA XYPHa bl COObITWIA.

YctaHOBKa (nbLTPOB 0TOGPpaXKe HUS

Copyright (c) 2024 Passcape Software. All rights reserved.
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'EQ Systemn events — =
Extract and view history information (step 3 of 4) I |
Set up additional output filters to skip unnecessary items., | | |

Cutput filter

(®) Show all
() Show items which last modification date fits into the spedfied range

From date: l23.01.2019 | | 11:30:46 2|
To date: l23.01.2019 | [ 11:30:46 3
Advanced output options

Show major events only (recommended)

<<=« Home <« Back Mext == Exit

Ha cneaytoliem Lare MoXHO HacTPOUTb [0MNO/HUTE bHbIE (MIbTPbI BbIBOAA A1 OTOGPAKEHUSI COObITUIA, KOTopble
NPoOVCXOAWNN 3a onpeaesieHHblin nepuog. [onosnHuTelbHas ONuUMS NpeAHa3HavyeHa [/is MoucKa BCEeX COObITWA.
Ec/m oHa He yCTaHOB/IEHA, TO MPOrpamMmma OTo6pakaeT TO/IbKO OCHOBHbIe/U3BECTHbIE COBbLITUS.

CucteMHble cobbius Windows

Copyright (c) 2024 Passcape Software. All rights reserved.
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f'c} Systemn events - X

Extract and view history information (step 4 of 4) Iyl
To sort the list, dick the column's header. Right-dicking the list will bring up the context menu, T

E 0O

Event Description Time =& Soun ™
The system has resumed from sleep SYSTEM 11,10,2018 144721 Admi
An account was logged off John 11.10,2018 14:47:46 ADM;
An account was successfully logged on John 11.10,2018 14:47:46 ADM;
An account was successfully logged on John 11.10,2018 14:47:46 ADM;
An account was logged off John 11.10,2018 14:47:46 ADM;
User initiated logoff John 11.10.2018 18:30:14 ADM
The operating system is shutting down SYSTEM 11.10.2018 18:31:36 Admi
Windows is starting up SYSTEM 12.10,2018 18:25:03 Admi
Liptime statistics The system uptime is 34 seconds,  12.10,2018 18:25:04 Admi
An account was successfully logged on John 12.10,2018 13:25:18 ADM;
An account was successfully logged on John 12.10,2018 18:25:18 ADM;
An account was logged off John 12.10,2018 18:26:05 ADM;
An account was successfully logged on John 12.10,2018 18:26:05 ADM;
An account was successfully logged on John 12.10.2018 18:26:05 ADM

An account was logged off John 12.10.2018 18:25:05 ADM. s

£ >
<<« Home MNext == Exit

C6op 1 o6paboTka MHGOPMaLMU MOXET 3aHATb 3HAYMTE/IbHOE BPEMsl, B 3aBUCHMOCTM OT pasMepa XypHasioB
COo6bITWiA. A7 TOoro, 4To6bl CKPbITb OMNpeAeneHHble, He WHTEPECYHoLL e Bac 3amnucK, L eSIKHUTEe MPaBoli KHOMKOM
MbILLIV Ha CMCKe COBbITUIA 1 BbIGEpUTE OAMH U3 NMYHKTOB AN yAASIeHUs HeHyXXHol nHdopMaumn. A1 CopTMPOBKY
COG6bITWIA, LLLE/IKHMTE MO 3aro/I0OBKY COOTBETCTBYIOLLLEr0 CTOMOLA.

3.7.13 PacwugpoBLimK Telegram

Kak W3BECTHO, MONy/sipHbIli KPOCCMMaTqOPMEHHbIi MecceHaxep Telegram sBAseTCs OAHUM M3 CaMbIX
nonynsipHbIX cuUCTEM [A/711 O6MEeHa MrHOBEHHbIMW COOO6LEHMsSIMA. Ero MOXHO cKadaTb W YCTaHOBUTbL Ha
onepauyoHHyto cuctemy Windows, rae oH nocTaBnseTcs Kak npuioxeHue Telegram Desktop. Telegram umeet
Ha[eXHYI0 BCTPOEHHYIO 3aliuTy. Bce NoKa/bHble haiinbl, KOTOpble WUCMOMb3YIOTCA MPUIOKEHWEM - HACTPOMKY,
K3LW, KapTUHKK U T.4. - HA[@XXHO 3alldpOoBaHsbl.

OaHHaa dyHkuus Reset Windows Password npefHasHaueHa A/ Noucka OCHOBHOTO Maposs, pacluvdipoBKu
(haiinoB 1 NpocMoTpa 3akauek npunoxeHus Telegram Desktop.

BbI60p Ancka Ana noucka
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‘&) Telegram decryptor = O 4
Decrypt Telegram password, encrypted files, view downloads (step 2 of 5)
Select the disk you want to analyze [ @ol
Select a disk
D:\ (Applications, 55D, SATA): 931.50 GB [=]
Disk D: 931.50 GB

A

| | Used space: 467.20 GB Free, 49.8%

L

— ",
%,

Uzed, 50.2%

—

| Free space: 464.19 GB

<<« < Home | | <« Back | | Mext == | | Exit

Bbl6epute gMCK, Ha KOTOPOM HEOBXOAMMO BbINO/HWATL MOMCK KaTasioroB Telegram Desktop.

Bbi60p kaTasiora Telegram
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F -

) Telegram decryptor = O x

Decrypt Telegram password, encrypted files, view downloads (step 3 of 5)
Wait until disk scan is complete and select one of the found Telegram folders

Telegram folder

D:\Users\JohnApp Data\RoamingiTelegram Desktop [~ | |r_ |

#ﬁ | <<<< Home << Back | | Mext == | | Exit

Mocne Toro, Kak AWUCK BbiGpaH, MporpamMmmMa HauyHeT HeMeA IeHHbI nouck katasnoros Telegram Ha gucke. Vwveiite B
BMAY, NEpPBOE CKaHMpOBaHWe, ec/M 3TOT AWUCK ellle He 6bl1 KILMPOBAH, MOXET 3aHSiTb HEeCKO/bKO MUHYT. B
JanbHelilleM MOUCK, Kak NpaBu/io, 3aHMMaeT CeKyHAbl. [porpaMmMa rapaHTMpyeT YCMeLlHOe HaxOoXeHne Bcex
katasnioros Telegram Desktop Ha BbiGpaHHOM AWUCKeE, TAe Gbl OHW HE HAXO4WNCh.

HaiigeHHble kaTanory Telegram MOXHO BbiGpaTh 3 BbiNagatoLLero cnvicka. Bolbepute HyXHblii Bam KaTasor, ec/u
UX HECKO/bKO, YTO6bI NPOAO/IKNTL.

NanbHeliwne aenciBusa
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4 -

&) Telegram decryptor = O x

Decrypt Telegram password, encrypted files, view downloads (step 4 of 5)
Select what do you want to do

What do you want to do

(®)View Telegram downloads;

(Z) Decrypt Telegram password

(C) Decrypt encrypted files

## | <<= Home | | << Back | | [Hext == | | Exit

BblbepuTe ganbHelilne AeincTBus, AOCTyMNHbIE 419 HaligeHHOro KaTanora:

e [pocmo noB, KOTOpble BbIIM CKayYaHbl Ha KOMNbIOTEP Yepe3 Telegram
e PacuindipoBka Ha4ya/ibHOro naponsa Telegram

e PacuindpoBka NnokanbHbIX dainnos Telegram
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3.7.13.1 CkauvaHHble thalinbl Telegram

=

iy View Telegram downloads = O et
Decrypt Telegram password, encrypted files, view downloads (step 5 of 5)
The table below contains the list of files downloaded via Telegram app. Right-didk the list to view the context ¢
menu. H]
Mame | File size | Created | Modified | ~
£ | <Al }:3'| el ,[:3'| <Al ,[:3'| <Al ,[:3'|
1 1png 2554 KB 202311 .20 05:24:02 202311 .20 09:24:.02
2 |2png 1662 KB 20231120 09:24:02 20231120 09:24.02 -
3 B35 B2 KB 20240304 10:03:40  2024.03.04 10:03:40
4 165.34 KB 20230605 16:11:55  2023.06.05 16:11:59
5 |3png 2150 KB 20231120 09:24:02  2023.11 .20 09:24:.02
& | 344 general_description pdf 41242 KB 0240322175413 2024.032217:5413
7 |alltst (1)zip 58355 MB 2024031512:25:47  2024.03.1512:28:36
8 | Apatament Typ 3 pdf 548 MB 20230605 16:08:26  2023.06.05 16:08:28
5 | Asiacel zip 18.08 MB 20230518 05:3717  2023.09.18 09:37.22
10 | C++ System Programming Cookbook (...  4.04 MB 20240208 122229 20240208 12:22.33
11 | CacheData 527 KB 20230623 15:33:58  2023.06.23 15:33:58
12 | CacheData (2) 593 KB 20230623 15:33:58 2023.06.23 15:33:58
13 | ChatGPT_General_Bot_bE0873856 (2)... 462 KB 20231201 16:48:55 20231201 16:45.00
14 | ChatGPT_General_Bot_b&03733856 (3)... 4.46 KB 20231202 15:53:36 20231202 15:53:35
15 | ChatGPT_General_Bot_BG087E856 (4)... 435 KB 20231204 10:41:18 20231204 10:41:19
1C M= OT e | D-4 ECOOTOOELD 44 A 17 D L e e e ] e e e e I~ -1
%. | <<<< Home | << Back Next | Exit |

CkavaHHble yepes Telegram doaiinbl npefcTaB/ieHbl B BUAE cnvcka. Bol MoXeTe OTKpbITb nanky ¢ amMu dainamu,
co34atb TekcToBbIli i HTML otueT v caenatb 63kan 04HOro WanM HECKOSIbKMX (IaiisIoB.

3.7.13.2 Pacwudgposka napons Telegram

BbI60p 1 HACTPOKa MeTOA,0B BOCCTAHOB/1E€HUS Naposis

Reset Windows Password
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F -

) Decrypt Telegram password = O x

Decrypt Telegram local passcode (step 5 of 7)
Make sure you set off all options except presumably necessary ones. The recovery process is extremely slow due

to strong encryption used. Be prepared for hours or even days of continuaus program's working. -n-

Lookup methods

ookup passwords ndows cache Search for simple passwords

Deep-earning attack Check passwords in most recently used files

Primitive dictionary-based attack Primitive brute-force attack

Artificial Inteligence attadk Search passwords in Recyde Bin, temp folders, etc,

Fingerprint (pattern-based) attad: ookup passwords in Windows Search database

Extract strings from huge files, induding hiberfil.sys and pagefile.sys {video, archives, etc be skipped

[*:1
o
a 0
o

1

3
i

'}

]
m

=
LT I T

i}
[+T}
1

m

(Ll
[l
=]
[
]
%]
[}
[l
(%]

1z}
[l
u
1
']
=]
%]
Ml
L
%]

Password mutation level

Mask attack e

#ﬁ | << Home << Back | | Mext == | | Exit

Maponb Telegram MMeeT CUbHYH BCTPOEHHYO 3aliuTy. MNepeGop Takux Naposieil NPOMCXOAUT CO CKOPOCTbIO
BCEro HECKO/IbKO LITYK B CekyHay. [Mo3ToMy B camMOM Hadasie HeoGXOAVMMO BbiGpaTb NpaBW/bHBLIA MeTog,
BOCCTAHOB/IEHWSI. B TMpOTVBHOM c/lyyae, MOUCK 3aliMeT HeonpefesieHHO [0/roe Bpemsl. PekoMeHgyeTcst
1Cnosib30BaTh No/b30BaTe/bCKUe ataku, ecsiv U3BECTHO YTO-/IMGO O naposieil. EC/M HEeT, MOXHO Mepek/ItounTbCS
Ha CTaHAaPTHbIA MOMCK, OTK/IIOUMB MPW 3TOM CaMble 3aTpaTtHble MO0 BPEMEHW OMuuK, OCTAaBMB Kak MUHUMYM [Be
BaXXHbIE: NOWUCK naposeli B kawe Windows v VIHTeNNekTyasibHyto ataky.

HacTpolika Kata/10roB Uan nosib3oBaTe/1IbCKNX atak
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f'p] Decrypt Telegram password B = x

Decrypt Telegram local passcode (step 6 of 7} - Mask attack
¥

If you know that the password begins with ‘loveme' and followed by a name, you can set the mask I‘** I
loveme Yot Yc Yt to check all possible variants starting with lovemeaasaaa’ and up to lovemezzzzzz’. &

Mask syntax tip

B - lower-case Latin characters (a..z) -
Bl - upper-case Latin characters (A..Z) N
B - full set of spedial characters (1..~ space) = |
(@ - small set of spedial characters (1 @#5%™~&()-_+= space)
Bo? - all printable characters with ASCII codes of 32..127 B
v - all ASCII characters (codes 1..255)
%ud - one digit (0..9)
%udlx-v) - numbers between x and v indusive

Password mask Imli =]

Custom character sets

| Add |

## | <<« < Home << Back | | Mext == | | Exit |

Ecmm BblGpaHa ofHa U3 NOSb30BaTe/IbCKUX atak, HeobXOA4UMO BbIMOMHWUTL €€ MNpefBapuTe/lbHYl0 HaCTPOKY.
Hanpumep, Ha npuBefeHHON Bbille KapTUHKe 3ajaHa araka no macke, kotopas OyaeT nepebupats uUudpoBble
naposim ot 4 Ao 6 cumeosios. T.e. ot '1000' go '999999'.

Mownck naponga Telegram
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1) Decrypt Telegram password = O *

Searching passwords (step 7 of 7) - Mask attack

Everything is ready now. Click '< < Search Passwords =" button to start scanning your system for lost
passwords, This may take quite same time to complete. Mote that not all passwords can be found but only simple H]
and vulnerable ones.

Path ChUsers\AdministratorAppDatazRoaming\Telegram Desktop
Llzer ChUsersh\Administrator

i
Status

Current module

Current progress

Cwerall progress

<<<< Home | | <« Back << SEARCH PASSWORDS == Exit

HecMOTpsi Ha 7O, 4YTO a/rOPUTMbI, KOTOPblE MCMOMb3YIOTCA B LINGPOBaHMM naposis Telegram, MakCUMasbHO
ONTMMU3MPOBaHBbI, BybTe TOTOBbI K TOMY, YTo /1060I nepeGop naponeli, faxe camblX MPOCTbIX, MOXET 3aHSATb
OYeHb MHOrO BpemeHu. J1106OomMbITHO, YTO MporpaMMa paboTaeT HaMHOro 6biCTpee, ueM MNonysspHas yTImMTa
Hashcat. OpfHako, K COXa/leHulo, 3arpy3ouHasl cpefja WMeeT OrpaHUYeHVs Ha WCMO/Ib30BaHWE TOSMbKO
LEHTpa/IbHOTO Mpoleccopa, B TO BpeMsl Kak HeT BO3MOXHOCTM WCMO/b30BaTh 6o/iee Mpou3BOAUTE/bHbIE
BUE0KapTbl.
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3.7.13.3 PacwudgpoBka haiinos Telegram

ﬁ Decrypt encrypted files _ O %

Decrypt Telegram password, encrypted files, view downloads (step 5 of 5)
Select where you want to copy the decrypted files and then dick the << Decrypt == button to initiate the

process, H]

(®) Save decrypted files to Zip archive
C:'\Backup\tg_decrypted. zip =
[]5ave even the files cannot be decrypted

() Leave decrypted files at the same directory but give them different extension
Extension for decrypted files dec

() Copy decrypted file to spedfied directory
Target directory

Telegram password —— -

n# | <<<< Home | | << Back | <& DECRYET >> | Exit

Ecnm naponb Telegram n3BecTeH WM He 3afaH, TO pacLungipoBKa NoKasbHbIX (haiifioB npeacTaBnsieTcs 40BOSbHO
TpvBMasIbHOW 3agaveii. B MpoTMBHOM crlyyae, HeobXO4MMO CHadasla paclundipoBaTb HavaslbHbI  Naposib
Telegram.

Bbl MOXeTe BbIOpaTh OAMH M3 TPEX CNOCOGOB pacLUdIPOBKK, 6onee yaobHbIl ANs Bac:

e Coszgatb ZIP apxuB 1 CKONMPOBATb B HETO BCE JIOKaUTbHbIE oaiisibl, KOTopble By AyT paclundpoBaHbI

e OcCTaB/sATb paclundipoBaHHble oAbl B UICXO4HOM KaTtasiore, HO MoA ApYyrvMM paclivpeHveM. Hanpumep, ecnu
3agats pacwmpeHne DEC, To paclumdypoBaHHble diaiinbl byayT umets Bug XXXXXX.DEC, YYYYYY.DEC n 1.4.

e Konuposatb pacLundypoBaHHble diaiinbl B BbIGPaHHLIA KaTasior

MonyyeHHble TakuMm 06pa3oM daii/lbl MOXHO WCMOMb30BaTb ANA  AasbHelilwero aHasmsa. Hanpumep,
pacLuundpoBaHHbIi hai maps coaepXuT MmMsa 1 TenedoH nons3osarensa Telegram.
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3.8  ®aitnbl n gnUCKM
|

381 CosgaHue o6pasa aucka

Korga nospexgeHa u He 3arpyxaetcss OC Windows nam Bbilen M3 CTPOs XECTKUIA AUNCK, KpaiHe BaXkKHO BOBpeMSsi
co3faTb pe3epBHYHD KOMWIO BCEro COAEPXMMOro Ballero [Aucka, BKMYas LWwugpoBaHne, COCTOsIHUE
OnepaunoHHoin CucTembl, €e HaCTPOKW, NaposiM, YCTAHOB/SEHHbIE MPWIOXKEHWUS, ApaiiBepbl, BCH JINYHYIO
nHdpopmaumio 1 1.4. OA4MH U3 cambiX NPOCTbIX CNOCOBOB cAenatb 370 - Co34aTb 06pa3 BCEro XeCcTKoro ANCKa.

B kpumunHasmcTvke o6pa3 gucka SABNSeTcs 06a3aTesibHbiIM M NO3BONSET KaK CIKOHOMUTL BPEMS BO BpeEMS
Haya/IbHOrO paccriefoBaHus, Tak W rapaHTMpoBaTtb, YTO NPV AasbHeliluem YriaybneHHoM aHanms3e He 6yaet
YNYLLLEHO HUKaKOIN BaXKHOW MHGopMaumK.

CospgaHve obpasa gucka B RWP ypesBbluaiiHo NpocTo.

"E“, Create disk image — e

Creating disk image (step 2 of 3)

Select a partition, a logical, or a physical disk vou want to make the image of, Make sure the destination
drive (you wil set on the final step) has enough free space to hold the image. E

a1
=ty

= Ej PLEXTOR PX-256M3VC ATA Device (238 GB)
= partition 0 (D System Reserved NTFS 543.00 ME)
= parition 1 (E: NTFS 237 43 GE)
W partition 2 (Unknown 517 ME)
= E ST3500418AS5 ATA Device {465 GB)
‘part'rtiu:un 0 {Installable File System 350 MB)
= partition 1 (C: NTFS 465 42 GB)
= E Generic STORAGE DEVICE USB Device (3 GB)
== partition 0 (% NEW VOLUME, Removable): 3.68 GB)

# << << Home << Back Mext >> Exit

B nepBoM AMa/lorOBOM OKHE MNporpaMma OToOpakaeT CMMCOK HaifeHHbIX AWCKOB W NpUHAAEXalluX WM
pasaenoB. Bbibepute pasgen WM Anck, o6pas KOToporo Bbl XOTUTE CO3AaTh.

Reset Windows Password Copyright (c) 2024 Passcape Software. All rights reserved.




PaboTa ¢ nporpammom

ﬁ Create disk image - X

Creating disk image (step 3 of 3)
Set up a path and a name for the destination *.img file. Then didk the << CREATE > button to start

donning the selected drive or partition. Make sure the destination disk has enough free space to hold the
image file,

Source drive
PLEXTOR. PX-258M8VC ATA Device (238 GB)

Source partition
partition 0 (D: System Reserved NTFS 548,00 ME)

Path and name for the destination image file
C:\diskOpartition0.img

(®) Raw image file (=.raw)
() ZIPcompressed image file (*.zip)
() Encase image file {*.E01)

<<<< Home << Back << CREATE >> Exit

B 3ak/ounTe/lbHOM AMasIOrOBOM OKHe 3ajaiite UMs obpasa M MyTb, MO KOTOpoMy 6yAeT COoXpaHeH 3ToT duaiin.
O6patte BHUMaHWe, 4YTo LENeBoii MyTb [AO/DKEH ObiTb PACMOSIOKEH Ha APYroM dwmsmyeckom [aucke. Takxke
y6eautech, YTO Ha LE/IeBOM AWCKE [0CTAToOUHO CBOGOAHOrO MecTa A/1s XpaHeHus obpasza. Hakmute KHOMKY "<<
Co3gaTb >>" , yTo6bl 3anycTUTb NPOLECC CO3[aHus o6pasa Aucka. ByabTe TepnenvBbl, 3TO MOXET 3aHSATb
HEKOTOPOe BPeMSs 1 3aBUCUT OT CKOPOCTU Kak MCXO/HOrO, Tak 1 LEe/eBoro gucka.

[ononHnTenibHO AOCTYMNHa onums cxxatme obpasa. Nocne ee ycTaHOBKK ¢paitn ¢ o6pa3om ByAeT Cxar B zip-apXuB.
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3.8.2

3arpyska ApaliBepoB XeCTKOro Ancka

-

oy Load IDE/SATA/SCSI/RAID driver = = |ﬁﬂ

Load and install additional mass storage drivers

Install additional mass storage drivers here if your system fails to recognize your hard disk, System restart ®

is not required. o

Load Driver

Click "Load Driver' button to install a disk driver into your system. Disk drivers usually come with your motherboard
drivers CD. Additional storage drivers can be downloaded from our Web site (http: /fwww.passcape.com)

Load Driver
System storage devices
=Ha:\ (Foo)
[ ¢\ (HoD, sas): 19Gb
€3o:\ (co/ovD)
H0E ;Y (Temporary RAM drive): 511 Mb
=< Back Mext == Exit

Ecnm npu 3anycke nporpamma He cMor/ia OnpegennTs Of4WMH UM HECKOJSIbKO XXECTKMX AUCKOB, TO BaM, CKopee
BCEro, notpebyeTcs yCTaHOBUTL ApaliBep ANs 3TOro ycTpolicTBa. B rnaBHOM OkHe B CMMCKe 3ajadv Bblbepute
‘3arpy3ka IDE/SATA/SCSI/RAID/NVME gpaiiBepa’ 1 nepeiignte Ha CTpaHuLy YCTaHOBKM JpaiBepa.

C nporpamMmoii NocTaBNATCA HECKOIbKO MOMYJ/IAPHbIX ApaiBepoB KOHTPOIEPOB XecTkux auckos: ATI, Highpoint,
Intel, Jmicron, Manvell, Nvdia, Silicion Image, Sis, Uli, Via, Vmware. Bce OHM Haxogatca B nanke X:
\Apps\Drivers. Hanpumep, ecnn KoHTponnep Bawero HDD nocTpoeH Ha 6a3e uumnceta Nwvidia, 3arpysute
cooTtBeTcTBYIOLW M *. INF cbaiin n3 nanku X\Apps\Drivers\Nvidia.

OO6bI4HO Npu nokynke HoBoro PC 'B Harpysky' BbigarT KOMNakT AWUCK C ApaiiBepamy MaTepuHCKOi nnatbl u
XEeCTKOro Aucka. MOXHO, U paxe >xenaTeflbHO, BOCMO/b30BaTbCA 3TUM AWCKOM [N YCTaHOBKM [paiBepoB
OTCYTCTBYIOLUX YCTPOWCTB. ByabTe BHuMMaTtesnbHbl! [Nporpamme TpebyloTcs ApaviBepa ANs  ONepauvoHHON
cuctembl Windows 11 x64. O3HakoMbTeCh, NOXa/ylicTa, C PyKOBOACTBOM Balleli MaTepuHCKol nnatbl gna 6onee
noapo6HoIi MHhopMaLMKn NO yCTaHOBKE ApaiBepos.

YcTaHoBKa gpavisepa B Reset Windows Password ocylecTBisieTcs 'Ha ieTy’, No3aToMy nepesarpyska cucTeMbl He
TpebyeTtcs. lMpu 3aToOM B CNMUCKE YCTPOWCTB XpaHeHus WHGopMaumn OO/DKHbl NOSBUTLCA HOBblE HaieHHble
ycTpoiictBa. lMocne Toro, kak GyAeT yCTaHOB/IEH COOTBETCTBYIOWLIMIA ApaiiBep M Hali4eH XXeCTKUA ANCK, MOXHO
npucTynatb K AasibHeiwen paboTe.
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3.8.3  Pacwudgposka Bitlocker guckoB

) Unlock BitLocker-encrypted drive = O X

Unlock drives protected by BitLocker

In order to be able to use the BitLocker encrypted drives, you should provide volume password, recovery (=
password, recovery key or certificate file.

Select the drive to unlodk

Encrypted drive Fil e

Drrive protectors Volume unlock password, Recovery password

Select unprotection type

(211 have a volume unlodk password (11 have a recovery key-file
() I have a recavery password (7)1 have a certificate
Password 092575-981932-6117/95-310511-854892-953186-117307-9446 237
Key file
Certificate file
PIM
Extract Bitl odker recovery key from Microsoft account Extract Bitl odker passwords from Active Directory
<<<< Home | <<Back | | nintab i | | Exit

Ec/m oavH M3 OWUCKOB 3allmdipoBaH Npu nomoliu Bitlocker, To ero cogepxumoe M3HaYasibHO HeLOCTYMHO.
Pa36/10kMpoBath ¥ NOMyUYUTb AOCTYN K AWCKY MOXHO OAHUM W3 YeTbipex CMoco60B: NPeoCcTaBMB Maposib Toma,
LIMCPOBOI Naposlb BOCCTAHOB/IEHMS!, K/TOY BOCCTAHOB/EHUS! WU CEPTUCMKAT.

Bbl6epuTe AOCTYMHbIN 471 BAC MeTof U HaxkMuTe KHonKy << UNLOCK >> a51s paclumngpoBKU ANCKA.

[na n3eneueHua naponeii Bitlocker B gomeHe, nepeigute no ccbiike Extract BitLocker passwords from Active
Directory n crnefyiTe ykazaHusiM Nporpammbi.

OueHb YacTo K/loY BOcCTaHOBMeHUs BitLocker xpaHutcs B yyeTHoW 3anucu Maiikpocodor. B aTtom cnyvae, ans

noslyyeHus Ktova BoccTaHoBNeHUs BitLocker, He06x04MMO BOCNO/b30BATLCSA CNEeAYIOLL el NPOCTON UHCTPYKLUMEA:

e Y6eautecb, Bbl NOAKOYEHDI K VIHTEPHET Npy NOMOLL U NMPOBOAHOIO COeANHEHUS.

e Y6eauTechb, YTO Bbl MOMHMUTE JIOTVH (a4pec 3/1eKTPOHHOM NoYTbl) CBOER yuyeTHol 3anmcu Malikpocodor 1 naposs.
Ecnm HeT, cHavyasia BOCCTaHOBUTE Naposib.

e Haxmute Ha ccbiiky 'Vi3Bneyb K4 BOcCcTaHoBneHus BitLocker ns yyeTHoi 3anmcu Microsoft' B nesom
HKHEM YTy OkHa. lMocne yCTaHOBKM CeTeBbIX ApaliiBepoB Y MOAKMOYEHUS K VIHTepHeTy nporpamMma OTKpoeT
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CTpaHuLy Ballieil yueTHon 3anucu Maiikpocodir, rae cneayet BBECTU afipec 3/1EKTPOHHONM NOoYThl Balleid yYeTHO
3anuncun Microsoft n naposb.

o CriefyiiTe MHCTPYKUMSIM Ha 3KpaHe, 4Tobbl BOMTV B CBOK YYETHYHO 3anucb. Bac moryT nonpocuTs NpoiTu BTOpPOi
diakTtop ayTeHTMdwikaumu. Hanpumep, npefoctaBute K04 6e30nmacHOCT, OTNPaB/IEHHbI HAa Baw  afpec
3/IEKTPOHHOW NoYTLl. ByAbTe roToBbl K 3TOMY.

e [locrie Bxoga B y4YeTHyH 3anvcb, WAEHTUGMUMPYWTE CBOE YCTPOWCTBO M Haligute Tam 48-3HauHblii KoY
BOCCTaHoB/eHMs BitLocker. Ckonupyiite aToT k/toy B 6ycep obmeHa.

e Tenepb BepHUTECH B AunasioroBoe okHO RWP, BbibepuTe 'Y MeHS eCcTb Naposib BOCCTAHOB/EHUA' U BCTaBbTe
TyAa knoy 13 bydepa obmeHa.

o Haxmute kHonky <<PA3BJ/IOKVMPOBATbL>>, yTobbl pastnokmpoBaTts 1 paclumngpoBats HakonuTe b.

Bbl MOXeTe Mcnonb3oBatb 3Ty WHCTPYKUMIO, YTOGbI MONy4uTb AOCTYN K Bawemy 3alundpoBaHHomy BitLocker
ancky, paxe ecim Windows 3anpallvBaeT KoY BoOcCTaHoBneHWs BitLocker n He ypaetca 3arpysuts OC.
Hanpumep, nocne cmeHbl 060pyAoOBaHus (TakMx kak gobasnieHve WM yjaneHve BUAEO WM CETEBOIN KapTbl),
06HOB/IEHUS1 BIOS 1nm M3MeHeHUs1 HEKOTOPbIX NapamMeTpoB BIOS, Takmnx kak TPM unm 6e3onacHoli 3arpyskiu.

ToyHoe MEeCTOMO/OXKEHNE BalIero K/o4ya BOCCTAHOB/IEHUS 3aBUCUT OT METOAa, KOTOPbIA Bbl UCMOSb30Ba/N AJ1s
€ro pe3epBHOro KONMPOBaHUs Mpu BK/OUeHUN WndypoBaHus BitLocker.

3.8.4  MoHTMpOBaHMe BUPTya/IbHOTO AMCKa

<) Mount virtual disk X
Mount image file as virtual drive
This dialog allows you mounting local disk image files as virtual disk drives. The image files are mounted as
read only so that the original files are not altered. The following formats are supported: AF*, BIM, DD, ED1,
FLP, IMG, IS0, MRG, 501, SDI, YHD, YMDK and other.
Mounted images
Image path Drive Maount
D \MyYmWInXKP32Windows XP 32-bit SP3. vmdk Z:
Urirmaurit
Unmount all
{® Mount entire image () Mount spedfic partition 1
System storage devices
[=] c:\ (HDD, 5ATA): 995G
[=] o2\ (HDD, 5CS1): 2356Gb
€IE:\ (Cco/DVD)
D Z:\ (HDD, Unknown): 9 Gb
<< Back Exit
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3.8.5

B 3ToM Avanore Bbl MOXETe C€O34aTb BUPTya/bHbIA AWCK M3 dmiina ¢ o6pasom. B mocnefctsBun, MOXHO
o6pall,atbCsi K HOBOMY BMPTyaslbHOMY [MCKY MO COOTBETCTBYHOLL e/l 6ykBe ToMa. O6pasbl MOHTVPYIOTCS B pexumMe
TONbKO-A/IS-YTEHMsT  uTOBbl M36exaTb Mogudmkaumn daiina. Takum 06pasoM, Hampumep, MOXHO C€O037aTtb
BMPTYa/ibHbI NpUBOA M3 dhaiina-o6pasa BUPTyasibHON cuctemMbl VMWare 1 o6pallatbCsl K HEMY Kak K 0GbIMHOMY
[VCKY: UCKaTb Naposv, Aenatb gamn xawei u 1.4. OgHako c6poc naponeli Ha TakoM AUcke He MPoiAeT T.K. OH
6y [eT [OCTYNEH TO/IbKO A/ UTEHUs].

Ec/m Hauya/bHbIi  06pa3  coaepxuT fnBa WM 6Gonee (ualifioBbix pasfdena, HeobXoguMMO  YCTaHOBUTHL
COOTBETCTBYIOLLYIO OMUMIO M yKasaTb HOMep pas3gerna, KoTopblii Hy)XHO MOHTMpOBaTb. B MpOTMBHOM cryudae,
MOHTV/pYeTCsl BeCb 06pa3 Lie/IMKOM.

MopaepxusatoTca cnegywowne dgopmatsl obpasos: AF*, BIN, DD, EO1, FLP, IMG, ISO, NRG, S01, SDI, VHD,
VMDK 1 HekoTopble gpyruve.

YT06bl 3aKOHUNTL Pa6OTy C BUPTYya/lbHbIM AWCKOM, MPOCTO BbiAE/NTE €ro B CMUCKE M HaXMUTe KHOMKY 'Unmount’.
Mpy Bbixofe U3 NporpaMMbl, BCe MOHTVPOBaHHbIE BUPTyasibHbIE AUCKM 6y AyT aBTOMATMUYECKM OTK/IIOYEHbI.

Ons pabotbl ¢ 3awundipoBaHHbIMM  BitLocker o6pasamu, cHadana cMoHTpyliTe BitLocker o6pa3, 3atem

pacu.mmpyme €ro npwv nomolLiL napond Uan Kaya.

ByabTe TepnenmBbl, NOAKIOYEHNE HEKOTOPbIX (POPMATOB MOXET 3aHSATb HECKO/IbKO MUHYT!

CKpbITble TOMa 1 pa3aenbl

BOMbLIMHCTBY COBPeMeHHbIX cucteM Windows Ansi ycnewHoro gyyHKUMOHMpOBaHWsS TpebyeTcsl no KpaiiHei mepe
OfIVH CKpbITbI pazgesn. Takue HeBUAUMbIE A1 MOSb30BaTE/Nel pasfesibl UCNOMb3YHTCS OnepaLyoHHOl CUCTEMOI
BO BPEMs 3anycka, BOCCTAHOB/IEHUSI WM OGHOB/IEHWSI CUCTEMbI. HEKOTopble MPOABUHYTbIE MOJSIb30BATENMN AAXKE
MOryT CcO3[aBaTb CBOM COGCTBEHHbIE CKpbIThle pasfesnbl A/18 NPefoTBpalleHnst AocTyna K JiMdHbIM dhaiinam u
nepcoHasibHOW UHGPMaLMN.
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@ Volume explorer

You can mount hidden volumes here
Some hidden volumes may be inaccessible even after successful mounting., For example, the volumes have ®

araw file system, an encryption software protects the volumes' data, etc. c
Yolume name Drive Size File system Status
\Device\HarddiskVolume2 DY 1357.25GB NTFS Cnline
. Device\Harddiskvolume4 E"n, 1863.00 GE MTFS Online
. DeviceHarddiskVolumes 418,91 GB Online

(€ \Device Harddiskolume7 wwww

Mount selected volume | ldnmountselected volume

<< << Home | | << Back hextz Exit

lC',aHHbII\/JI WMHCTPYMEHT npegHasHa4yeH A1 BPEMEHHOI0O MOHTUPOBaHUA CKpPbITbIX pa3faesioB U UCMNoJib30BaHUA UX B
KayecTBe OObIYHbIX SIOrMYECKMX AONCKOB.

UT06bl MOAK/MIOYMTL CKPbITHIA pasfesn, BbloepuTe €ero M3 ChiuMcka HaigeHHbIX TOMOB W HaXKMUTE  KHOMKY
'CMOHTUMPOBATb BblOPaHHbI TOM'.

Reset Windows Password
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) Volume explorer — O >

You can mount hidden volumes here

Some hidden volumes may be inaccessible even after successful mounting. For example, the volumes have =
araw file system, an encryption software protects the volumes' data, etc. c

Yolume name Drive Size File system Status
E] Device\HarddiskVolume2 D:Y 1397.25GB NTFS Cnline
E] Device\Harddiskvolume4 E:l 1863.00 GE MNTFS Online
E] Device\HarddiskVolumea C:h 418,91 GB MNTFS Online
Eq \Device\HarddiskVolume7 FzY 2.00 GE Mounted

o
[
1

L]
=t

]
T

## | <<<< Home << Back | Mext > Exit

He 3a6y,que OTK/IIOYUTL €ro, ec/ii OH BaM 60/iblle He HYXEH.

Vmelite B BuAy, HekoTopble pasfesibl MOryT OblTb HEMPWUrofgHbl A5 UCNOMb30BaHWA [aXe Moc/ie YCMNeLHoro
MOHTMpOBaHWsA. Hanpumep, ecnv pasgen vMeeT daifoByto cuctemy raw, 3awundposaH npu nomowin MO ans
WwucpposaHua gunckos (kpome BitLocker) n Tak ganee.

3.8.6  locnegHwe N3MEHeHHbIE (haiibl

WHorga TpeGyeTcsi BbISICHWTb, Kakue (paisibl WM nanku 6bUM Co3faHbl WM M3MEHEHbl B OMpefesieHHbi
MPOMEXYTOK BpeMeHU. YAMBUTE/bHO, HO B VIHTEpHETe He Tak MHOTO YA06HbIX YTUAMT AN 3Toro. Mbl nocTapa/iMch
cAenatb Takoli MHCTPYMEHT, Npy 3TOM MaKCUMaslbHO YNPOCTUB €ro B UCMO/b30BaHWK. Bce, 4To BaM HyXHO, 3TO
yKasaTb MecTo No1cKa U BPEMEHHOM AnanasoH A1 UCKOMbIX daaiinoB/nanok.

3afaHne HayaslbHOM TOYKUY MovcKa
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D) Last modified files x

Extract and view history information (step 2 of 4)
Select a drive or a folder where to search files, The folder tree can be used to setup multiple custom

locations. H]

Where to search

() all local hard disk drives (") selected drive
() 'Documents' folders for every user i®) Al files and folders for selected account
() 'Documents' folder for selected account () spedfied location(s)

User profile directory
D:\WUsersitest w

<« Badk Mext == Exit

UTobbl 3agaTb NporpaMMe HauyasbHylo Touky A/s noucka diaiinos, BblbepuTe OAHO U3 NpeaonpeaeseHHbIX
3HaueHuii. Hanpumep, nanky [OKYMEHTOB OnpefesieHHOro nosb3oBatessi, BeCb ero npodmsib U T.4. Kpome Toro,
MOXHO YKa3aTb COBCTBEHHbI MNyTb UM BECh XECTKMWIA AUCK.

BpeMeHHOW Anana3oH A5 UCKOMbIX ddai10B
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D) Last modified files - X
Extract and view history information (step 3 of 4) Il
Set up additional output filters to skip unnecessary items. | T : |
Cutput filter

(®) Show files/folders with the creation date that fit into the spedified range
() Show files/folders with the last modification date that fit into the spedfied range

Err ok |D1.1[J.2[118 [T | |@ 0:00:00 = |
oAk |05.1n.2018 &~ | |@23:59:59 = |
<« Back Mext == Exit

B atom guasnore BblbepuTe, 4YTO HYXHO MCKaTb: duaiinbl/nanky C onpegeneHHol Aatoii co3gaHus wunv gaToi
n3MeHeHusi. MOXHO HacTpPOWTb BPeMSst BM/IOTb A0 HECKOSIbKMX CEKYHZ WM MOSIHOCTHH OTK/IYUTL CEKyHAbl. B
nocsiefHeM crlyyae nporpamma 6yAeT Npou3BOAUTL MOUCK MO AHSAM.

Mouck NocsieAHNX N3MeHeHHbIX dan10B
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3.8.7

3.8.8

D) Last modified files - X
Extract and view history information (step 4 of 4) I |
Right-dick the list to view the context menu. | DD|

=¥o
=5 Users

=== John
-5 .dotnet

[#-T AppData

Scanning directory structure,

ltemns processed/found: 718419

Cancel

<« Back Exit

lNocne ToOro, Kak Bce Hac‘l'por/lKM 3afiaHbl, nNporpaMmmMma Ha4yHeT NOUCK BCEX (mﬁﬂOB, BK/llOYasA BJIOXKEHHbIE Mankn n

dhanbl, 3a yKasaHHylo gaty.
ByabTe Tepnen1bl, NOUCK MOXET 3aHATb 40BO/IbHO MHOTO BPEMEHN.

MNocnegHne N3MeHeHHbIe nanku

3TOT MHCTPYMEHT BefleT cebsl TOUHO TaK Xe, Kak npefbiayLinii, 3a UCK/I0UeHMeM TOro, UTO MLLeT nanku BMEeCTo
dhaiinos. Moxanyiicta, 06paTMTECh K MHCTPYMEHTY NOUCKA (UAIIOB A/1S1 MOYUEHUst A0MNONHUTENbHO HGOPMaLN.

KanbKynsiTop KOHTPO/bHOM CyMMbI MW X3Lla

3TO UHCTPYMEHT nNpefHa3HayYeH Ans obecneyeHnss NPoBePKN LeNoCTHOCTU AaHHbIX NyTeM CO34aHUs KOHTPOJ/IbHbIX
CYMM U1 X3LWMPOBaHWA ¢uainfioB. YTMuta Ucnonb3yeT pas/inyHble asroputMbl XelunpoBaHus, Takne kak CRC32,
MD5, SHA1, SHA-256 n SHA-512. OHa MOXeT paboTaTtb B MakeTHOM pexume, OAHOBPEMEHHO BbIYUC/SAS WU
NpoBepsis KOHTPO/IbHbIE CYMMbI HECKOJIbKMX (haii/ioB 13 No6oro 3afaHHoro Katasora.
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BbI6op thavisia unu katasiora

ﬁ File checksum calculator _ 0 w

Creating or checking file checksum (step 2 of 3) =
Select between single file or multiple files processing modes ER

Warking mode
(7} Create or check the checksum of a single file
File

() Createfcheck checksums of multiple files

Folder D:d HES

Process files in all sub-folders (in selected folder otherwise)

[] Do not scan for saved chedksums. Set this option for new chedksum calculation only.

#ﬁ | <<« Home | | << Back Mext == | Exit |

Mporpamma MOXeT paboTaTb B ABYX peXumax, obpabatbiBas Mb60 0ANH, NGO HECKOSbKO (haiifioB 04HOBPEMEHHO.
Bblbepute TOT, KOTOpbIA Bam 605ee nogxogmuT. Mpn 1cnosnb3oBaHuM pexmnma paboTbl C HECKOSbKMMK diaiinamm
6ynbTe OCTOPOXHbl. HecMoTpsi Ha TO, YTO BbIYMC/IEHWE KOHTPOJIbHBIX CYMM TbICSH (hali/iloB He 3aliMeT MHOro
BPEMEHM, BbIBOA pe3y/ibTata paboTbl MOXET MPUBECTU K CTYMOPY Ha HEKOTOpPOEe BpeMS.

Mo yMon4aHWio nporpaMmMa W BbIMUC/ISIET, U MPOBEPSIET KOHTPOSIbHbIE CYyMMbl OAHOBPEMEHHO. Bbl MoOXeTe
OTK/TIOUYUTL NMPOBEPKY KOHTPOJIbHBIX CYMM, YCTaHOBMB COOTBETCTBYHOLLYIO OMLMIO.

BbIBOA, Pe3Y/1bTATOB CO3AaHUs/NPOBEPKU XILLE
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) File checksum calculator = O x
Creating or checking file checksum (step 3 of 3) j—
Usually, the chedksum is used to figure out if a file was changed or not. Use the context menu to save the =
calculated checksums, Mext time the program finds the saved checksum, it will use it to determine if the :ER
corresponding file was modified or not and then will mark the hash column either in red or in green colar.
File name CRC32 MD5 SHAT SHA =
Al L <Al L <Al L <Al je, =
b lint DEBFEBEC GDB75598504445C1B... [CZ3157AR30CEATETIEETR. .. |3TEL
222 pcap F1EARCTC 6Z369808AZ3EADOY ... | Z3ERS5852A9928493559B4 ... |BBDI
1rar T3GREFS3 CFDSDEZBG4ABFS115... [Fe41DD77RESE4AD01DE614. . | 36B0
1 wifiprdump GOCD3BD3 bARZ42D06333E445. . [SCDGFCHETBAFTITITFGF2T ... | F958
111 10D1BOEC F024EBF45ABARF2... | EB4BDBASODAIFE0DS03D... | 12B8
bug wifipr D&5250D2 6332793CEAANGETT ... | 2078251 AASS3A0FCICEES... |ESCE
bug rar TAMEATT ABIFOCT1351D2E6FD... |8521FEFOF1S8CFOZFFGED ... |DB15
8C_53 C3 DF_2F 9Bcap D3ICZ54F6 F4EABC1387EBIEGRS. .. |47237IFB967I38592CHB3... |B235
1cap D6Z542B1 DRSBCAATZ0F42ECE . | 2264101B36524E61350A5.. |D81B
2cap DE2542B1 DESBCAATZ0F42EC2 . | 2264101B36524E61350A5... |081B
4 cap DE2542B1 DESECAATZ0F42EC2 | | 2264101B36524E61350A5.. |D81B
C4-68-D0-5B-14-52_handsh... | 63A55451 FO331ASDECETFAST ... | 551206505EDDFS3B0ESF... |B1DE
CALE NALRE 1407 handsk | H7AERTA ErENEERAEECRETM | F76116RARANEILORE1D3E | 30AE T

| L | il b
Total files: 147, data size: 109.71 MB

% |  ==z< Home

ANTOpUTM  MPOBEPKM  KOHTPOJIbHLIX CYMM [0BO/IbHO MpOCT. Kak ToMbKo mnporpamma o6HapyxuT dmiin ¢
COOTBETCTBYIOL UM paclumpeHvem (*.crc, *.md5, *.sha, *.sha256 nnm *.sha512), oHa 6yaeT ucnonb3oBarts ero 4/
CpaBHEHVS C BbIYUC/IEHHBIM X3LLEM.

<< Back Exit

Hanpumep, Korga nporpamma HaxoguT giaiin ¢ nmeHem readme.txt, oHa cHavana Bblunucnset CRC32, MD5, SHA1,
SHA256 nim SHAS512 xaw 3toro duainna. 3aTem CKaHvMpyeT TeKylluid kKatanor Ha Hamume readme.txt.crc,
readme.txt.md5... readme.txt.sha512 daiinioB 1, ecnm TakoBOW HalfeH, CUMTbIBAeT X3W M3 3Toro duaiina u
CpaBHMBAET €ro C BbIMUC/IEHHbIM X3WeM. Ecim xawun coBnagaloT, UHCTPYMEHT MoMedvaeT COOTBETCTBYHOLL, Ui
cTonbew, TabnmLpbl 3e/1eHbIM, B MPOTMBHOM C/lyvyae - KpacHbIM LBETOM (4TO O03HayaeT, 4To daiin 6bl1 N3MEHEH C
MOMEHTa COXpPaHeHUs X3La).

UT06bI COXPaHNUTL BbIYUCIEHHBIA X3 (bI), L e/IKHATE NMPaBOA KHOMKOM MbILLN TabuLy, OTKPOATE KOHTEKCTHOE MEHHD
1 BbibepuTe 'CoxpaHnTb'.

3.8.9  Mowck fy6mkaToB haiinos

Ecnm y Bac ecTb TbiCSiuM My3blKaslbHbIX (PAIASIOB, AOKYMEHTOB, dioTorpadwmii v BMAEO U BaM He XBaTaeT MecTa Ha
[CKe, 3TOT MHCTPYMEHT MMEHHO A/ Bac. OH NOMOXET HaliTn U yaannTb HEHYXHble Ay6nmKaTbl ¢oaiifioB, a Takke
nycTble ¢ualifibl M manku 6yKBa/lbHO 3a Mapy LW eMYykoB MbIWW. Mbl NocTapasincb CAenatb 3TOT UHCTPYMEHT
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MaKC/Ma/lbHO ObICTPbIM 1 ONTUMU3MPOBA/IM  CKOPOCTb a/roputMa  noucka [Ay6/vkatoB [Ansi pa6otbl C
COBPEMEHHbIMW TBEPA0TE/TbHbLIMM HAKOMUTENIIMIA U MHOFOSIAEPHBIMU NMPOLIECCOPaMK.

Bbi6op kaTauiora(oB) A5 novcka dai1oBbIX AYO/MKATOB

) Duplicate file finder = O ey

Search for file duplicates (step 2 of 3)
Select the folder to search for duplicate files. You can set multiple locations. For example, drive C:Yand Dty

m-JE] c:\ [0S, 931.10 GE]
D:\ [Data, 465.75 GB] Do not scan system files and folders

Do not scan hidden files and folders

Do not scan OS folders (26WINDIR %, %%PROGRAMFIL. ..
Skip zero-data files

[] skip zeroHength files

[ Do not process sub-folders

Frompt to delete empty folders

Prompt to delete zerodenath files

Folders selected: 1

<< << Home =< Back [ | Mext == [ | Exit

BbibepurTe MCXOAHbIN ANCK, NanKy WM HECKO/bKO Manok, rae 6yaer npoucxoauts nouck ay6nuvkatos. MNporpamma

npegsiaraet He60/bLIOK HAbop AONOMHUTENBHBLIX OMUWIA:

e Do not scan system files or folders. He ckaHupoBaTts (nponyckatb) daisbl 1 nanku, y KOTOpbIX YCTaHOB/EH
atpubyT SYSTEM.

e Do not scan hidden files or folders. He ckaHupoBats (Mponyckatb) daiisibl U nanku, y KOTOpbIX YyCTaHOB/EH
atpnéyT HIDDEN.

e Do not scan OS folders. He ckaHupoBaTb cucTemHble narnku Windows, Takve kak %WINDIR%, %

PROGRAMFILES%, %PROGRAMDATAY u T.4.

Skip empty-data files. MponycmTe diaiinbl 3an0/IHEHHbIE OAHUMW HYIAMMU.

Skip zero-length files. He obpabatbiBaiite dhaiinbl C Hy1EBOI O/IMHOIA.

Do not process sub-folders. CkaHupy/ite TO/bKO TEKYLLL Wi KaTasior, He N1e3Tb BO B/IOXKEHHbIE Manku.

Prompt to delete empty folders. 3anpoc Ha yganeHue nycTbiX KaTasioroB. Vcnonb3yiite ¢ OCTOPOXHOCTBLHO.

Windows 1cnosb3yeT HEKOTopble My CTbIE KaTasioru.

e Prompt to delete zero-length files. 3anpoc Ha yaaneHve aiinos ¢ HyneBoli A/ IMHONA.
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Pa6oTa C HalAeHHbIMU AYGIVKATAMMU

@ Duglicate file finder —

O x
Search for file duplicates (step 3 of 3)
The program combine found duplicates into groups. You can use display rules to hide unnecessary items. Be

careful deleting duplicates: the logical drives may differ from those ones used in your live system!

File name Full path File size Created Modi <
[] 0C-82-68C3ECEL . [Elcaps'cap 946 MB 202302 27053116 | 2014
0C-82-63-C3-5C64 ... |E’caps'cap 946 MB 202302 27053116 | 2014
Gmoup 684
[ 123(1) cap E\caps'cap 12.23 MB 0230227093116 | 2015
123cap Ecaps'cap 12.88 MB 20230227 09:31:16 | 2015
Group 685
[] 28-FF-3E-AD-61-2E_... | E:\caps'cap? 2055 MB 202302 27053118 | 2018
0826+28-FF-3E-AD-... |E’caps‘cap? 2055 MB 2023022705317 |2018
Group 686
[] 1318172821+024 cap | E:\caps'caph 34 45 MB 2023.02 27 09:31:21 2016
1318172821024 cap | Ecaps'capb 3 .45 mB 2023.02 27 09:31:21 2016
Group 687
[ 020 (?).cap Ecaps'cap? h&.78 MB 2023022709317 (2018 =
020-F8-83-A6-FF-25... | E\caps‘cap2 5673 MB 2023022705317 (2018 -
4 T »
Files checked: 5530, duplicate groups: 687, duplicate files: 919, disk space wasted: 507.23 ME, folders skipped: 0,
files skipped: 2

o

#ﬁ. |  <<<< Home | |  <<Back | Next =3 | Exit |

Kak To/ibKo MpoLEecc CKaHMPOBaHWs 3aBePLUMTCS, NporpaMma cHadasia nonpocuT yaa/ints BCe HalgeHHble nycTble
(haiinibl M Nanku (ec/mM ycTaHOB/IEHbI COOTBETCTBYHOLME NMapameTpbl). ByfbTe OCTOPOXHbI, HEKOTOpble MycTble
3/1IEMEHTbI MOTYT MCMO/Ib30BaTLCS ONEPALMOHHON CUCTEMOIA. STOT napamMeTp 4YacTo MCMosb3yeTcsl A/ OYUCTKM
CTPYKTYPbl KaTasloroB.

Hanpumep, kak B Windows 10, Tak n B Windows 11 ecTb owubka, 13-3a KOTOPOI CO34atTCA TbICAYM NYCTbIX

narnok B Kartasiore

C:\Windows\System32\config\systemprofile\AppData\Local

Bce nycTble nanku BoIrifggar 1ak: tw -XXXXXXXXXXXXXXXX.tmp, rge X - wectHaguatepnyHoe 3HavyeHve.

Bbl MOXeTe ucnonb3oBatL NporpaMmmy 419 yaaneHns 3TMX NyCTbIX B/IOKEHHbIX NanokK U3 UCXOAHOro katasora. Ho

CHauvasia ybeauTtech, YTo 6blIM yCTAaHOB/IEHbI MO KpaiHel Mepe ABa napameTpa:

e He obpabatbiBaTb B/IOXEHHbIE Manku. JTOT napameTp rapaHTMpyeT, 4To mporpaMma He 6yaeT obpabatbiBatb
nycTble Nanku rayoxe B/IOKEHHON Nanku NepBoro ypoBHS.

e 3anpoc Ha ygasneHue nycTbIX nanok

RWP o6beavHsieT Bce HalifeHHble ay6nmkatbl ¢iaiinioB B rpynnbl. Fpynna cocTouT No KpalriHeid mepe n3 ABYX
NAEeHTMYHbIX diaiinoB. Mo ymonuaHuio nporpamMmma aBToMaTMyeckn BbiGMpaeT AN yaaneHne Bce 3/IeMeHTbl nocse
NepBoro B kaxgoli rpynne. Bbl MoXeTe Bblbupatb WM OTMEHATb BbIGOP /t0ObIX HEOOXOA4UMBIX 3/1EMEHTOB WK
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HacTpauBaTb CBOM COGCTBEHHbIE NpaBusia 0TOGpaeHUs. Hanpumep, 4To6bl CKpPbITb BCe (oaii/ibl pasmepoM meHee 1
MB, ucnosnb3yiite NpaBWI0 0TOBPAKEHWS!, KaK NMOKa3aHo HUXeE.

Advanced display rules et

Files that do not conform to at least one of the active rule will not be shown Y

[ Location folder

[
4

W
[
4

[ File name contain

W
4

[] File type

ile size igger than - yies -
(7] File si bi th =] 1 MByte [=|

(1]

[ File created befor *[|2023.03.20 17:05:35 ~ &

* |[|2023.03.20 17:05:35 = -

m

[ File modified befor

oK | Cancel |

3.8.10 YpaneHue HeHyXXHbIX (DaliNIOB 1 OUNCTKA peecTpa

3OTa (yHKUMA NporpaMMbl NO3BONSET M36aBUTLCA OT HEHYXXHbIX (DAV/IOB 1 3anuceli peecTpa Ballero KomnbTepa 1
yCTpaHAeT I'IpOﬁ]'IEMbI nponssoanTe/IbHOCTA BCE CUCTEMBI. I'Iporpalvuvla BbINOJ/IHAET BCECTOPOHHIOK OYUCTKY
AncKa, NpoM3BOAA MOUCK MYCOPHbIX (paiisioB, KOTOpble Hakan/mMBatoTCs cO BpemeHeM. Ciofa BXOAAT BPEMEHHbIE
davinbl, cucTeMHble U Bpay3epHble K3, cTapble 3arpy3ku, HeHyXHble pe3epBHble KOMuM U MHOroe Apyroe.
YpaneHve 3T0ro LMgppoBOro Mycopa OCBOGOXAaeT MPOCTPaHCTBO Ha AMCKe, Y4TO NPUBOAUT K Gonee 6GbiCTpOMY
3anycky nporpamm, yBe/MuyMBas CKOPOCTb 3arpy3ku VIHTepHeT cTpaHud, Yy/ydwas OT3bIBUMBOCTL WU
npon3BoanTe/ibHOCTL CUCTEMBI.

BblI60Op CUCTEMHbIX KaTa/10roB U Npodhuas nosib3oBartess
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| %2 Junk file remaover and registry cleaner = O *

Removing junk files and cleaning the registry (step 2 of 3)

Select Windows directory (for example, D:Windows) or point one manually if the program fails to detect it
automatically, A typical location for the profiles directory is C:\Users

Where to search

al users

dl Uil o

T

() Specified user account

Windows directory, User profiles

Windows directory D:windows v |
Profiles directory D:Ysers ~ |
User profile passc -

#ﬁ | <<<< Home | |  <<Bak | | Mext=x | | Exit |

Brarogapsi NpocToMy W MHTYUTUBHO MOHATHOMY WHTepdeeiicy, nporpamma o6ecrnedymBaeT onmMu3auuio 6e3
0COObIX CJIOXHOICTEl U C/IOXHBIX HACTPOEK, YTO MOAXOAUT AaXe As TeX, KT0O COBCEM He pasbupaeTcs B
KomnbioTepax. UToGbl HauyaTtb, Bblbepute Katasior Windows U LeneBoro nosib3oBartesnisi, Npodwisib KOTOPOTO Bbl
XOTUTE OTCKaHMPOBAaTb.

YaaneHne HeHyXXHbIX dhai/lIoB 1 OYMCTKA peecTpa
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3.8.11

) Junk file remaver and registry cleaner = O *
Removing junk files and cleaning the registry (step 3 of 3)
To boost your PC's performance, start by analyzing your system for junk files and registry keys, Then i

select/deselect items you need. Afterward, dick the <Clean up= button to permanently remove the
selected items. Also you can view a detailed list of found items by accessing the report from the context

Component name Total size File and registry keys
<Al S| <Al S| <Al jo
= [¥] (<) Browsers 2313 MB 31
Chromium Auto Fill Data 262 MB L
Chromium Cookies 288.00 KB 1
Chromium History 1408.00 KB 2
Chromium Telemetry 476.03 KB 7 =
Microsoft Edge Auto Fill Data 152.00 KB 1
Microzoft Edge Cookies 60.00 KB 1
Microsoft Edge History 160.00 KB 1
Firefox Autocomplete Histony 443.00 KB 2
Intemet History Extras 1716.00 KB 4
Login Data Extras 336.00 KB 2
Edge Intemet History Extras 160.00 KB 1
Edge Login Data Extras 60.00 KB 1
Opera Intemet History Extras 15.16 MB 2
Opera Login Data Extras 184.00 KB 1
BE Operating System 8376 GB 12 186
Lilities 1094 10
s Muttimedia 5.08 KB 42 -
1 I [ 3
| Analyze | Selected 89.78 GB in 44 items | Cleanup |

o

## | << << Home | | << Back | et | Exit |

B dwHa/lbHOM [Ma/ioroBOM OKHE LLESIKHATE KHOMKY 'AHa/in3'. 310 3anyCTUT MPOLECC CKaHUPOBAaHWS, KOTOpbIi
3anofiHUT Tab/nLly CrMCKOM HaifeHHbIX W MOTEHUMasTbHO HEHYXHbIX (paliloB M koueli peecTpa. Bbl MoxeTte
BbIGPATL WM CHSTb BbIGOP C OMpefesieHHbIX 3/EMEHTOB B Tabnule, npexge 4em nepeitm Kk oumctke. UToGbl
OKOHYaTe/IbHO YA/INTb OTMEUYEHHbIE 3/1EMEHTbI, HKMUTE KHOMKY 'OUNCTUTD'.

Mepen O4YNCTKOW CUCTEMbI PEKOMEHAYETCS CO3[aTb PE3EPBHYH0 KOMWIO peectpa U BaXHbIX (paiifioB, 4TOGLI
obecrneunTs BO3MOXHOCTb BO3BpaTa. JdTa MPeAOCTOPOXHOCTb MOMOXET 3allMTUTL BallM faHHble Ha ciyivail
BO3HUKHOBEHUS HEMNpeaBuaEeHHbIX NPoG/ieMm.

AHanM3atop AMCKOBOrO NpPOCTpaHcTBa

AHa/n3 cBo604HOr0 MecTa Ha BalleM KOMMbloTepe MOXET 6biTb C/I0XHOI 3aAaueli, Ho 6narofapst HOBOI doyHKLMK
MporpammMbl, 3TO CTa/I0 MPOCTO M HEBEPOSTHO ObICTPO. Bam HyXHO /Mlb BbIGPATb AMCK, M NporpaMma
aBTOMATMYECKN OTCOPTUPYET BCe iaiinibl M NankyM Ha HEM B 3aBUCMMOCTV OT 3aHMMAaeMoro MecTa, MpakTUYecku
MFHOBEHHO. ® aKTMYecku, 3T0 OAMH U3 CaMbIX ObICTPbIX MHCTPYMEHTOB A/ aHasm3a CBOGOAHOro MecTta. Mocne
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3aBepLUeHnsa aHam3a Bbl CMOXeTe co3faTb U MPOCMOTPETL OTYET O COCTOAHUM AUCKA WM YAaUTL HEHYXXHble
3/IEMEHTBI, YTOObI 0CBO6OAVITb AO0MOoJ/IHUTE/TbHOE MECTO.

BbI60Op /IOrMYECKOro AmckKa

@ Disk space analyzer

Analyzing storage space (step 2 of 3)
Select the disk you want to analyze

Select a disk
F:\ (HDD, Unknown): 237.77 GB

Disk F: 237.77 GB

Used space, 26.3%

() Used space 62.42 GB

() Freespace: 175.35 GB

Free space, 73.7%

<<« Home << Back | | Hext == | | Exit

Bbl6epuTe flornyeckuii AUCK, KoTopblii HE06X0AMMO NpoaHaIM3NPoBaTh. Mpy NepBoOM 40CTyNe NPOrpaMMmbl K AUCKY
MPOVUCXOAUT aHa/IM3 ero CTPYKTYpbl M COXpaHeHue 3Toil uHdopMauun B daiine kawa. O6bIMHO 3TOT NPoLEecc
3aHMMaeT MeHee MUHYTbl, HO MOXET CWU/IbHO 3aBUCETb OT KofMuecTBa (haii/loB Ha AWCKe M ero ckopoctu. lMocre

3TOr0 KaXAblii nocneayoLL nii aHasma gucka NpovMcXoauT NoYTU MrHOBEHHO.

AHa/1M3 CBOOOAHOIO MecTa

Copyright (c) 2024 Passcape Software. All rights reserved.
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‘) Disk space analyzer = O et
Analyzing storage space (step 3 of 3)
Select a folder on the list of disk tree to view its properties, Right-dick to bring up the context menu, ® ‘
= [E] F: [68.92 GB] a ) L
(7 Windows.old [21.35GB] | _ F FAWindows
=[]/ Windows [17.35 GB] 3 = [ 16.83 GB] System32
| I System32 [5.83 GB] L [ [6.35 GB] WinSx5
[ WinSxS [6.35 GB] = [[] [1014.86 MB] SysWOW64
[ SysWOWB4 [1014.86 M8 [] [532.30 MB] Microsoft. NET
[ Microsoft NET [532.30 M
[ assembly [440.12 MB] / [] 1440.12 MB] assembly
[ 1 ServiceProfiles [367.64 M / [ [3657.64 MB] ServiceProfiles
Fonts [345.83 MB] [] 1345.83 MB] Fonts
% SRR [0 [300.44 ME] Panther
SystemApps [234.37 MB]
234.37 MEB] System&
DF SystemResources [176.30 '-.1 O ] SystemApps
[} SoftwareDistribution [123. [] 1176.30 MB] SystemResource
|:|}| Speech [102.84 MB] ! ] [123.33 MB] SoftwareDistrib
Installer [85.36 MB] [0 [734.08 MB] Others
[ T'INF [23.10 MB] _
FE T T i | = =
« i = |

#ﬁ. | <<<< Home | | <<Back | Next =3 | Exit |

MporpaMma aBTOMaTMUYeCKM OpraHv3yeT (uai/ibl 1 Nankvu B 3aBUCKMOCTU OT MX pas3Mepa Takum o06pasom, uto Te,
KOTOpble 3aH/MAlT HanGosblliee MECTO Ha AMUCKe, OTOBPaKAIOTCA B CMMCKE B MNepBylo ovepedb. Mo3ToMy, MOXHO
ObICTPO OnpeAenUTb, Kakue daiifibl WM Nankvu 3aHMaroT 60/bLIYH YacTb LIEHHOTO [MCKOBOTO MNpOCTPaHCTBA.
Monb3oBaTeM MOTyT WUCMOMb30BaTb KOHTEKCTHOE MEHI0 A1 OTKPbITUSE MECTOMNONOKEHUs nanku wim duaiina,
0CBOGOX/EHUs MecTa NyTeM yaaseHns BbiGpaHHbIX 3/1eMEHTOB UK CO3[aHNsi OTUeTa O AUCKE.

3.8.12  AHanus aucka

OTOT MHCTPYMEHT aHasm3a ¢haiiioB 1 Nanok No3BoNseT BaMm:

MonyunTb ray6okoe NoHMMaHUe CTPYKTYPbl U COAEPKAHNA BaLLMX XECTKUX AUCKOB

MrHOBEHHO CKaHMpOBaTb OTAE/bHbIE MarnKy UM BECb AUCK LENMKOM

AHam3npoBath ¢alinbl No iy uam pasmepy

MrHoBeHHO onpeaensTb (haiifibl onpegeneHHbIX qopMaToB, TakuX Kak M300paKeHus, BUAEO UK 4O0KYMEHTbI
Mpon3BoamnTL NOUCK (PaliNIoB MM KaTauloroB, 3aHUMAaIOLL, X caMoe 60/1bLLIOe MEeCTO Ha AUCKe

leHepupoBaTb NOAPO6HbIE OTYETHl, OMUCbIBAKOWME TUnbl AaNNoB, WX pasMepbl, atpubyTbl, Aatbl
MoAudmKaumm/co3faHnsa 1 npoyee.

BbI60p 10rnyeckoro ancka
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‘) Disk space analyzer = O x

Analyzing storage space (step 2 of 3)
Select the disk you want to analyze

Select a disk

F:} (HDOD, Unknown): 237.77 GB [ =]

Disk F: 237.77 GB

Used space, 26.3%

() Used space: 62.42 GB

(| Free space- 175.35 GB

Free space, 73.7%

| <<« < Home | | << Back | | Mext == | | Exit

BblGepute flOrMYecknii AWUCK, KOTOPbI BaM HYXHO npoaHa/mM3MpoBats. lpy nepBoMm AoCTyre nporpaMma
COXpaHsieT CTPYKTypy paii/ioB M namok B K3W-¢haiil. STOT MpouUecC O6bIMHO 3aHVMAeT MeHee MVHYTbl, XOTs
MPOAOKUTENILHOCTL MOXET BapbMPOBaTLCS B 3aBUCUMOCT OT 06beMa 3/IEMEHTOB Ha [UCKe U CKOPOCTU Camoro
avcka. ocnie 3Toro Kaxablii nocneayownii AoCTyn K 3aK3LWMPOBAHHOMY AWCKY MPOUCXOAUT MNOYTU MIHOBEHHO!

AHaNN3 ANCKA
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=

‘&) File statistics = O x
Analyzing file types (step 3 of 3)
Select a folder on the list of disk free to view its properties. Right-click to bring up the context menu. [ @ﬂl
=l - General information -
SRecycle.Bin Diate 2023.12.06 11:25:07 =| |
SWinREAgent Scan time < 1sec
[T irtet Peformance 505155 files/sec
OneDriveTemp Diisk F:
[ 7 PerfLogs Overall
[ 1 Program Files Total directories 69 330
EP Program Files {(x86) Total files 323 807
ProgramData Total size 68.92 GB
Recovery Fle attibutes
System Volume Information READOMLY 185 '
[T Users HIDDEN 1144
[T Windows SYSTEM 2302
[ T Windows old ARCHIVE 313745
ENCRYPTED 1]
COMPRESSED 537
Directory attributes -]
4. L rgy|
#ﬁ | << << Home << Badk | | Mext == | | Exit |

Y Bac ecTtb BO3MOXHOCTb NMpoCcMaTtpvBaTth CTATUCTUKY Kak AJ/19 BCEro AUCKa, Tak W A8 OTAe bHbIX nanok. pocTto
BbIGEPUTE BblAENMTE COOTBETCTBYHOL WA KaTanor. YTtobbl co3gate OT4ET B dopmare HTML, Bocnosnb3ylitecb
KOHTEKCTHbIM MEHIO.

3.8.13  BbICTPbIA NOWCK Ha AUCKe

JTOT MHCTPYMEHT npeAHasHaveH A1a BbICTPoro novcka ainioB U UX COAEPXMMOro Ha BblbpaHHOM aucke. Halw
MOWCK SIBMISIETCS CaMbIM ObICTPLIM CPean aHaormuHbix nporpamm Windows. Hanpumep, nouck no uMeHun daiina
Ha 06bl4HOM Aucke (MPUGM3UTENBHO OKOMO 1 MUIMOHA (PAIAIOB) MPOMCXOAMUT MOYTU MIHOBEHHO M 3aHMMaeT
0kos10 1 cekyHabl. Kpome Toro, nporpamma MMeeT pacLUuMpeHHble npaBuia Noucka, Kotopble MOryT Y/A0B/IETBOPUTL
[laXe UCKYLLEeHHOro Nosib3oBaTesns.

BbI6op aAncka
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‘) Fast disk search = O *
Fast disk search (step 2 of 4)
Select the disk you want to search [ @oi
Select a disk
G} (HOD, Unknown): 237.77 GB [ =]

Disk G: 237.77 GB

Used space, 26.3%

o

() Used space 62.42 GB

() Freespace: 175.35 GB

Free space, 73.7%

% | <<=« Home << Back | | Mext == | | Exit

Bbl6epuTte AMCK, HA KOTOPOM HEOBXO/MMO BbIMOHWUTL MOWCK.

HacTpoiika npaBua n napameTpoB Noucka
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‘) Fast disk search = O x

Fast disk search (step 3 of 4)
Create at least one search rule in order to continue, If you use multiple rules, check if advanced options are set

properly.
What to search Condition
Full path | = || contains [ = || Yminecraft} |+|
File name wildcard 'ops®,json’ | F |
Full path contains "minecrafty —
1%
| #|
| |
| X |
||
L]
=]
_ I (7) Search speed: FAST
!
<< << Home << Back | | Mext == | | Exit

MporpaMma npeaocTaB/IsSeT WUPOKMIA CNeKTp NpaBusl, KOTopble MOXHO KOMGWMHMPOBATL Mexay Co6oil. KHonka ¢

HacTpoiikamu 3a4aeT NopPsiA0K KOMOGUHUPOBAHWSI NPaBUIT:

e Ecim BbiGpath 'CoBnageHne BCex npaswsT, TO MOUCK CUMTAETCA YCMELIHbIM, eC/M UCKOMbIA diaiin uam nanka
Y10B/IETBOPUT BCEM 3a/jaHHbIX NpaBuIam

e Ec/um BbiGpate CoBnageHne XoTs 6bl 0fHOTO NpaBusa’, TO MOMCK CUMTAeTCsl YCMeLlHbIM, eC/iM UCKOMbIA dhaiin
UM nanka nofoiaeT XoTa 6bl Nof, 0f4HO 3aaHHOe MPaBu/o

MpaBuia MOXHO A06aB/ATb, YAaATh, PeAakTMPOoBaTh, a Takke COXPaHsATb Ha AMCK WM unTaTb C Hero. Vimeetcs

TaKXe BO3MOXHOCTb NPUMEHEHUs1 TOTOBLIX HAGOPOB NpaBuW/ A/ NOUCKA CEKPETHbIX K/loluel, naposeii, 4amnos u

ap.

Kaxaoe npaBuio COCTOUT U3 TpEX 3/IEMEHTOB: OOLEKT Moucka, onepauust s obbekta noucka M COHGCTBEHHO
ycrioBve. Hanpumep, Ha CKpPUHLLOTe Bbille 3aaHo:

O6bEKT noncka - NOJHbIN NyTb

Onepauus - AO/DKEH cofepXaTb

Ycnosue - \minecraft\

O6beKT bl Noucka

Vimva chaiina - umsa diaiina ¢ pacwmpervem. Hanpumep, readme.txt

PacwmpeHune daiina - pacwunpenue (6e3 Toukn). Hanpumep, EXE

Pa3mep ¢halina - paamep

Tun chaina - mn danna. Hanpumep, Code - diaiinbl ¢ ICXOAHbLIM KOAOM.
ATpubyThbI dhaiina - Hanpumep, apXmBHbIA, CUCTEMHbINA, TONBKO A1 YTEHUS U T.A.
Jata co3paHua calina - gata co3gaHus 6e3 ykasaHus BpemMeHu
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JaTta mogndvkaumm daina - gata usMeHeHusi 6e3 ykasaHusi BpeMeH!

Bpewms co3gaHmna dpaina - nonHaa gara co3faHus ¢ BpeMeHeEM

Bpems mogmdukauum chalina - nosnHas gata nocaeqHero N3MeHeHNs C BpEMEHEM
TekcToBasi CTPOKa B COAEPXUMOM - CTpOKa B dpaline. Mporpamma BbINOMHAET TPEXNPOXOAHbINA MOUCK,
aBToMatnyeckn onpegensas ANSI, UTF8 n UTF16 ctpoku.

BuHapHble gaHHbIe B COAEPXMMOM - BUHapHbIe faHHbIe B dhaiine

VIMA nanku - umsa nanku ¢ paclunpeHnem, ecnm ects. Hanpumep, windows.old
PacwmpeHne nankuy - paclumpeHue narnku

Pa3mep nankwm - pasmep Bcex ¢aiinos B narnke (Bk/oYas BCE BMIOXKEHHbIE Narnku)
ATprOYTbI NanKy - aHa/I0rMYHO aN/IoBbIM aTpubyTam

JaTa co3gaHus nanku - aHasiornyHo dalinam

JaTta mogndvkaumm nanku - aHaIorMyHo doaiinam

Bpemsi co3gaHmnsa nankuy - aHaslorMyHo doaiiiam

Bpems moamdukaumm nanku - aHanornyHo daiinam

MoNHbIA NYTb - NOSHbIA MyTb NankK UK danna

Onepauuu
[ocTynHble onepauun 3aBUCAT OT OOLEKTOB MOWCKa. Hanpumep, ec/m Bbibpate UMS  draina/manku  wm

pacliunpeHune, To 6yAyT AOCTYMHbI CeayoL e onepauum:
CofepxuT B cebe

He cogepxur

MoOSIHOCTBLIO COOTBETCTBYET

He cooTtBeTcTBYET

HaunHaeTtca c

3aKaHumMBaeTCs Ha

dalinoBasi Macka

PerynsapHoe BbipaxeHune

ByabTe akkypaTHbl, 3aiaHne peryspHbIX BbIPaXKeHUiA, a TakKe NMouck TEKCTOBLIX CTPOK MOXET CU/IbHO 3amMef/UTb
MOVCK.

Pe3ynbTaTtbl Moucka
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‘) Fast disk search = O x
Fast disk search (step 4 of 4)
The table below contains a list of found files and folders. Right-dick the list to view available operations. [ @H]i
| | MName | Folder | Size | Created |
1 ops json F:\Users'\Patrick\Documents\Minecraft | 275 2022021003:.41.06 |:
2 ops_old json F:\Users'Patrick*Documents ' Minecraft | 143 2022 0206 10:5715 |2
1| i | 4
Total items: 393188, Found items: 2
% | <<<< Home << Back eGP SEARCHING == Exit

Pe3ynbTathl NOMCKa MOXHO CKonMpoBaTtb B 6ydiep 06meHa, co3gatb HTML oT4eT nnm coxpaHuTbs B ZIP apxuB.

3.9  Ytunutel

3.9.1  Mouck LOKYMEHTOB C 3alLL1TOA

OTa wHKUMS nporpaMmbl MNpefHasHadeHa QA0S noucka Ha KOoMMbloTepe  3awwmngpoBaHHbIX  [OKYMEHTOB,
3al UL EHHBbIX NaposieM apxuBOB M (halsIoB. YTuamTa npocTa B MCNOMb30BaHWM, ObicTpa B pabote U rnbka B
HacTpoiike. MOXHO 3aaBaTtb 4151 NoMCKa CBOW TWMbI GiaiisIoB.

Mpouecc HacTPOkK pasfesneH Ha Tpu YacTu:

1 Bbl6bOp TMNa AOKYMEHTA
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f'“ Search for encrypted documents X

Search for encrypted files (step 2 of 4) —

Select documents type(s) you want to search for. Use [<] and [=] buttons to manage your selection. To =
find documents that are not in the list, dick [+] button and add your own custom file mask. +

What to search for
Documents to find Available items

Adobe POF

Archives (zip, rar, 72)
M5 Access

MS Excel

MS OneMote

MS Cutlook

MS PowerPaint

MS Word Pt
OpenOfficefLibreCffice Base
OpenOfficefLibreOffice Calc =EE
OpenOffice fLibreQffice Draw
OpenOffice fLibreQffice Impress
OpenDfficefLibreOffice Math
OpenOfficefLibreQffice Writer

W

+

Chedk if document protection is set (for predefined file types only)

<«<<«< Home <« Back Mext == Exit

Mo ymonyaHuio nporpaMmma npov3BoAMT NOUCK CNeayoLL e UMbl A0KY MEHTOB:
dainnosble apxuBsbl (zip, rar, 7z)

[okymeHTbl Adobe PDF

JokymeHTbl MS Word

Tabnmusl MS Excel

Bbasbl gaHHbIX MS Access

Mpe3eHTaumm MS PowerPoint

3ametkn MS OneNote

daiinbl gaHHbIX MS Outlook

LokymeHTbl OpenOffice/LibreOffice Writer
Tabnmupsl OpenOffice/LibreOffice Calc

Basbl gaHHbIx OpenOffice/LibreOffice Base
Mpe3enTaumm OpenOffice/LibreOffice Impress
LokymeHTbl OpenOffice/LibreOffice Draw
LokymeHTbl OpenOffice/LibreOffice Math

KHonku [ > ] n [ < ] npegHasHayeHbl 4019 BKAKYEHMS B MOUCK WM UCKNOYEHNS M3 MOWUCKA ONpeaesieHHbIX TUNoB
[OOKYMeHTOB. 1719 Ao6aBieHns CBOero Tuna AokyMeHTa (KHomka [ + ]) yKauTe ero onucaHne n Macky, no KoTopoi
€ero criegyet uckatb. Hanpumep, npy nomow,n BOT 3TOM Mackm MOXHO A06aBUTb B MOMCK paisibl AaHHbIX
KeePass:

* kdbx, *.kdb, *.pwd

YytnTe, NOUCK 1 aHaM3 3alluTbl B duaiinax, 3afaHHbIX nosb3oBaTtesieM, He NPon3BoAMNTCS.
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Onuusa "MNpoBepsiTb Ha/IMuMe Maposis B WUCKOMbIX [AOKYMeHTax..." npeAHasHauyeHa A/ OTK/IOUYEHVs] MPOBEPKU
3allUTbl B HAEHHbIX AOKYMEHTax, YTo MO3BOJIIET B ONPEeAEsIeHHbIX Crlyyasix CYLL,eCTBEHHO YCKOPUTb MPoLecc
novcka.

2 BbI60p MecTa ckaHnpoBaHus

E\, Search for encrypted documnents >
Search for encrypted files (step 3 of 4)
Select a drive or a folder where to search files. The folder tree can be used to setup multiple custom
locations.

Where to search

() All local hard digk drives i_Jselected drive

() 'Documents' folders for every user () all fles and folders for selected account

(®) 'Documents' folder for selected account () spedified location(s)

User profile directory

D:YUsers\John e

<<«<< Home << Back Mext == Exit

[N ycKopeHns noucka MOXHO Cy3uTb Auana3oH CKaHupoBaHuA 3afas, K npumepy, katasior "Mou [JokymeHTb!"
onpeaeneHHol y4eTHOR 3anncu uan ykasas CBOI KaTasior.

3 Mounck BbIbpaHHbIX JOKYMEHTOB

Reset Windows Password Copyright (c) 2024 Passcape Software. All rights reserved.




PaboTa ¢ nporpammom

'E“ Search for encrypted documents X

Search for encrypted files (step 4 of 4)

Everything is ready now, Click '< < Search Files ==' button to start scanning your system for selected
documents, This may take guite some time to complete, After the process is over, right-dick the list to
display context menu,

Document name Type Protected  File size Created Mod ™
B2 bacup_123.accdb ACCDE  Yes 368 540 10/16/2018 11:37:21 07f:
EH book.dsx XLS¥ Yes 12 088 10/16/2018 11:37:39 06/
B crypt. xisx XLS¥ Yes 12 136 10/16/2018 11:37:38 06/
003 test.one ONE Yes 18 280 10/16/2018 11:37:57 08
(& nten.odt oDT Yes 7675 10/16/2018 11:38:13 11
qweiiy 123.0dp ODP Yes 13577 10/16/2018 11:38:13 11f;

@ Mew Database.odb ODB Mo 1721 10/16/2018 11:358:13 o
lIﬁislﬁar&.l:u:h oDs Mo 3432 10/16/2018 11:358:13 o3
€3 ofhjkm.odf ODF Yes 3983 10/16/2018 11:38:13 gt
@3 test2007.docx DOCY  Yes 15 360 10/16/2018 11:38:45 07/
=X WPR.zip ZIP Mo 53 362 10/16/2018 11:38:45 07/ w
< >

Processed)found 12931 [ 255

Current folder

Current progress

<<<< Home << Back << SEARCH FILES >= Exit

HecmoTpa Ha TO, 4TO nporpamMmma OnMTMMU3MpPOBaHa ANA 6bICTpOI'O NonUCKa, CKaHuMpoBaHWE XEeCTKMX AOUCKOB C
60/1bLLINM KONIMYECTBOM (*HVI!'IOM MOXET 3aHATb MHOIo BpemMeHwW.

Mocne 3aBepLleHNs MOWCKA, L e/IKHUTE NPaBoli KHOMKOW MbIWW HAa CMMCKE HalAeHHbIX LOKYMEHTOB A/ Mokasa
MEHI0 AOCTYMHbIX onepauuii. Hanpmmep, MOXHO COXPaHUTb CMUCOK HalifeHHbIX daiinoB B TekcToBbI/HTML dhain
WM co3gatb apxuB, KOTOpPbIA ByAeT BK/IoYaTh B ce65 yKasaHHbIe 3anucu.

3.9.2  CosgaHue pe3epBHOI KOMUK Napoeit n KOHpUAEHUMaNLHOR MHBOPMALIMK

VHorga XW3HEHHO BaXKHO coxpaHuTb peecTp Windows wnm 6a3y gaHHbix Active Directory. Reset Windows
Password MoxeT 6bITb Na/I0UKOA-BbIPY4a/I0UKOM A1 TEX, KOMY HEO6X0A4UMO Nlerko u BbICTPO cAenatb pesepBHoe
KonupoBaHue 3Tux gaiinos. Kpome Toro, nporpamMmma 6ykBasibHO 3a Napy K/IMKOB MbILLKOW MOXET caenatb KOnuio
BCEli NnepcoHasbHON nHGopMauun 1 naponei Ha uenesom K.

BblI60p NCTOUYHUKA dDa/10B As11 PE3EPBHON KOMUKA
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f_wl Backup passwords and sensitive information — O x

Backing up sensitive information (Step 1 of 3)
Please select what do you need to backup, source drive and target folder,

What do you want to do
() Backup Windows system registry (Z1 Memory dumps and hibernation files
() Backup Active Directory (Z) Windows search database

(") Backup passwords and sensitive information

Source drive (where Windows directory resides)

=\ w

Target directory (to save the files to)

E:\ [ f

#ﬁ | <<<< Home << Back Mext == Exit

CHavana, BbI6paB 3TOT UHCTPYMEHT, YKaXKuTe, YTO HEOOXOAMMO COXPaHUTb:

e Oalinbl peectpa Windows

e ba3y aaHHbIx Active Directory

e [epcoHasibHY0 MHGOPMaLIMo, BK/KOYAsA CUCTEMHbIE M NOMb30BaTe/IbCKME Napo/n U KUU LnpoBaHus,
Naposn MoYTbl U UHTEPHET, CePTUGMKATbI, AaHHble NOSb30BATENIbCKON 1 CUCTEMHON aKTMBHOCTW, apTediaKTbl
ONS KPYUMUHa/IMCTUYECKOrO aHa/m3a U T.4,.
HaigeHHble dlaiinbl namat unm rnbepHaumm
Basa gaHHbIx noncka Windows

Ha nepsom wware MacTepa Heo6X0AMMO 3a4aTb MCXOAHbIA AWUCK, HA KOTOPOM Haxoautcs katasior Windows, u
ueneBoli NyTb, Kyga OyAeT COXpaHeH MoJlyvyeHHbIli B pesysbTaTe paboTel apxuB c dainamu. Mo ymonyaHuio,
nporpamma npegsiaraet MepBblil XECTKUA AUCK B KayecTBE WCTOYHMKA [aHHbIX W NepBbli CbEeMHbIA ANCK
(Hanpumep, USB) B kayecTBe Le/ieBoro.

Bbl160p kaTasiora Windows 1 y4eTHO 3anucu
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@ Backup passwords and sensitive information =B
Backing up sensitive information (Step 2 of 3)
Make sure the path to Windows folder was set up correctly and choose valid one, if not, Specfy whether
you want to backup sensitive data for a single user or for all local users,
System folders
Windows directory G:Windows = |
Active Directory folder
Where to search
() search for all local accounts
@ Search for selected user account
User folders
Profiles directory Gi\Users
User profile directory |G:‘|.L.Isers‘|,.ﬁ.dministramr -
<< Back Mext => Exit

Cregytowuii war euie npowe. B cnyyae, ecnm Ha npegbigyliem ware 6bi10 BbIGPAHO pe3epBHOE KOMMPOBaHWe
peectpa wwm Active Directory, To BCe, 4YTO HEOOXOAMMO, 3TO MOATBEPXAEHVE MPABUILHO NN HalEHbl KaTasioru
Windows/NTDS. TMpu pe3epBHOM KOMMPOBaHUM Naposieil, TpebyeTcs AO0MNOMHMTENBHO 3afdaTtb /Mo Mpodwsib
nonb3oBatesisl, /MMb60 nanky € npodmnsmMum Bcex nosb3oBatesieli. COOTBETCTBEHHO, MOUCK naposnein 6yper
npou3BoAnTLCA MB0 B Npodwsie BbIGPaHHOroO Nosib3oBaTesist, MO0 BO BCEX HaWAEHHbIX JIOKaUTbHbIX NPOdWIsX.

Pe3epBHON KONMpOBaHMe
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9 Backup passwords and sensitive information —

Backing up sensitive information (Step 3 of 3)

Everything is ready now. Click "< < Backup Files =>' button to start archiving files and folders. This may
take quite some time depending on options you selected,

ey

Source drive D:Y,

Target directory Gy

Protect output archive by setting up a password

Fassword 123456
Status
Current file SYSTEM

Current progress I 10 %

Cwerall progress

<<<< Home << Back =< STOP SEARCHIMNG == Exit

®uHabHBIA  AManor ecTb He 4YTO WHOe, Kak Nporpecc 3anpolleHHon onepauun. LWenkHute KHomky <<
CoxpaHeHuve daisioB >> a5 3anycka npouecca konvposaHus. locne ygayHoro 3aBepLlleHusl B LENeBOM
KaTasiore fo/DKeH nosiButbCa *.ZIP apxuB ¢ HailgeHHbIMK dainamu. [15 3aluTbl NPUBATHLIX AaHHbIX NporpaMmMa
NMo3BO/IIET YCTAHOBUTL Naposib Ha ZIP apxuB.

BrocrieAcTBum, Bbl MOXETE UCMO/b30BaTh HafeHHbIE U COXpPaHEeHHbIE B apxvB (aii/ibl A/ aHa/m3a uim ayauta
cuCTeMbl, a Takke Ana pacluvdipoBKy naponeid. Hanpumvep, npu nomouyn Windows Password Recowery.

3.9.3  YpaneHue npuBaTHOI MH(OPMALMI NO/b30BATENS

BbI6OP UCTOYHUKA AaHHbLIX
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@ Rermove user sensitive information = | £3 |
Deleting sensitive information (step 2 of 4)
Select personal information you want to zero out of the system. The most of required files reside in your
WINDOWS\System32\config, directory.
What do you want to remove
Delete password history of regular (SAM) user account -

Files required

Path to Active Directory database

SAM registry file | C:iwindows\System32\ConfighsAM - |
SYSTEM registry file | C:\Windows\System32\ConfighSYSTEM - |
SECURITY registry file
SOFTVWARE registry file

<< Back Mext == Exit

MporpaMma MMeeT psif, AOMNOHUTENbHBIX BO3MOXHOCTeW. OfHa U3 KOTOpbIX - yAasieHMe MHJopMauun, Kotopast
MOXeT 6biTb MCMO/b30BaHa MOTEHLMA/bHBIMUA 3/10YMbILL/IEHHUKAMI /19 BOCCTAHOB/MIEHUA Naposieli yUYeTHbIX
3anvceli Ha Ballem KomnbioTepe. ByabTe BHUMATE/bHbI, AaHHas MHdopMauus yaansercs 6e3Bo3BpaTtHo, 6e3
BO3MOXHOCTU fa/ibHeliLLero BOCCTaHOB/MEHUs!. MTak, OHa BK/OYaeT B cebs creaytoly e nyHKTbI:

1. YpaneHue nctopuu naposieil CTaH4apTHbIX yYeTHbIX 3anucein SAM u yyeTHbIX 3anuceli nonb3osatesneii Active
Directory. Vctopus naponein SAM, k npumMepy, 3agaetcs B rpynrnoBOi NOMMTUKE NIOKa/IbHOTO KOMMbIOTEpa.
Start -> Run -> gpedit.msc -> OK. Wnn, ecnm oTcyTCTBYET NYHKT Run (BbINOMHUTL) B MeHo Windows, MOXHO
ncnonb3osatb ropsyune knasvwm Win+R. B 'Computer Configuration' cnyckaemcs BHu3 'Windows Settings ->
Security Settings -> Local Policies -> Security Options'. Haxoaum crnegytouyto no/mtuky: Interactive Logon:
Number of previous logons to cache.

2. YpaneHue K3LWMPOBaHHbIX naponei fomeHa. NogpobHee O K3LWMPOBaHHbLIX Maposisx AOMEeHa MOXHO NoynTatb
30€Chb.

3. YpaneHue K3lwWmMpoBaHHOro napossa Ha sxog B Windows.

4. YpaneHvne wHdopmMauMn o0 cbpoce naponsd. C NOMOWbK  AaHHOM uHdopMauuM U AguckeTsl cbpoca,

NOTEHLMA/TbHBIV 3710y MbILLMIEHHNK MOXET JIerKO BOCCTaHOBUTL OPUTMHASIbHbIA TEKCTOBbIN Napo/ib.

YpaneHve nonckasok o0 naporse.

6. OG6HyneHne SYSKEY.

o

[ns npopomkeHunst paboTsl, NporpaMmmMe TpebyeTcst ykasatsb (M BbiGpaTb U3 HalgeHHbIX) criegytol e diaisbl:

- Ypanenvie nctopuv naponein Active Directory — duaiin peectpa SYSTEM wn 6a3a gaHHbix Active Directory (caiin
ntds.dit);
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- Ypanenve nctopuu naposneii SAM — duaiinbl peectpa SAM 1 SYSTEM

- YpaneHve k3WMpoBaHHbIX Naponei gomeHa — dwaiinbl SECURITY n SYSTEM

- Ypanenvie k3WMpoBaHHbIX JIOrOH naposeii — daiinsl SECURITY, SOFTWARE n SYSTEM
- Ypanenve nHdopmauvm 0 cépoce napons - dainsl SAM, SECURITY n SYSTEM

- Ypanenvie nogckasok o napose - SAM, SOFTWARE n SYSTEM

- Copoc SYSKEY - SAM, SECURITY n SYSTEM

Bce chaiinbl peecTpa 3a uck/oYyeHWeM 6a3bl AaHHbIX Active Directory Haxopstcs B katasiore %WINDIRY%
\system32\config. F'ge %WINDIR% - katasior Windows, no ymonyaHunio C:\Windows. MecTopacnonoxeHne 6asbl
Active Directory 3agaetcs npu yctaHoBke. Mo ymonyaHuio, ato katanor %WINDIRYANTDS.

3.9.3.1 YpaneHve nctopun naponei

BbI60OP NCTOYHMKA AaHHbIX

@ Remove user sensitive information (E=0 | B3 |

Deleting sensitive information (step 2 of 4)
Select personal information vou want to zero out of the system. The most of required files reside in your
WINDOWS\System32\config, directory.

What do you want to remove

Delete password history of regular {SAM) user account -

Files required

Path to Active Directory database

SAM registry file |C:‘n,'l."u'indows\SystemSE‘n,CDnﬁg‘nSAM - |
SYSTEM registry file |C:‘n,'l."u'indn::nws\SystemSE‘n,Conﬁg‘n,SYSTEM - |
SECURITY registry file

SOFTWARE registry file

# <« Back Mext = Exit

BbI60p No/b30BaTe s
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@ Remowve user sensitive information = | | &3 |
Deleting sensitive information (step 3 of 4)
Select a user you want to remove the password history for.
User list

User name User RID

[ administrator 000001F4
[ 30hn 000003ES
|:| WORKPC 000003EA
[ krbtat 00000 1F6
[ test 00000647
[ DomainUszer 0000064E
[ testz 00000651
[ xps 00000652

<< Bark Exit

M3 crnvcka yueTHbIX 3anvceil BbIoupaem Ty, A/ KOTOpoili Heo6XxoAMMo yAa/MTb UCTOpWo naposieid. MporpaMma
NoKa3bIBaeT TOMbKO TeX NOJb30BaTesiei, Y KOTOpbIX NPUCYTCTBYET MCTOPUS.

YaaneHve nctopuv naposemn
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@ Rermove user sensitive information = | £ |
Deleting sensitive information (step 4 of 4)
Mow everything is ready to zero out the sensitive information you selected. Unlike password hashes, these
changes cannot be undone, use on your own risk, 0
General information
What to remove Active Directory user password history
User(s) affected Administrator
<< DELETE >=
<< Back Exit

XXmem <<Delete>> n HaBcerga n3baBisaemcsi OT HEHYXXHOI HaM MHdpMaLmi.

3.9.3.2 YpaneHue K3WMPOBaHHbIX Naposeli foOMeHa

BbI60OP NCTOYHMKA AaHHbIX
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Remowve user sensitive information el | &3 |

5]

Deleting sensitive information (step 2 of 4)

Select personal information you want to zero out of the system. The most of required files reside in your
WINDOWS\System32\config), directory.

What do you want to remove

Delete Domain Cached Passwords -

Files required
Path to Active Directory database

SAM registry file

SYSTEM registry file |F:‘I.Winduws‘lSystemSZ‘l,Cnnﬁg‘lSYSTEM - |
SECURITY reqistry file |F:‘I.Windnws\ﬁystem&E\,Cnnﬁg\SECURl‘l’Y - |
SOFTVWARE registry file

................................................

<< Bark © Next>>

Exit

Bb160p Nosib3oBaTe1s
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@ Remowve user sensitive information = | | &3 |
Deleting sensitive information (step 3 of 4)
Select a user you want to remove the domain cached passwords for,
User list

User name User RID

[ MetShowServices 000003ES
|:| AAMHUHWCTPETOP 00o0001F4
[ tweam_wa 000003EC
[ w1 0000045
userl 00000459

<< Back Mext == Exit

Bbl6rpaem y4eTHyt0 3anncb, K3LIMPOBaHHbIE Napo/M KOTOPOI HamM HaA0 BbIUUCTUTL U3 CUCTEMBI.

YaaneHue KalWmpoBaHHbIX Naposieit JoMeHa

Copyright (c) 2024 Passcape Software. All rights reserved.
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x,___"i“’-:' Remowve user sensitive information

Deleting sensitive information (step 4 of 4)
Mow everything is ready to zero out the sensitive information you selected. Unlike password hashes, these

changes cannot be undone, use on your own risk, 0
General information
What to remove domain cached passwaords
User(s) affected userl
<< DELETE =x>

MoaTBEPXAAEM yAa/ieHe BCeX HaliieHHbIX K3LIMPOBaHHbIX Naposie A/ y4eTHol 3anmcu gomeHa userl.

3.9.3.3 YpaneHue noKasbHbIX KILWMPOBAHHbIX Naposel

BbIGOP NCTOYHMKA A AHHbIX
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Remowve user sensitive information [E=2 | &3 |

)

Deleting sensitive information (step 2 of 3)

Select personal information you want to zero out of the system. The most of required files reside in your
WINDOWS\System32\config), directory.

What do you want to remove

Delete cached Windows logon passwords -

Files required
Path to Active Directory database

SAM registry file

SYSTEM registry file |C:‘l,'l."u'indnws\SystemSEECDnﬁg\SYSTEM - |

SECURITY reqistry file |C:‘l,'l."u'indm'-.'s\SystemSE‘n,CDnﬁg‘nﬁECURlT‘r - |

SOFTWARE reqistry file |C:‘l,'l."u'induwsEystemSl\,Cunﬁg‘nSDFﬁﬂr.ﬁ.RE - |
<< Back Mext == Exit

YaaneHue KaWmMpoBaHHbIX Maposieil NOKa1bHbIX YHe THbIX 3anuceii Windows
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@ Rermove user sensitive information = | £ |
Deleting sensitive information (step 3 of 3)
Mow everything is ready to zero out the sensitive information you selected. Unlike password hashes, these
changes cannot be undone, use on your own risk, 0
General information
What to remove cached Windows logon passwords
User(s) affected all users
<< DELETE >=
<< Back Exit

MoaTBEPXAAEM yAa/ieHe BCeX KILUIMPOBAHHbLIX naposeli Ha SIoKaslbHOM KOMMbHOTepe.

3.9.3.4 YpaneHve nHgpopmaumm o cépoce napons

BbIGOP UCTOYHMKA A AHHbIX
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Remowve user sensitive information [E=2 | &3 |

Deleting sensitive information (step 2 of 4)

Select personal information you want to zero out of the system. The most of required files reside in your
WINDOWS\System32\config), directory.

What do you want to remove

Delete Windows Password Reset information -

Files required

Path to Active Directory database

SAM registry file | C:\Windows\System32YConfigisAM - |
SYSTEM registry file | C:\Windows\System32\ConfighsYSTEM - |
SECURITY reqistry file |C:‘I.'|.“a’indnws‘|5ystem 32\Config\SECURITY - |
SOFTWARE reqistry file C:\Windows\System 32\ Config\SOFTWARE

<< Back Mext == Exit

Bb160p Nosib3oBaTe1s
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@ Remowve user sensitive information = | £ |
Deleting sensitive information (step 3 of 4)
Select a user you want to remove the Windows password reset information for,
User list
User name User RID
Administrator 5-1-5-21-/622141875-1555602231-1827735. ..

<< Back Mext == Exit

Bbl6ypaeM Mo/b3oBaTtesisl, Yblo MHGOpMaUUio Hago yaamts. Bo BpeMsi co3faHusi AMcKeTbl c6poca naposis,
3alngpoBaHHbI Maposb Nosb3oBaTenisi coxpaHsercs B peectpe Windows. Torga kak Ha camoii Auckete
HaXoAMTCA K/OY WWUGPOBaHUA. YAaueHWe 3aliMgipoBaHHOrO Maposis W3 peectpa, AenaeT JanbHeiiee
CyllecTBOBaHMe ANUCKETbl 6ecrofie3HbIM.

YnaneHve nHdbopmMaumm o AucKeTe copoca napoasa
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x,___"i“’-l' Remowve user sensitive information

Deleting sensitive information (step 4 of 4)
Mow everything is ready to zero out the sensitive information you selected. Unlike password hashes, these

changes cannot be undone, use on your own risk, 0
General information
What to remove Windows password reset information
User(s) affected Administrator
<< DELETE =x>

MoaTBEPXAAEM yAasieH e,

3.9.3.5 YpaneHue noAckasok o naposne

BbIGOP NCTOYHMKA A AHHbIX
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Remowve user sensitive information [E=2 | (] |

Deleting sensitive information (step 2 of 4)

Select personal information you want to zero out of the system. The most of required files reside in your
WINDOWS\System32\config), directory.

What do you want to remove

Delete password hints -

Files required

Path to Active Directory database

SAM registry file | C:\Windows\System32\ConfigisAM - |

SYSTEM registry file | C:\Windows\System 32\ ConfighsYSTEM - |

SECURITY registry file C:\Windows\system32\Config\SECURITY

SOFTWARE reqistry file | C:\Windows\System32YConfig\SOFTWARE - |
<< Back Mext == Exit

Moackasky 0 naponsx xpaHatca nmbo B hane peectpa SOFTWARE (onepaunoHHble cuctembl Windows XP,
Windows 2003), 6o B SAM dpaitne (Windows Vista v Bblille). PaclundpoBka Nogcka3ok TpebyeT Takke Hanmune
duaiina SYSTEM.

Bb160p Nosib3oBatens
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E} Remowve user sensitive information E=1 | &3 |
Deleting sensitive information (step 3 of 4)
Select a user you want to remove the password hints for,
User list
User name User RID
John 000003ES
<< Back Mext == Exit

Bbl6epl/ITe nosib3oBatesid, 4YbW MOACKa3Kn HEO6XO,CI,VIMO BbIYNCTUTL U3 CUCTEMbLI WU cnep,yVlTe ,Cl,aJ'IbHEVILIJeM

yKazaHusim MacTepa nporpamMmbi.

YaaneHve noackasok

Reset Windows Password
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)

General information

What to remove

User(s) affected

Remowve user sensitive information

Deleting sensitive information (step 4 of 4)

Mow everything is ready to zero out the sensitive information you selected. Unlike password hashes, these

changes cannot be undone, use on your oawn risk,

password hints
000003ES

«< DELETE =x>

................................................

3.9.3.6 Cb6bpoc SYSKEY

BbIGOP NCTOYHMKA A AHHbIX
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Remowve user sensitive information [E=2 | (3] |

Deleting sensitive information (step 2 of 3)
Select personal information you want to zero out of the system. The most of required files reside in your
WINDOWS\System32\config), directory.

What do you want to remove

Reset SYSKEY -

Files required

Path to Active Directory database

SAM registry file | C:\Windows\System32\ConfigisAaM - |
SYSTEM registry file | C:\Windows\System32\ConfighSYSTEM - |
SECURITY reqistry file |C:‘|,'|.".|'ind|::u'-.'s‘|5ystem 32\Config\SECURITY - |
SOFTWARE reqistry file C:\Windows\System 32\ Config\SOFTWARE

<< Back Mext == Exit

[Ona Havana, HeobGXxoAMMO ykasaTb Nym K Tpem dpainnam peectpa: SAM, SYSTEM n SECURITY. O6bI4HO
SYSKEY Haxogutca B peectpe SYSTEM, npsadacb B Betke HKLM\CurrentControlSet\Control\Lsa. Ho ecnn
ofHaxAbl Bbl, K npumepy, ycTaHoBWM SYSKEY Tak, uTobbl Npy 3arpy3ke cCucTeMbl 3anpalivBasics naposb, U
3abbl/In €ro, y Bac HET HU efMHOro LWaHca nonactb B cuctemy. UTto TyT M roBoputb - SYSKEY sBnsetcs
ypesBblyaliHO 3¢)heKTMBHLIM MHCTPYMEHTOM B pyKax yMesioro macTtepa. YcTaHoBKa HadasbHoro napons SYSKEY
WM  OUCKETbl € MaponeMm  SBASeTCH  04YeHb  3dupeKTMBHbIM - opyxuem npowe BCEX() nporpamm,
BOCCTaHaB/mMBaoLL, X naposm Windows.

Cobpoc SYSKEY
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ey Remowve user sensitive information

Deleting sensitive information (step 3 of 3)
Mow everything is ready to zero out the sensitive information you selected. Unlike password hashes, these

changes cannot be undone, use on your oawn risk, 0
General information
What to remove SYSKEY security (resets all SAM passwords to blank)
User(s) affected all users

<< RESET/CHAMGE ==

BHumaHmne! Cépoc SYSKEY saBnsetcs Hebe3onacHO onepaupei, Bvsow el Ha 6e3onacHOCTb BCE CUCTEMBbI.
Hanpumep, nocne cbpoca SYSKEY, gaxe ec/m Bbl CMOXETe 3a/I0TMHUTLCS NoA, CBOE YYeTHOI 3anucblo, TO
notepsieTe 4OCTyN K 3awmndpoBaHHbiM haiinam EFS, BceMm fgaHHbIX, 3awueHHbIM npu nomouin DPAPI, n paxe
HacTpoiikam paboyero cTosa.

B cem cyl,ecTByeT HeCKOMbKO nporpaMm, Kotopble cbpacbiBaloT SYSKEY, HO HM ofHa U3 HWX He paboTtaet
KoppekTHo. [puunHOi SBMsSieTCsT To, 4YTO KpoMe camoro cé6poca SYSKEY, Tpebyetcs BbINOAHWUTL Psif
[ONOMHUTENBHLIX MeponpuaTMiA ANA NpefoTBpalleHus nafeHns cUcTeMbl BO Bpemsi 3arpysku. Hanpuwmep,
TpebyeTca O6Hy/IEHWE CECCUOHHbIX Kouyeli B gomeHe SAM, nepewwundpoBka U CO6poC naponei SoKasbHbIX
nonb3oBateneii, LSA cekpetoB n gp. Reset Windows Password nmeeTr B CBOeM apceHasie 2 anropuima As
cbpoca SYSKEY. Ec/m He cpabOoTaeT OCHOBHOW, TO aBTOMaTMYeCKM 3amnyckaeTcs BcrnomoraTesbHbiA. [Mocne
c6poca SYSKEY Bce naposun nokasbHbIX Nofb3oBaresieli 06Hy ATCS.

BaxHo! Mocne cbpoca SYSKEY Ha onepaupoHHoi cucteme Windows 8, BaM He06X0AMMO yCTaHOBUTL /10601
HenycToli Naponb ANs Bcex (W ToNbKo ANs Tol, KoTopas 6yaeT UCno/b30BaThCa A/ BXOAA) YUETHbIX 3anuceit
LivelD. B NnpoTMBHOM C/lyyae, Bbl HE CMOXETE 3aiiTM B CUCTEMY C MyCTbIM Naposiem.
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394  TopaknoyeHne CeTeBbIX ANCKOB

Jt1a ymmnuta npegHasHadyeHa And noak/invYeHna K JlokasibHbIM CETEBLIM pecypcaM KoMnbioTepa.

&) Metwork drive mapper — O X
Add remote drive or printer [
The table below displays a list of network drives and printers. You can add a new network resource here,
-ﬁ-
Type Local name Remote name
MNetwork: drive WWirtualPCh\1
| Map netwark resource | | Unmap existing resource |
#ﬁ | << << Home | << Back Mexts=x Exit |

UT06bI CO3AaTh HOBbI CETEBOI AMCK, HaXKMUTe KHOMKy 'Map Network resource’. B nosiBuBLLeMcS guasiore
BBeauTe ums yganeHHoro MK B doopmate WSERVER\SHARE, ums yaaneHHoro nonb3oBatesia 1 ero naposib.
roe SERVER - yaaneHHsiin MK nm ero IP agpec

SHARE - nms pecypca ¢ o6w,um 40CTynom

Hanpuwmep,
\\WIN-C2KSHD76D\forall
\\WWPC\1

\\COMP2\C$

Copyright (c) 2024 Passcape Software. All rights reserved.
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3.95

Add remote drive or printer >
[

Fill in all required fields and click OK to add the remote resource

Metwork resource type Metwork drive ||

Local name, eg. Z: or LPT1 7!

Remote name, eg. Y\Serverishare WirtualPCil

Rermote user name John

IUser password FEEEEEEEREE F. )

Ok | Cancel |

O6o3peBaTtesnb 6a3 AaHHbIX ESE (Extensible Storage Engine)

Extensible Storage Engine (paHee nmeHyeMblil Kak Jet Blue B HEKOTOpbIX AOKyMeHTax Microsoft) - 3To ABMKOK
ONs XpaHeHWs AaHHbIX, pa3paboTaHHblii Microsoft n He ocHOBaHHbI Ha SQL. OH OT/IMYHO paboTaeT ¢ 60sbLUUM
06bEMOM AaHHbIX K ABnsieTca sgpom Active Directory, cepsepa Microsoft Exchange, Windows Search, ueHTpa
06HOBMeHUss Windows, MOHMTOpa WCMNO/Mb30BaHWSA CUCTEMHbIX PECYpCcOB, BeO6-K3Wa M APYrux KOMMOHEHTOB
Windows.

ESE vMeeT [0/Ty0 U MHTEPECHYI0 UCTOPUIO CO34aHMs, U U3HAYaslbHO 3TOT chopMaT 6bl1 3aKpbiTbiM. BOT nouemy
yTeHMe W aHa/m3 dalinoe B dopmate ESE ABMANOCL HeTpUBMA/IbHOW 3adauveli B TeYeHWe [0BOJIbHO
NPOAOIKUTENLHOTO BpemeHu. HegaeHo Microsoft oTkpbiia cneumgmkaLmio aToro gopmara.

B ommune OT HeKoTopbIX 6ecnnatHbIX MHCTPYMEHTOB, KOTOpble uuTaloT dalinel B ¢dopmate ESE ¢ owwmbkamu
(Hanpumep, ESEDatabaseView o1 NirSoft), RWP npumMmeHsieT 6051ee HagexXHbli Cnoco6 napcuHra: TO4HO Takom Xe,
Kakoi Mcnonb3ylTcs B npunoxeHusx Microsoft (npy nomowyn AOKyMeHTUpoBaHHbIX APl dyHkUMiA). OpHako
dyHKLUMOHaNLHOCTL 0603peBaTtenis ESE ocTtaBnsieT xenatb fAyylwero. B 60/bWVHCTBE C/lyYaeB OH XOPOL TOSIbKO
[4Ns nepBOHaYasilbHOro aHa/mM3a 6a3.
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‘) ESE database explorer — O >

View and explore files in Extensible Storage Engine format
The context menu can be used to copy selected records to the dipboard or to save the data to file, To Eq

avoid freezing the program, use the display filters with areat care, espedally for extensive databases!

Database file D YWWindows\NTDS\ntds. dit [ [
Table name datatable [~
DMT _col | PDNT_col | OBJ_col | RDOMtyp_col | ent_col | ab_ent_col | time_col | NCONT _cal | Is' a
jo. A= O] <Al O] <Al O] <Al SO eh O <l O <Ml L0 <Al jo. El
1 1 1 1 0
2 2 0 1 3 0 0
3 & 2030 1 3 2 0 2030
4 8 2030 1 3 3 0 2030
5 10 2030 1 3 3 0 2030
& 11 2030 1 3 1 0 2030
Fi 12 2030 1 3 3 0 2030
8 13 2030 1 3 1 0 2030
5 14 2030 1 3 1475 0 2030
10 15 2030 1 3 1 0 2030
11 16 2030 1 3 1 0 2030 -
A [ ]

## | <<<< Home | | << Back Mext-=: | Exit

WHTepdeiic MHCTPYMeHTa Ype3BbluaiiHo NpocT. Mocsie Toro Kak Bbl YKaxeTe MyTb K ¢aiisly 6a3bl AaHHbIX, MOXHO
OTKpPbITb OAHY W3 HalieHHbIX Tam Tabnumuy. [anee, WCNOMb3ysl KOHTEKCTHOE MEHH0, MOXHO, Hanpumep,
3KCMOpTMPOBaThL Tabnmuy B CSV-dhaiin ans Aa/ibHENLero n3yyeHrsi ¢ NoMOLL b CTOPOHHMX NPUIOKEHNIA.

[na pasbopa HekoTopbix 6a3 gaHHbiX ESE nporpamMma vMeeT B CBOEM Ha/mMumMu napcepbl 60siee BbICOKOTO
ypoBHs. Hanpumep, 6a3a aaHHbix Windows Search npegcTtaBnsieT coboii ESE dhaiin, pacnosioxeHHbIli No agpecy:
%SY STEMDRIVE%\ProgramData\Microsoft\Search\Data\Applications\Windows\Windows.edb

HecmoTpsi Ha TO, YTO MOXXHO OTKPbITb ¥ NPOCMOTPETL ¢haiin B o6o3peBatene ESE, 60nee pasyMHbIM CNoco6om ero
aHasm3sa 6b110 6bl MCNosb30BaHNe BMeCTo 3Toro ytmnmtsl Windows Search explorer.

3.9.6  MNpocmoTp 6a3 faHHbIX SQLite

CpepcTBo npocmoTpa 6a3 gaHHbIx SQLite - 3To Ype3BblyaliHO MPOCTON MHCTPYMEHT 41 NpOCMOoTpa 1 aHasn3a 6a3
AaHHbIX B doopmate SQLite.
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&) SQlite database viewer = O *
View and explorer a content of the SQLite database without modifying any data E

The context menu can be used to copy selected records to the dipboard or to save the data to file. To avoid
freezing the program, use the display filters with areat care, espedally for extensive databases!

Database file E:\Wsers\RathbunyMAppDatall ocal\ConnectedDevicesPlatform L. RathbunVMActivi| . |
Table name Activity [ = |
Id | Appld | PackageldHash | AppActivityld | Activity Type | A =
o | <Al P <A L <A Of <A Js
1 {4B2FD535-75B... |[{"application™:"m... | ZZzI03ZhPBD1D... |defaultSwindows.... [ 11 1
2 {BD17DB27-AFB... |[{"application™"{... [BRN2QLg/vbNH... |ECBI2AF3-1440-.. |5 1
3 {423A57B3-2BED. . |[{"application™"{... |BRN2QLg/vbNH... |ECBI2AF3-1440-.. |16 1
4 {D2ESB1AE-BD7... |[{"application™"{... BRN2QLg/vbNH... |ECBI2AF3-1440-.. (& 1=
5 {5CBBAC45-5E26... |[{"application™"... [MRabSsYbwGAA... |ECBIZAF3-1440-.. (5 1
6 {802750D3-EAGE... | [{"application™™... |MRab3sYbwGAA... |ECBIZAF3-1440-.. 6 1
7 {7624FBEF-5CE7-... |[{"application™"{... |eUssiHYOxBqtdar... | ECBI2AF3-1440-.. |5 1
g {FAD395AA-2D89. .. |[{"application™"{... |eUssiHYOxBatdar... | ECB32AF3-1440-.. |5 1
9 {86415786-8050-... | [{"application™:"{... |eUssiHYOxBgtdgr... |ECBIZAF3-1440-.. (& 1
10 {009392CB-D44... |[{"application™"{... |elssiHYOxBatdar... | ECBI2AF3-1440-.. |5 1
11 {EAZ266474-22D4. . | [{"application™"{... |elssiHYOxBgtdgr... | ECBI2AF3-1440-.. (& 1 |
17 TC7rr" A7an [ L LS O E R R MA_ChR-WA ... ™A R FAERTOSATT 4 440 4 4
1 1] 4
#ﬁ | <<=« Home | | << Back | Mext == Exit

Mocne Toro Kak ykasaH nyTb K doaiiny SQLite, MoxHO 6yAeT BblbpaTb 419 NpocMoTpa OAHYy M3 Tabnuu, KoTopble
cogepxarcs B aToli 6ase gaHHbIX. [asiee, UCNOMb3ys KOHTEKCTHOE MEHH, Bbl MOXETE, Hanpumep, COXpaHUTb
[OaHHble 060 SYEnkn UM 3KCNopTMPOoBaTh BCHo Tabnnuy B CSV-guaiin Ana ganbHelwero nsyyeHms ¢ NoMOLL bt
CTOPOHHUX MPUIOXKEHWIA.

3.9.7  XypHan coctosiHus 3arpy3ku OC

Ytunuta 418 npocMoTpa COCTOSIHUA 3arpy3Ku OTC/IeXMBAET NPOLECC 3arpy3ku onepauyoHHON cucTemsl 1
BbISAB/IAET NPOG/IEMbI, KOTOPbIE MOTYT BO3HVUKHYTb BO BPeMS 3arpy3ku. [aHHbli MHCTPYMEHT aHanm3npyeT daiin
bootstat.dat n nssnekaet nHdopmaumio o 3arpyske, Kotopast XxpaHuTca B gucnetyepe 3arpysku Windows,
BK/IOYas (HO He OrpaHnyMBasiChb) NpeblayLLyo noc/efoBare/lbHOCTL 3arpy3ku, NociefHIon YCneLHyo
3arpysky, a Takxke Bce npejbiayLmne HeyaauHble NonbITKu.

3T0 MOXET ObITb BaXHO, KOrga He06X0AMMO onpefemts NPUUnHy Mobbix owKn6oK 3arpy3km OC, Takmx Kak
HenpeaBUAEHHbIR CO0l UM HeoxXuaaHHoe 3aBepLleHne paboTel. Eciim Windows He 3anyckaeTcs 4O/DKHbIM
06pa3oM, AaHHbIA MHCTPYMEHT MOXHO UCMO/b30BaTh A8 onpefesieHus NpuirHbl c60s 1 obecneyeHnto nyTeli no
YyCTPaHEeHUI0 NPOG/eMbI.

Reset Windows Password
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Bbi6op dhavisia bootstat.dat

ﬁ 05 boot status viewer

= O bt

View 05 boot status log (step 2 of 3)
Select the boot status file (bootstat.dat) or point one manually if the program fails to detect it automatically.

Boot status log (bootstat.dat)

C:\Windows\bootstat. dat

= General information
95 Product type
@ Auto boot enabled
(D Auto boot timeout (sec)
@ Boot completed
@ Shutdown completed
O Sleep in progress
=l Advanced options
@ Boot attempts
@ Last checkpoint
@ Checksum
@ Last boot id
@ Last successful shutdown id
@ Last abnomal shutdown id
= Last emor information
@ Boot id

## | <<<< Home << Back

v |

Desktop
Mo

30

Yes

Mo

Mo

231

&5 B5

| | Next =3 | | Exit

®aiin bootstat.dat Haxogutca nmbo B kataniore Windows, nmb6o B 3arpy3odHoM pasgene EFI, 06bl4HO B CKPbITOM
pasgene Windows. Ecnm o06HapyXeHbl CKpbiTble pasfesbl, nporpaMMa aBTOMAaTVHecKu NpPessioxuT

npockaHMpoBaTb UX Ha NpeameT HunMuuA bootstat.dat.

AHanun3 ypHana 3arpysku Windows

Reset Windows Password
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‘&) 0S boot status viewer = O x

View 05 boot status log (step 3 of 3) l
This table below contains a list of the boot log records. You can use it for further analysis to determine startup or ‘
shutdown problems, investigate boaot attempts, etc.

Time stamp | Application | Type | Event | Extended information &
S| <A S <Al S <Al S <Al S <Al P E
1 1h:28m:51s  {961BESED-ATRE-11ED-91CE-CA0033... Information  Initialisation 20230208 10:28:51, L
2 | 1h:28m:51s  {961BESED-ATSE-11ED-31C&CA0033... Information  Event 85 SEWINDOWS ~BTWNe
3 |1h:28m:51s  {961BESED-ATIE-11ED-91C6-C20033... Information  Event 89 “EFI"Microsoft'Boot Ci
4 | 1h:28m:51s  {361BESED-ATSE-11ED-31C&CA0033... Information  Event 89 EWINDOWS ~BTWNe
5 |1h:28m:51s  {961BESED-A7SE-11ED-91CE-CR0033... Information OS5 launching
& | Th:55m:7s {S561BESED-A7BE-11ED-91C6-CRO033... Information  Initialisation 2023-02-08 10:55:07. L
7 | Th:55m:7s {961BESED-ATBE-11ED-91C6-CB0033... Information  Ewent 85 WINDOW S System 3:
g8 | 1h:55m: Vs {961BESED-ATRE-11ED-91C6-CB0033... Information  Ewent 85 “EFI\Microsoft ' Boot“Ci
5 | 1h:55m: 7= {961BESED-ATRE-11ED-91CE-CR0033... Information  Ewent 85 WINDOW S System3:

' 10 | Th:EBm:8s {561BESED-ATBE-11ED-91CECB0033... Information OS5 launching
11 | Th:Im:47s {S61BESED-ATEE-11ED-91CECB0033... Information  Initialisation 20230208 11:01:47. 1

12 | Th:Im:47s {S61BESED-ATEE-11ED-91CE-CB0033... Information  Ewent 83 YWINDOW S System3:
13 | th:im:47s {961BESED-ATSE-11ED-91CECB0033... Information  Ewent 89 “EF\Microsoft\Boot i
14 | Th:Im:47s {961BEJED-ATBE-11ED-91CECE0032... Information  Ewent B9 WWINDOW S System3:

15 | Th:1m:47s {361BESED-ATBE-11ED-91CE-CB0033... Information OS5 launching
16 | 1h:46m:47s  {961BESEC-ATBE-11ED-51C6-CBO033... Information  Initiglisation 2023-02-08 15:46:47, 1

7 | 1h46m47:  {961BESEC-ATSE-11ED-91CE-LCR0033... Failure Event 80 {15CA44FF-4D7A-4BMA
18 [1h:46m:47:  {361BESED-A73E-11ED-91CE-CR0033... Information  Intialisation 20230208 15:46:47. L
15 1h-dRm-47= {SR1RFOFN-ATAF-11FN-SICALTAMNAT Infomation Fuwent A9 “FFI\Micrnsaft Boct (i T
L | I »

L

% | <<<< Home << Back Nexts3 Exit

XKypHan cocTosiHMS 3arpy 3Ky COCTOUT U3 3amnmceil 0 cobbITusIX. Kaxaas 3anicbk onucbiBaeT cobblTne, CBSA3aHHOE C
npoueccom 3arpy3kn B Windows 1 cogepxuT cregytowi e nosns:

e Time stamp - BpeMsi BIOS (B cekyHgax) ¢ Hadyana gHs. B Windows 10 n 60n1ee no3gHuX Bepcusix ato
3HauYeHne MOXeT OblTb 06pe3aHo.

Application - ngeHMdmKaTop NCXOA4HOIO NPUIOXEHMS.

Type - n 3anvcu. Hanpumep, owmnbka, npegynpexaeHie M nHgopmMaums.

Event - ngeHmdmkaTtop cobbimma. HekoTopble naeHmMdmKaTopbl COObITUIA HE,0KY MEHTUPOBAHBI.

Extended info - pacwipeHHasa nHgopmMaumsi 0 CoobITUN.
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JInueHsna n peructpauyms
JInueH3noHHoe cornawleHue

IMPORTANT-READ CAREFULLY: This is the End User License Agreement (the "Agreement") is a legal
agreement between you, the end-user, and Passcape Software, the manufacturer and the copyright owner, for the
use of the "Reset Windows Password" software product ("SOFTWARE").

All copyrights to SOFTWARE are exclusively owned by Passcape Software.

The SOFTWARE and any documentation included in the distribution package are protected by national copyright
laws and international treaties. Any unauthorized use of the SOFTWARE shall result in immediate and automatic
termination of this license and may result in criminal and/or civil prosecution.

You are granted a non-exclusive license to use the SOFTWARE as set forth herein.

You can use trial version of SOFTWARE as long as you want, but to access all functions you must purchase the
fully functional version. Upon payment we provide to you the download link and the registration code to the
SOFTWARE .

Once registered, the user is granted a non-exclusive license to use the SOFTWARE on one computer at a time
for every single-user license purchased.

With the personal license, you can use the SOFTWARE as set forth in this Agreement for non-commercial
purposes in non-business, non-commercial environment. To use the SOFTWARE in a corporate, government or
business environment, you should purchase a business license. With the business license you can run the
SOFTWARE on multiple computers within a single organization.

The registered SOFTWARE may not be rented or leased, but may be permanently transferred together with the
accompanying documentation, if the person receiving it agrees to terms of this license. If the software is an
update, the transfer must include the update and all previous \ersions.

The SOFTWARE unregistered (trial) version may be freely distributed, provided that the distribution package is not
modified. No person or company may charge a fee for the distribution of the SOFTWARE without written
permission from the copyright holder.

You may not create any copy of the SOFTWARE. You can make one (1) copy the SOFTWARE for backup and
archival purposes, provided, howewer, that the original and each copy is kept in your possession or control, and
that your use of the SOFTWARE does not exceed that which is allowed in this Agreement.

You agree not modify, decompile, disassemble, otherwise reverse engineer the SOFTWARE, unless such activity
is expressly permitted by applicable law.

Passcape Software does not warrant that the software is fit for any particular purpose. Passcape Software
disclaims all other warranties with respect to the SOFTWARE, either express or implied. Some jurisdictions do
not allow the exclusion of implied warranties or limitations on how long an implied warranty may last, do the above
limitations or exclusions may not apply to you.
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4.2

4.3

4.4

The program that is licensed to you is absolutely legal and you can use it provided that you are the legal owner of
all files or data you are going to recover through the use of our SOFTWARE or have permission from the legitimate
owner to perform these acts. Any illegal use of our SOFTWARE will be solely your responsibility. Accordingly,
you affirm that you have the legal right to access all data, information and files that have been hidden.

You further attest that the recovered data, passwords and/or files will not be used for any illegal purpose. Be aware
password recovery and the subsequencial data decryption of unauthorized or otherwise illegally obtained files may
constitute theft or another wrongful action and may result in your civil and (or) criminal prosecution.

All rights not expressly granted here are resened by Passcape Software.

Peructpauuns
|

Mporpamma nocTaBfsieTcs B Tpex pefakumax: Light, Standard n Advanced. MNMogpo6HbIi cnMcok Bcex tyHKUWiA no
pefakumsiMm MOXHO HaliTu Ha 9Toli CTpaHuLe.

MoApo6HbIE MHCTPYKLMKX O NOKYMNKe NporpaMMbl AaHbl HA CTpaHule 3akasa. VIHTEpHET 3akasbl AOCTYMHbI B pexumMe
24/7.

Uepe3 HEKOTOPOe BpeMsi NMoc/ie MOKYMKKW, Ha yKa3aHHbIA 3M1EKTPOHHbIN afgpec 6yaeT BbiC/IaHO perucTpauyoHHoe
MUCbMO C CCbIJIKOI Ha NMOSHY0 BEPCUIO NporpaMmy. Mpuw 3anosiHeHUM hopMbl OMnJiaTbl 06s13aTeNlbHO YKauUTe Balle
UmMsi U chamunnio 1 aelicTeytow nii e-mail agpec, vHaye Bbl GyfieTe He B COCTOSIHUM MOJyUYUTb perucTpauyoHHoe
nUCbMO.

[na  3aBepllieHus npouecca perucTpauuy, ckadyaite nporpaMMy MO  CCblike, MOMlyYeHHoli Bamu B
PETrNCTPALMOHHOM NUCLME, U CriefyiiTe MHCTPYKLMAM A9 CO3[4aH1a 3arpy304HOT0 AMCKa.

OrpaHn4YeHnst e MOHCTPALMOHHOW Bepcum
|

HesapernctpupoBaHHast Bepcus Reset Windows Password nokasbiBaeT TO/IbKO NepBble 3 CMMBO/IA HalAeHHbIX
naposneii n MmeeT lyHKUMOHa/IbHbIE OrpaHMYeHusi. B yacTHOCTW, MOJIHOLEHHO paboTaeT TOMbKO AamMn X3Wen u
co3/aHne pe3epBHbIX KOMWA Maponeil.

Pegakuuy nporpammbl
|

Mporpamma gocTynHa B Tpex pegakuusx: Light, Standard n Advanced. Moapo6HbIA CNMCOK BO3MOXHOCTER U
OT/MuuiA NpescTaB/ieHbl B Tabnmue.

Bo3MOXHOCTb Light Stan- Advan-
dard ced
Moaaepxkka paboumx ctaHumii Windows NT/2000/XP/Vista/7/8/10/11 + + +
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Bo3MOXXHOCTb

Light

Stan-
dard

Advan-
ced

Mopaepxka cepsepHbix OC Windows
NT/2000/2003/2008/2012/2016/2019/2022

Mopaepxka Windows 32/64-bit

Mopaepxka Pycckoni Windows

Moaaepxka naponeil B HaUMoHasbHbIX KOAVPOBKaX

PaclwunpeHHble Habop apaiiBepoB IDE/SATA/SCSI/RAID

O6Hapy»XeHune 1 nofaepkka HeCKOMbKUX OnepaumoHHbIX Cuctem

Extended download warranty

14-aHeBHbI BO3BpAT AEeHer

+ [+ [+ [+ 1+ [+]+

+ |+ [+ [+ )+ [+ 1+

Vcnonb3oBaHne B GU3HECE, KOPNOpPaTVIBHbIX FOCYAAPCTBEHHBIX YUPEXAEHNsX

++ ]+ ++1+ [+

NnueHsua

nepcoHa
JNIbHaA

nepcoHan
bHasA

6usHec

Mopaepxka Bcex MNOB y4eTHbIX 3anucelri Windows, Bknoyas Live ID,
Microsoft account 1 T.4.

+

+

+

CospfaHune 3arpy3oyHoro CD/DVD gnsa cépoca naporns

Co3spaHue 3arpy3ouHoro USB ans copoca napons

CospaHue 3arpysoyHoro HDD gns c6poca napons

Mopnepxka UEFI

Moaaepxka cem, o6o3peBatesib VIHTEpPHET

MpocTeiiluve yTanTbl 471 paboTbl C AUCKOM

C6poc naposist NoKasibHOro AgMuHucTpaTopa

M3meHeHve Napons fokasibHoro AAMUHUCTPaTopa

Bk/oueHne, pas6/iokMpoBKa, BK/OUYEHNE MPOCPOYEHHOM0 Naposis IOKa/IbHOro
AgmuHncTtpatopa (1)

++ [+ ++ ]+

+ |+ |+ [+ [+ ]+ 1+ [+

+ 0+ [+ [+ +]+

C6poc naposnss AgMUHMCTpaTopa AoMeHa

+

M3meHeHve naposis AAMUHIUCTPaTopa AOMEeHa

Bk/oueHne, pas6/iokNpoBKa, BK/IOUYEHNE MPOCPOYEHHOr0 Napons
AaMuHncTpaTopa gomena (1)

=+

PepakmvpoBaHve CBOMCTB y4eTHol 3annucn SAM

PepaktmpoBaHme CBOICTB y4eTHOM 3anmcu Active Directory

C6poc napons obbivHol (SAM) yyeTHOI 3anmcu

ViameHeHne naponsi 06bl4HON (SAM) yuyeTHol 3anmucu

Bk/oueHmne, pa3broknpoBKa, BK/IIOYEHVE NPOCPOYEHHOTO Naposist YYeTHO
3anucu SAM (1)

+ [+ |+ [+ [+

PacLundypoBka cekpeTHbIx Bonpocos 1 otBetoB Windows 10

C6poc naposis y4eTHoit 3anvcu nosb3osarens Active Directory

M3meHeHve naposis yueTHoii 3anucy nosib3oBatens Active Directory

Bk/oueHne, pas6/iokMpoBKa, BK/IOYEHE MPOCPOYEHHOr0 Naposis yYeTHOI
3anucu Active Directory (1)

+ 1+ [+ [+

C6poc/13MeHeHne napons yyYeTHoli 3anvc DSRM (2)

Reset Windows Password
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C6poc naposis K3lmpoBaHHo 3anucu gomeHa (DCC) - +

V3meHeHve naposnis kawmpoBaHHoi 3anucu gomeHa (DCC) s

YcTtaHoBka 1 3arpy3ka IDE/SATA/SCSI/RAID/NVME pgpaiiBepoB 'Ha nety'

OTKaT M3MeHeHN (BOCCTAHOB/IEHVE NPEeAbIAYLLUX N3MEHEHHBIX Maposieit)

Mopnepxka wudyposaHns SYSKEY

Mopaepxka wudgposaHusa SYSKEY-aucketa

lNonck 1 BbIBOA, NOACKA30K O Naposiax

+
+
+
Mopaepxka wudyposanHusa SYSKEY-naponb +
+
+
+

Hamn LM/NTLM x3weii 06b4HbIX Nosb3oBateneii (SAM)

Jamn xawei nctopuv naponei -

+ |+ [+ |+ +f+0+{++]+

JamMn KalVpoBaHHbIX Naposieli AoMeHa -

Jamn LM/NTLM x3awweli y4eTHbIX 3anuceli nonb3osateneli Active Directory - =
Jamn Windows PIN + +

MrHOBEHHas pacLuMgPOBKa Naposieil HeKOTOPbIX YUYETHbIX 3anuceli Active - -
Directory (3)

++ |+ =0+ UM+ + [+

+

MrHoBeHHas pacLumdpoBka naposieil K HEKOTOPbIM YUYEeTHbIM 3anmcsam - +
nonb3oBateneii SAM

MrHoBeHHas pacLUupOBKa YA3BUMbIX K3LLIVPOBaHHbLIX Naposieil JoMeHa - -

oncK TeKCTOBbIX naponei/'l - +

MPUMWUTUBHBIV aHam3 No CI0BapHo = +

YAyuLleHHblli croBapHbiii aHanms (4) - -

MpYMUTVIBHAs ataka Nepe6opom A8 NPOCTbIX naposel -

++f++ [+ [+

+

BoccTtaHoBneHWe naposieli Npy NOMOLLL M HacTpanBaeMbIX aTak: C/I0BapHONA, -
rMOPUAHON 1 aTakm No Macke

BoccTaHoB/IEHVE Naposieli Npy NOMOLLL M VICKyCCTBEHHOro VHTesnekTa -

BoccTaHOB/IEHVE Naposieli Npy MOMOLLL M T/ly6OKOro 06YYeHus -

AHa/M3 Noc/ieiHNX UCTNO/b3yeMbIX Mosb3oBaTeneM aiinos -

AHanus nepenucku Skype -

+ [+ |+ [+ ]+
+ 1+ |+ [+ ]+

Mounck n pacwwndpoBka naposneii gokymeHToB Microsoft Office, OpenOffice, -
LibreOffice, MyOffice, PDF

Monck n pacmndipoBka NHANMNCKMX 31EKTPOHHLIX A0KYyMeHToB Aadhaar and e- - + +
pan

Mownck naponein B nonynspHeix 6pay3epax: Internet Explorer, Opera, Bce - + +
o6o3peBatenm Ha 6a3ze Chromium, Firefox n gp.

Mounck naponei B yaaneHHbIX haiinax, B daiine nogrpysku, hiberfil.sys v gp. -

Mop6op TEKCTOBLIX Naponeii npy nomMoLLn MaeHTMomKauMoHHOW ataku -

YpaaneHvie xalleli uctopumn naposeit ans 06bluHbIX (SAM) yYeTHbIX 3anuceit -

YpaneHvie xalwel nctopuv naponein ana nonb3osartesnein Active Directory -

YaaneHue KalWpoBaHHbIX Naposiei qomMeHa -

++f+ [+ + ||+
+ I+ + [+ + [+

YpaneHvie KalMpoBaHHbIX naposein Ha Bxog Windows -

Reset Windows Password Copyright (c) 2024 Passcape Software. All rights reserved.




JInyeHsna n peructpayms

BO3MOXHOCTb Light Stan- Advan-
dard ced

YnaneHve naposnsi COXpaHeHHOro BO BpeMs co3faHuna Aucketsl Cépoca - + +
Mapons

YpaneHve nofckasok 0 naposnsx -

O6HyneHne SYSKEY (c nonHoli nepelundypoBKoi naponeii nosfib3oBaTeneil) -

Monck ctaptosoro naponsa SYSKEY -

+ [+ [+ ||+
+ [+ [+ ||+

MrHoBeHHas pacLuudpoBKa Naposeii yYeTHbIX 3anuceli ¢ yCTaHOBIEHHbIM -
rpadmyeckm naposiem

+
+

MrHOBEHHaA pacLUMgPOBKa Naposiei yueTHbIX 3anuceiil co BXOAoM npu -
MomoLLL 1 oTneyaTkos nasbues (5)

BocctaHoBnenue PIN -

PacLungipoBKa paHee 1cno/b3osaHHbIX PIN © -

MeHepnxxep goaiinos -

Co3faHne BUpTyasibHbIX AMCKOB 13 (JaiifioB-06pa3oB -

O603peBate/ib CKPbITbIX TOMOB 1 pa3aesioB +

+ |+ [+ |+ +]+

lNogknoyeHne ceTeBbIX AMUCKOB +

O6o3peBarte/b 6a3 faHHbIx ESE (6) - -

+ [+ [+ + [+ +]+]+

+

ABTOMaTN4YECKOE 06Hapy>KeHV|e N nogKkntvyeHmne BnpTyasibHbIX onepaunoHHbIX +
CnCTem

Movck naposieit BUpTyasibHbIX MallvH -

MouncK perncTpaunoHHbIX K/IH0Yel 1 CepUiHbIX HOMEPOB -

ViameHeHne Tmna yu. 3anucu ¢ Microsoft Live ID Ha noKkasbHyto +

PesepBHoe konupoBaHve naposei, peectpa Windows n Active Directory +

Monck n pacindpoBKka Nnaponeli HTepHeT-6pay3epoB -

Mownck 1 paclundopoBKa Naposiei NoYTOBbIX KIIMEHTOB -

MoucK 1 pacLungopOoBKa CeTeBbIX naponei -

Mouck 1 paclungopoBKa 6ecnpoBOHbIX Naposeit -

Co3faHne HOBOI yueTHol 3anmucu SAM -

++ [+ [+ [+ + U+ ]+ ]+

PaclindypoBka AMCKOB 3alungypoBaHHbIX Bitlocker +

Mouck naponei Bitlocker, xpaHumbix B Active Directory -

+

3meHeHve napaMeTpoB BXofa B CUCTEMY -

+

PepakTop nokasibHOV NoAUTUKL naponeii -

Pefaktop No/MTVKX Naposiei JoMeHa -

Pepaktop HacTpoek Bxofa B CUCTEMY -

Pefnaktop orpaHuyeHunii Htepdeiica 1 cUcTeMbl -

Moaaepxka 6ecnaposibHOro BXoga B CUCTEMY +

PacliudypoBKa 61OMETpUYECcKX naposieli -

PacLuudyposka naponeit Windows Hello ® -

CratMcTuka yuetHbIx 3anuceli (6) T

VicTopus o6opyposanms (7) +

S EN R R N R N R A N Y R N N B N N B

+ |+ + |+ ]+]+

VicTopusa ycTtaHosok MO (7) g
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VicTopusi ceTeBbIx coeguHenuii (7)

MocnefHAs aKTMBHOCTL nosb3osarens (6)

MovcK NociefHUX OTKPbIBAEMbIX A0oKyMeHToB (7)

BpemeHHas LKasa BbInosHeHns nporpamm (7)

CucTeMHble cobbimmst Windows (8)

++ N+ +]+
+ 0+ + |+ |+

AHanns 3akauek Telegram (6)

Pacwwudyposka napons Telegram - -

PaclindypoBka fokasibHbIX giaiinoB Telegram -

Victopus Vnteprer (©) +

Victopus IP agpecos nonb3osaresneii (©) +

MocnepHne n3MeHeHHble thaisbl -

MocnegHve n3MeHeHHbIe narkm -

3anucku Windows (8)

JocTyn K kamepe 1 MukpodgoHy (6)

BpemeHHas wkana aktmsHoc™ Windows (8)

Victopus USB (6)

VicTopusi kop3uHb (8)

+ |+ + |+ =+ ++]++

+
o
+
VicTopus 6ychepa o6mena (8) i
+
o
+

AHa/M3 UCTopum yaaneHHoro paboyero ctona (8)

Windows media: aHanm3 n3obpaxeHuii - -

Windows media: aHan13 Buaeodaiinos - -

Windows media: gelictBusi nosib3oBarens - -

Windows Photos: aHanM3 n306paxeHunin n Buaeo - -

Windows Photos: gelictBua nonb3oBatens - -

Media Player: aHa/M3 afieMeHToB - -

Media Player: gelictBus nonb3oBatens - -

MOHWTOP MCMO/b30BaHUs CUCTEMHBIX pecypcos (8) - -

O603peBartesnb 6a3 gaHHbix Windows Search (6) s =

O60o3pesarten 6a3 gaHHbIX SQLite (&) - -

YKypHan cocTtosiHus 3arpy3ku OC (6) - -

Ka/bKyATOp KOHTPO/IbHOW CyMMbI nm xawa (7) - +

Mowck ay6nmkatos duaiinos ¢ 7) - i

AHanm3 cB0604HOro mecta Ha gucke (8) - -

Axasms nos duaiinos (©) - -

YpaneHne HeHyXHbIX (iaiifioB 1 ouncTKa peectpa -

BbICTpbIli novck Ha ancke (7) i

Maposib A0oCTyna K nporpaMmme +

++ |+ =0+ +N+0+0F0+NFNF0FUF N0+ NENFqFNFF]FFLF NN+ + ]+

CospgaHune obpasoB guckos B chopmarte *.RAW un *.ZIP +
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CospaHune obpasoB Aguckos B thopmarte *.E0L

[NosicHeHus:
(1) Ecnm yyeTHasa 3anucb 3ab10KMpoBaHa, OTK/IKYEHA UM UCTEK CPOK AeCTBUS Napons

(2) Directory Senices Restore Mode
(3) Ec/m B cucTeme 6blna ycTaHOB/IEHA ONUMst 06paTHOro WngipoBaHus. JaHHasa onuus HaxoguTcs B NOMUTUKE

ynpaB/ieH1s1 NaposiiMn JOMeHa.
(4) Ncnonb3ytoTcsA NpocTble MyTaumn 1 crieaytolLmne criosapu: AHIFANIACKKIA, Apabekuid, icnaHckuii, Kutalickui,
Hemeuknii, MopTyransckuii, Pycckuia, ® paHLy3cKuii.

(5) NopaepxnBaroTCA He BCE YYETHbIE 3amnncu.

(6) Bce dyHKUMM KOHTEKCTHOrO MEHIO 40CTYMHbI TOSIbKO B pegakumumn Advanced

(7) Bce dyHKUMM KOHTEKCTHOrO MEHIO A0CTYMHbI To/bKO B Standard 1 Advanced pegakumsx

(8) Ecm He ycTaHOBEHA AonoNHMTENbHas 3awuta TPM
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5.2

5.3

TexHnyeckas nogaepxka

OwmnbKM 1 Nnpobnemsl
|

Ecrm Bbl 06GHapyxwm owubky B paboTe nporpaMMbl, HamuwMTe MUCbMO Ha support@passcape.com.
MoxanyiicTta, yKaxute crefyowyo niopmauumio:

MonHoe MMSA 1 BepcUsi NporpaMmbl

Bepcua Windows, Bk/lo4as cepBrcnakm

PervcTpauyoHHas MHgiopMauvsi, ec/im ecTb

MoppobHoe onvcaHne NPo6AEMbI MW OLLMOKK, ABASIETCA N NpobieMa NOBTOPSAIOLL EACS AN CMOHTaHHOW
Ec/m 370 BO3MOXHO, BbILAMTE CKPUHLLIOT, /10T NporpaMmbl 1 darin RWPCrash.log, ecnm umeetcs.

[peanoXeHns
I ——

Ec/M y Bac MMeloTcsl BOMPOChl, KOMMEHTAPUWN UM NPeASIOKEHNSI N0 padoTe NPorpaMMbl, NPUCLIIaTe MX Ha agpec
info@passcape.com. lMoxanyiicta, He 3abyfbTe YMNOMSHYTb MOHOE Ha3BaHWe MpPorpamMmMbl U €e Bepcuio.
Y6eauTech Takxe, YTo y Bac YCTaHOB/IEHA NOC/IeAHsA BepCcus.

KOHTaKTbI
]

Bonpocbl no pabote nporpaMmmbl MpUCbIaiiTe ToNbKo nocne npouTeHns FAQ. Apgpec Tex. MNoAAepXKu:

support@passcape.com.

Mbl OTBETUM BaM B TeyeHWe OAHOro-4BYyX AHEW. 3aperncipvpoBaHHble MOSb30BATE/M MMEKT MNPUOpUTET B
TEXHWYECKON NoaaepxKe.

Mo BoMNpocam pervcTpauumn obpatlaintech, NoxasnyiicTa, No creayroluiemy agpecy: sales@passcape.com

MyLwKTe HA PYCCKOM UM @HIIMIACKOM A3biKe!

© 2024 Passcape Software. All rights reserved.
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